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H aving grown up in the 1980s, I vividly 
remember watching War Games at the 

theater and being enthralled by the tale of a high 
school kid accessing a military supercomputer 
programmed to predict possible outcomes of 
nuclear war. The movie was the first I’d ever 
heard of “backdoor passwords” (or computer 
passwords of any sort, for that matter) and was 
the first notion I ever had that computers were 
penetrable and the data inside, valuable. 

The concept of data security dates back a few 
hundred years to early bookkeeping and record 
keeping, which is often considered the first form 
of corporate documentation. The recording 
of data required materials and resources that 
were scarce and time-consuming to develop. 
In some cases, scriveners copied documents 
word for word onto pages that were hand-
stitched together and bound inside hand-carved 
covers made of cardboard, wood, or leather. 
Sometimes the covers were further adorned 
with additional inking, gold inlay, or carvings—
which were visible indicators of the value of the 
data it protected.

The most valuable information would be stored 
under lock and key and guarded with other 
physical security measures as well. Even in 
pre-computing times, data security could mean 
protecting data from physical destruction, but 
it increasingly meant protecting against many 
nuances of theft, corruption, and exploitation, 
as well as ensuring access only by authorized 
personnel. In today’s data security terms, these 
same aspects are described as a data security 
triad of protecting confidentiality, integrity, and 
availability.

A number of factors makes accomplishing 
the security triad a significant challenge: 
Embedded systems, especially those that are 
a part of the Internet of Things, are a particular 
challenge because of their many end-nodes, 
their interconnection with other systems, and 
their inclusion in mobile devices using wireless 
networks. Today, data security means securing 
devices that are on the move used by a myriad 
of people consuming data that’s transferred 
along wireless networks. 

Perhaps the biggest challenge, though, is not in 
the technological advances that brought us to 
this juncture, but the cybercriminals themselves. 
“Shall we play a game?” no longer just refers to 
the WOPR computer’s invitation in War Games—
haltingly pronounced in digital monotone, of 
course—where the game of Global Thermal 
Nuclear War was both the genius and purpose of 
the computer’s programming. It also describes 
today’s hackers.

In September 2017, Mouser Electronics in 
partnership with the cybersecurity professionals 
at Anitian Corporation hosted the highly-
successful webinar, “Data Security: Think Like 
a Hacker,” which aimed to help embedded 
systems designers better understand how 
hackers discover, penetrate, and exploit security 
vulnerabilities and address complex security 
challenges. This issue of Methods aims to 
complement the webinar and provide additional 
insights into securing embedded systems at the 
electronics hardware level. 

Securing data is perhaps the most critical 
computing imperative of our time. Join us in this 
quest to be part of the data security solution. 

Deborah S. Ray

Executive Editor,  
Mouser Electronics

Welcome from the Editor

“‘Shall we play a 
game?’ no longer refers 
to War Games…. It 
also describes today’s 
hackers.”
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In the late 19th century, Dutch linguist and 
cryptologist Auguste Kerckhoffs noted that secure 

communications systems should not require secrecy 
in their design. Writing in le Journal des Sciences 
Militaires (Journal of Military Science), Kerckhoffs 
suggested that these systems should be able 
to fall into enemy hands without compromising 
communications as long as the encryption keys 
remain secret—a concept known today as Kerckhoffs’ 
principle. 

Years later, this general idea was posed more 
succinctly as “the enemy knows the system” by 
Claude Shannon, who is considered the father of 
information theory. Today, system developers face a 
more extreme version of these warnings: The enemy 
not only knows the system, but probably also knows 
its security vulnerabilities better than the developers 
themselves. 

A little paranoia is a healthy thing when it comes 
to system security, particularly with the Internet of 
Things (IoT). IoT applications require widespread 
distribution of their associated devices, which 
completely violates classic security tenets that call 
for compartmentalization and physical isolation. 
Notwithstanding Shannon’s maxim and Kerckhoffs’ 
principle, conventional security policies do rely on 
secrecy with the reasonable expectation that it’s 
always better when fewer people know the system 
and when less is known about it. The IoT, of course, 
does not work that way. Gaining physical possession 
of IoT devices is not only a simple matter, but it is also 
usually expected, even required, to serve the functions 
of the overall IoT application. Once in possession of 
the physical system, sophisticated hackers can take 
their time prying secrets from unprotected devices. 

In a severe test of Kerckhoffs’ principle, IoT security 
relies not on hiding the design of security algorithms, 
but on the secrecy of the keys that underlie basic 

security mechanisms such as authentication and 
encryption. Here’s where security ICs (integrated 
circuits) play a role. By storing keys and certificates 
in protected memory, these devices protect the 
secrets while in storage. Still, secure storage is only 
one element in the classic data-security foundation 
that calls for protecting data at rest, in transit, and in 
use. More advanced security ICs meet all three by 
combining secure storage with on-chip encryption 
accelerators. This approach keeps secret data 
from ever leaving the security chip where it could 
be vulnerable in transit on exposed buses between 
different chips or in use during algorithm execution 
on a less secure IC. As a result, these devices can 
support the root of trust required to protect IoT 
networks from unauthorized intrusion and protect IoT 
applications from corrupted data streams. 

Of course, logistics and reality spoil this pristine 
vision. Security requires more than maintaining 
security on the chip. It requires tight control in 
loading the secret data onto the chip in the first 
place—a process that can present more than just 
technical concerns. The same vulnerabilities in social 
engineering, human behavior, and simple accidents 
that have exposed secrets in other domains await 
similar missteps in provisioning the secret keys and 
certificates onto security ICs. As a result, protecting 
this secret data requires parallel efforts in the 
supply chain to ensure secure key generation and 
provisioning. After device deployment, the ability to 
manage certificates, keys, and security upgrades 
will rise in importance as hackers double their efforts 
with more subtle attack methods. 

Mouser Electronics considers the need for IoT 
security an urgent Call to Action for manufacturers, 
distributors, engineers, and users, as it’s time to not 
only address the many vulnerabilities, but also get 
ahead of them. Ultimately, IoT security requires a little 
bit of ongoing paranoia—and even an ability to thrive 
in an environment where vulnerability is the norm. 
Indeed, it’s less a matter of paranoia than simply the 
practical recognition that different kinds of threats 
can come at any time from any source. By combining 
awareness with robust design built around security 
ICs, however, developers can demonstrate that their 
IoT applications are just too much trouble to hack. 

Raymond Yin

Director of Technical Content
Mouser Electronics

“Just because you’re 
paranoid doesn’t mean they 
aren’t after you.” 

Joseph Heller, Catch-22

Foreword

http://www.mouser.com


https://eng.info.mouser.com/ezine-signup



