
 AN3170
 Getting Started with AWS IoT Greengrass® on SAMA5D2

Introduction
This application note shows how to implement a Cloud Edge Node utilizing a Microchip SAMA5D2 MPU, a Microchip
Secure Hardware Element, and Amazon Web Services (AWS®) IoT Greengrass.

What are Cloud Services?
Cloud services provide resources that are accessible over the Internet. These available resources are not strictly
limited, and are increasing in number and functionality almost daily. One of the main benefits of Cloud services is
removing the burden of maintaining compute and storage servers by individuals and organizations. The servers that
implement Cloud services are maintained by service providers such as Amazon Web Services (AWS). Internet of
Things (IoT) is a subset of Cloud services that are tailored to devices such as actuators and sensors. An optimization
of IoT services is a concept called Cloud Edge Computing. Edge computing brings web services to servers and
devices located near the clients that are using those services. Although not owned by the Cloud service providers,
the Edge Devices are under the control of the Cloud service providers.

Amazon Cloud Services
AWS IoT Greengrass is a combination of software and Cloud services that allow special AWS IoT devices to provide
IoT services to other devices on the same local network. Not all AWS IoT devices can work with AWS IoT
Greengrass. The SAMA5D2, however, can run AWS IoT Greengrass software and does provide the necessary
compute resources listed in the AWS IoT system requirements.

Microchip and Edge Computing
In addition to the SAMA5D2, the system described in this app note includes an ATECC608A secure element. This
secure element is utilized by Greengrass to implement Hardware Security Integration (HSI).
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1. Prerequisites
• SAMA5D27-WLSOM1-EK development board – Part number DM320117
• USB to UART cable – Part number FTDITTL-232R-3V3
• Linux® hostPC
• Micro USB cable
• Router connected to the Internet
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2. Procedure Overview
The process of building an AWS IoT Greengrass system is straightforward, but requires several different activities.
This application note divides the activities into easy-to-follow processes.

1. Set up the hardware. Refer to section 2.1  Setting Up the Hardware.
2. Set up AWS IoT services. Refer to section 2.2  Setting Up AWS Services.
3. Build the target image. Refer to section 4.1  Building the Target Image.
4. Configure the target. Refer to section 4.3  Copy Certificates and Root CA.
5. Run Greengrass on the target. Refer to section 4.7  Start the Greengrass Core.
6. Deploy a Greengrass group from the Cloud. Refer to section 4.8  Deploy the Group from AWS Console.

2.1 Setting Up the Hardware
Follow the steps below to set up the hardware:

1. Connect the Ethernet (or Wi-Fi®) cable from the board to a router with a live Internet connection. Refer to
section 4.5  SAM5D27-WLSOM1-EK Setup for the Buildroot Image.

2. Connect the USB to UART cable (J26) to the host PC and to the debug connector on the SAMA5D27-
WLSOM1-EK board.

3. Connect the micro USB cable from the host PC to the SAMA5D27-WLSOM1-EK (J10) to supply the board.
4. Plug the SD card image with Microchip Linux distribution.
5. Press the “nStrat_SOM” button on the board.

2.2 Setting Up AWS Services
Amazon Web Services (AWS) are a collection of Cloud services available for many different purposes. This
application note uses a small subset of these services to get started using AWS IoT Greengrass. To get a
Greengrass system working properly, several different AWS Services must be configured correctly to work together.
These services include AWS IAM, AWS IoT Core, and AWS IoT Greengrass. One of the more tricky pieces of the
system is getting the correct roles and permissions.

2.2.1 Overview
The process for setting up AWS services consists of the steps listed below. Details of each step are given in the
sections that follow.

1. Create an AWS account if you do not already have one.
2. Open the AWS console.
3. Go to the correct region.
4. Create Greengrass objects – Group, Core, Certificates, Roles, and Permissions.
5. Download all certificates and keys.

2.2.2 Create an AWS Account
Open the AWS home page at http://aws.amazon.com/, and choose Create an AWS Account.

Follow the instructions after pressing the “Sign Up” button in the upper right.
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2.2.3 Open the AWS Console
Go to the AWS console by going to https://console.aws.amazon.com/.

Search for Greengrass in the “Find Services” area. Then click on “IoT Greengrass”. Amazon Web Services are
divided into regions. Not all regions support all AWS services. See the table below for the regions that support AWS
IoT Greengrass.

When implementing a Greengrass system, be sure to use one of the regions listed below.
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Table 2-1. Greengrass Regions

Region Name Region

US East (N. Virginia) us-east-1

US West (Oregon) us-west-2

Asia Pacific (Sydney) ap-southeast-2

Asia Pacific (Tokyo) ap-northeast-1

EU (Frankfurt) eu-central-1

EU (Ireland) eu-west-1

If the currently selected region does not support Greengrass, the following message will appear. Select a proper
region by using the drop-down menu near the upper right.

2.2.4 Create a Greengrass Group
The main AWS console window for AWS IoT is shown below.

From the left navigation bar, select the “Greengrass” option if it is not already selected. Press the “Create a Group”
button. A Greengrass group is a collection of items that are required to deploy a running Greengrass system.
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2.2.5 Provision the Newly Created Group
Now that the Greengrass group is created, it must be provisioned. The “Default Creation” option allows AWS IoT to
create certificates, a core, and a role. The user selects the name of the group and the name of the core for the
Greengrass group. Press the “Use default creation” button in the lower right-hand corner of the screen.
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2.2.6 Name the Greengrass Group
The first step of the default creation process is to name the group.

A Greengrass group is a representation of the Greengrass core (SAMA5D27-WLSOM1-EK running the Greengrass
core software), local devices that communicate with the core, and Lambda functions that run on the core.

See the example below.

2.2.7 Name the Greengrass Core
The Greengrass core is the SAMA5D2 system that runs the Greengrass core software. See the example name
below.
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2.2.8 Create the Group and Core
Since we are using the “Default Creation” wizard, AWS IoT is going to perform most of the work for provisioning.
Press the “Create Group and Core” button to perform the following:

1. Create the Greengrass group.
2. Create a Greengrass core representing the SAMA5D2 system.
3. Create keys and certificates that will later be downloaded to the SAMA5D2.
4. Attach a security policy to the Greengrass core certificate.

 AN3170
Procedure Overview

© 2020 Microchip Technology Inc.  Application Note DS00003170B-page 10



2.2.9 Download Certificates and Core Software
It is extremely important to download the keys and certificates for client authentication now. Although certificates can
be downloaded at any time, this is the only opportunity to download the private key. When using Hardware Security
Integration (HSI), these keys will be overwritten. Unless you are very comfortable with HSI, it is a good idea to try out
Greengrass without HSI at first. After the Greengrass core is totally functional, then you can use the Hardware
Secure Element to implement HSI to add another layer of security to the Greengrass core.

These downloaded credentials are used by the AWS endpoint to authenticate the Greengrass core. TLS Client
authentication is the mechanism used for this validation. Make sure the download archive file is protected against
unauthorized copying by storing in a secure location.

After downloading the keys and certificate, you must also download a Root CA certificate that corresponds to the
AWS endpoint to which the Greengrass core talks. Press the “Choose a root CA” button and then download the
correct certificate for your endpoint. In this example, the certificate is “Amazon Root CA 1”. This root CA certificate is
the certificate that validates the AWS endpoint, and is not necessarily the same certificate used to sign the client
certificate.
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Rename “Amazon Root CA 1” to root.ca.pem.

After downloading the resource as a targ.gz file, downloading “Amazon Root CA 1” and renaming it to root_ca_pem,
files similar to the ones shown below should be displayed on your host PC:

AWS IoT Greengrass core software is already included in the Microchip Linux distribution.
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3. Greengrass Group Creation Successful
At this stage, the Greengrass group is created.
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4. Languages Used By Greengrass
Although many languages can be used to implement AWS Greengrass Lambda functions, this application note uses
the Python® 3.7 programming language.

Other languages that can be used for Lambda functions are:

• Node.JS 6.10
• Java 8
• C
• C++
• Any language that supports importing C libraries

4.1 Building the Target Image
The software for the target system can be built using the Buildroot tool. This process is performed on a Linux host
PC. Note that Greengrass core software is included in the Microchip Linux distribution.

Note:  The steps below describe how to build an SD card image from scratch and are for information only. This
procedure is not required.

“$” indicates a command on the host PC.

“#” indicates a command on the target board.

1. Change directory to a base location. In this example, cd to your home directory:
$ cd

2. Create gg directory:
$ mkdir gg

3. Change to the new directory:
$ cd gg

4. Clone the following buildroot-external repository:
$ git clone git://github.com/linux4sam/buildroot-external-microchip

5. Clone and checkout linux4sam buildroot repository:
$ git clone git://github.com/linux4sam/buildroot-at91.git -b linux4sam_2020.04

6. Change to the buildroot directory:
$ cd buildroot-at91/

7. Set up the configuration for buildroot:
$BR2_EXTERNAL=../buildroot-external-microchip make sama5d27-wlsom1-ek_headless_defconfig

8. Make the buildroot project:
$ make

At this point, Buildroot has created an entire SD card image “./output/images/sdcard.img”. This image should now be
copied to an SD card. You can use any number of different tools, such as Etcher, or you can carefully use the “dd”
command that is built into Linux. Be careful that your destination drive is the SD card, because if you type the wrong
name, a hard drive on your host PC could be erased.

4.2 Copy the Target Image to an SD Card
The SD card image available on the Linux4sam web site can be used directly, as the Greengrass core software is
already part of the Microchip Linux distribution.

Choose the image for your target: www.linux4sam.org/bin/view/Linux4SAM/Sama5d27WLSom1EKMainPage.
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You can use the image for other boards. For more information, refer to www.linux4sam.org/bin/view/Linux4SAM.

4.3 Copy Certificates and Root CA
Copy from the Host:

With the SD card mounted on the host filesystem, untar certificates to the SD card.

Assuming the SD card partition 2 is mounted on /mnt and certificates were downloaded to the user “Download”
directory, perform the following:
$ cd /mnt
$ cd greengrass
$ sudo tar -xzvf ~/Downloads/<certprefix>-setup.tar.gz
$ sudo cp ~/Downloads/AmazonRootCA1.pem certs/root.ca.pem
Certificates and Root CA are now on the SD card. Place the SD card into the SAMA5D27-WLSOM1-EK board and
power it.

Log-in is root.

An alternative means to copy Certificates and Root CA from the Host to the target is to use the USB stick.

• Plug the USB stick on the board.
• On the target, type the following commands:

# mkdir media
# mount /dev/sda /media/
# cd /greengrass/certs
# cp /media/* .
# umount /dev/sda

• Unplug the USB stick.

As a result, all certificates including root.ca.pem should be on the target under greengrass/certs directory.

# indicates a command on the target.

4.4 Edit Greengrass Configuration
# edit /greengrass/config/config.json
“useSystemd” must be set to “no”.

 AN3170
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4.4.1 Edit Greengrass Configuration to Use Port 443 (optional)
The default configuration for Greengrass uses ports 8883 and 8443. In some environments, these ports may be
blocked by firewalls. Greengrass can be configured to use port 443 instead. This is the same port used by the “https”
protocol.

iotMqttPort=443 may be needed. MQTT communicates only via https-port=443 which is typically open in firewalls, as
needed for HTTPS. However, its default-port 8883 is typically closed and IT usually does not open it.

This step is performed on the target of the SAMA5D27-WLSOM1-EK board.

Edit the file /greengrass/config/config.json to have the iotMqttPort, iotHttpPort, and ggHttpPort parameters as shown
below:
# vim /greengrass/config/config.json
{
  "coreThing" : {
    "caPath" : "root.ca.pem",
    "certPath" : "2222222222.cert.pem",
    "keyPath" : "2222222222.private.key",
    "thingArn" : "arn:aws:iot:<region>:<account>:thing/sama5_group_Core",
    "iotHost" : "<endpoint>”,
    "iotMqttPort" : 443,
    "iotHttpPort" : 443,
    "ggHost" : "greengrass-ats.iot.<region>.amazonaws.com",
    "ggHttpPort" : 443,
    "keepAlive" : 600
  },
  "runtime" : {
    "cgroup" : {
      "useSystemd" : "no"
    }
  },
  "managedRespawn" : false,
  "crypto" : {
    "principals" : {
      "SecretsManager" : {
        "privateKeyPath" : "file:///greengrass/certs/2222222222.private.key"
      },
      "IoTCertificate" : {
        "privateKeyPath" : "file:///greengrass/certs/2222222222.private.key",
        "certificatePath" : "file:///greengrass/certs/2222222222.cert.pem"
      }
    },
    "caPath" : "file:///greengrass/certs/root.ca.pem"
  }
}
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4.5 SAM5D27-WLSOM1-EK Setup for the Buildroot Image

4.5.1 edit /etc/wpa_supplicant.conf file
ctrl_interface=/var/run/wpa_supplicant
ap_scan=1

network={
  scan_ssid=1
  key_mgmt=WPA-PSK
  ssid="YourSSID"
  psk="YourPassword"
}

4.5.2 edit /etc/network/interfaces
# interface file auto-generated by buildroot
auto lo
iface lo inet loopback

auto eth0
iface eth0 inet dhcp
  pre-up /etc/network/nfs_check
  wait-delay 15
  hostname $(hostname)

auto wlan0
iface wlan0 inet dhcp

4.5.3 Wi-Fi Setup
Refer to the tutorials: https://www.linux4sam.org/bin/view/Linux4SAM/WilcFaq.
# modprobe wilc_sdio
# ifconfig wlan0 up
# wpa_supplicant -Dn180211 -iwlan0 -c/etc/wpa_supplicant.conf 
# udhcpc -i wlan0
The device is set in Station mode.

Check the Wi-Fi connection:
#ping google.com 

4.6 Add ggc_user and ggc_group
Greengrass core software assumes that ggc_user and ggc_group are on the Linux system. Add them as follows:
# adduser -S ggc_user
# addgroup -S ggc_group
Ensure that the date and time on your target are correct:
# date mmddhhmmyyyy

4.7 Start the Greengrass Core
On the SD card, a file named greengrass is found in the /etc/init directory. This start-up script starts the Greengrass
software after performing housekeeping tasks. Start Greengrass with:
# /etc/init.d/greengrass start
The Greengrass system is now running.

Log file: runtime.log

Check/tail log file to see if there is any progress:
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(target)# tail -F /greengrass/ggc/var/log/system/runtime.log

4.8 Deploy the Group from AWS Console
Select AWS IoT Greengrass, and select Groups. Then press the group that you created.

You can use a Wi-Fi connection for the host and the target.

A mobile phone can be used as an access point to avoid potential problems with firewalls.

Go to the “Settings” section to disable the Stream manager feature.

To deploy the group, in the upper right of the screen, under the “Actions” menu, select “Deploy”.

This copies files from the AWS servers to the SAMA5D2 core system.

While deployment is ongoing, you should see traffic in the 'tail' logfile on the target. Once completed, the status in
AWS changes to “Successfully completed”, as shown above.
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5. Next Steps
You now have a running Greengrass system.

Modules 1 and 2 in the AWS tutorial do not apply to the SAMA5D27-WLSOM1-EK system. This application note has
walked you through those steps. You can now follow tutorials starting with module 3 at the link below:

https://docs.aws.amazon.com/greengrass/latest/developerguide/module3-I.html

• Start the Lambda function as defined in the Module 3 (part1): "Create and package a Lambda function with
Python3.7”

• In this step, you:
– Download the AWS IoT Greengrass Core SDK for Python to your computer (not the AWS IoT Greengrass

core device).
– Create a Lambda function deployment package that contains the function code and dependencies.

• Python 3.7 is not available on the Linux distribution which is required for the Lambda example,
therefore you need to apply the following commands on the target:
# which python
/usr/bin/python
#cd /usr/bin/python 
#ln -s python3.8 python3.7

– Use the Lambda console to create a Lambda function and upload the deployment package.
– Publish a version of the Lambda function and create an alias that points to the version.
– To complete this module, Python 3.7 must be installed on your core device (as defined above).

As a result, the “hello world” message appears on the AWS console.

This message is sent from the SAM5D27-WLSOM1-EK Greengrass core to the AWS console (to the cloud).
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6. Summary
Below is a summary of the steps to get started with AWS Greengrass, and to create a Lambda function:

1. Create a Greengrass group on the AWS console (need AWS account).
2. Download and extract the Greengrass core’s security resources with certs/ and config/ directories.
3. Download the root CA for AWS IoT and paste it in certs/root.ca.pem.
4. Edit config/config.json and put “useSystemd” to “no”.
5. Be careful regarding a firewall. A Mobile Access Point could be used for the host PC and the target.
6. Copy (overwrite) certs/ and config/ to target board in /greengrass directory of the target.
7. In the AWS console, disable Stream Manager for the group.
8. Start Greengrass by running "/etc/init.d/greengrass start".
9. Go to the AWS console and deploy the group. The deployment should have the status “Successfully

completed”.
10. Follow the guidelines and the different steps on this web site: https://docs.aws.amazon.com/greengrass/latest/

developerguide/module3-I.html
– Create and package a Lambda function.
– Be careful to respect the zip hierarchy file.
– Publish.
– Create an alias.
– Configure the Lambda function for AWS IoT Greengrass.
– Deploy cloud configurations to a core device.
– Verify the Lambda function is running on the core device.
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7. Greengrass System Requirements
The AWS Greengrass documentation describes several requirements of the Linux system. The Buildroot system
makes sure the following items are enabled.

The following items are required:

• Minimum 128 MB RAM allocated to the AWS IoT Greengrass core device.
• Linux kernel version 4.4 or greater:
• Glibc library version 2.14 or greater.
• The /var/run directory must be present on the device.
• Hardlink and symlink protection
• The following Linux kernel configurations must be enabled on the device:

– Namespace: CONFIG_IPC_NS, CONFIG_UTS_NS, CONFIG_USER_NS, CONFIG_PID_NS
– CGroups: CONFIG_CGROUP_DEVICE, CONFIG_CGROUPS, CONFIG_MEMCG
– Others: CONFIG_POSIX_MQUEUE, CONFIG_OVERLAY_FS,

CONFIG_HAVE_ARCH_SECCOMP_FILTER, CONFIG_SECCOMP_FILTER, CONFIG_KEYS,
CONFIG_SECCOMP

• dev/stdin, /dev/stdout, and /dev/stderr must be enabled
• The Linux kernel must support cgroups in order to run AWS IoT Greengrass with containers.
• The memory cgroup must be enabled and mounted to allow AWS IoT Greengrass to set the memory limit for

Lambda functions.
• The root certificate for Amazon S3 and AWS IoT must be present in the system trust store.

The following items are optional:

• The devices cgroup must be enabled and mounted if Lambda functions with Local Resource Access (LRA) are
used to open files on the AWS IoT Greengrass core device.

• Python version 3.7 is required if Python Lambda functions are used. If so, ensure that it is added to your PATH
environment variable.

• The following commands are required for Greengrass OTA Agent: wget, realpath, tar, readlink, basename,
dirname, pidof, df, grep, and umount.

 AN3170
Greengrass System Requirements

© 2020 Microchip Technology Inc.  Application Note DS00003170B-page 21



8. Secure Element
After successfully getting Greengrass running using downloaded credentials from AWS, you can now implement
Greengrass HSI using the ATECC608A Secure Element.

These steps are performed on the SAMA5D27-WLSOM1-EK board.

8.1 Configuring cryptoauthlib PKCS11 Library
By default, the following files are created:

• /etc/cryptoauthlib/cryptoauthlib.conf
# Cryptoauthlib Configuration File
filestore = /var/lib/cryptoauthlib

• /var/lib/cryptoauthlib/slot.conf.tmpl
# Reserved Configuration for a device
# The objects in this file will be created and marked as undeletable
# These are processed in order. Configuration parameters must be comma
# delimited and may not contain spaces

interface = i2c,0xB0
freeslots = 1,2,3

# Slot 0 is the primary private key
object = private,device,0

# Slot 10 is the certificate data for the device's public key
#object = certificate,device,10

# Slot 12 is the intermediate/signer certificate data
#object = certificate,signer,12

# Slot 15 is a public key
object = public,root,15

8.1.1 cryptoauthlib.conf
This file provides the basic configuation information for the library. The only variable is “filestore” which is where
cryptoauthlib will find device specific configuration and where it will store object files from pkcs11 operations.

8.1.2 slot.conf.tmpl
This is a template for device configuration files that cryptoauthlib uses to map devices and their resources into pkcs11
tokens and objects.

A device file must be named <pkcs11_slot_number>.conf

For a single device:

# cd /var/lib/cryptoauthlib

# cp slot.conf.tmpl 0.conf

Then edit 0.conf to match the device configuration being used. In this case, change the interface line from
interface = i2c,0xB0
to
interface = i2c,0xC0

8.1.3 interface
Allows values: 'hid', 'i2c'

If using i2c specify the address in hex for the device. This is in the device format (upper 7 bits define the address) so
will not appear the same as the i2cdetect address (lower 7 bits).
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8.1.4 freeslots
This is a list of slots that may be used by the library when a pkcs11 operation that creates new objects is used. When
the library is initialized, it scans for files of the form <pkcs11_slot_num>.<device_slot_num>.conf, which defines the
object using that device resource.

8.2 Using p11-kit-proxy
1. Create or edit the global configuration file: /etc/pkcs11/pkcs11.conf

# This setting controls whether to load user configuration from the
# ~/.config/pkcs11 directory. Possible values:
#    none: No user configuration
#    merge: Merge the user config over the system configuration (default)
#    only: Only user configuration, ignore system configuration
user-config: merge

2. Create a module configuration file: /usr/share/p11-kit/modules/cryptoauthlib.module
module: /usr/lib/libcryptoauth.so
critical: yes
trust-policy: yes
managed: yes
log-calls: no

For more details on the configuration files, see the configuration documentation.

8.3 Device Initialization Using P11tool
To initialize the device with a basic configuration (known as the standard TLS configuration) using p11tool:
# p11tool --initialize "pkcs11:serial=BF2EE438E462" --label greengrass 
Enter Security Officer's PIN:123
Initializing token... done

Token was successfully initialized; use --initialize-pin and --initialize-so-pin to 
set or reset PINs
The error in pkcs11_init can be ignored.

The device must be identified in some way to p11tool using the pkcs11 string. In this example, the serial number
previously obtained from the p11tool --list-all command is used. The label is a required field but is currently
treated as a dummy value, as the library provides the value and it will be a field in the configuration file in the future.

8.4 Verifying the Initialization
Once the initialization/configuration is complete, rerunning the p11tool --list-all command displays the required
objects:
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At this point, all the tests listed at the end of the pkcs11 readme can be conducted. However, these tests are
unnecessary as we move through the next steps for configuring Greengrass.

8.5 Probing the device
An uninitialized device with the defaults provided in the readme displays the following:
# p11tool –list-all pkcs11:token=0123EE
Object 0:
        URL: pkcs11:model=ATECC608A;manufacturer=Microchip%20Technology
%20Inc;serial=9F9CB19FF7BF;token=0123EE;object=device;type=private
        Type: Private key
        Label: device
        Flags: CKA_PRIVATE; CKA_SENSITIVE;
        ID:

8.5.1 Troubleshooting
If the device does not appear at all:
# p11tool –list-all pkcs11:token=0123EE
p11-kit: ateccx08: module failed to initialize: An error occurred on the device
pkcs11_init: PKCS #11 initialization error.
warning: no token URL was provided for this operation; the available tokens are:
Probe the bus and obtain the actual device address:
# i2cdetect -y 0
     0  1  2  3  4  5  6  7  8  9  a  b  c  d  e  f
00:          -- -- -- -- -- -- -- -- -- -- -- -- --
10: -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
20: -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
30: -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
40: -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
50: -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
60: 60 -- -- -- -- -- -- -- -- -- -- -- -- -- -- --
70: -- -- -- -- -- -- -- --
Remember the expected format for the device address is shifted left 1 bit from the value returned from i2cdetect.
Thus edit /var/lib/cryptoauthlib/0.conf with the probed value (0x60 becomes 0xC0 when shifted):
# Reserved Configuration for a device
# The objects in this file will be created and marked as undeletable
# These are processed in order. Configuration parameters must be comma
# delimited and may not contain spaces

interface = i2c,0xC0
freeslots = 1,2,3

# Slot 0 is the primary private key
object = private,device,0

# Slot 10 is the certificate data for the device's public key
#object = certificate,device,10
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# Slot 12 is the intermedate/signer certificate data
#object = certificate,signer,12

# Slot 15 is a public key
object = public,root,15
To initialize the device with a basic configuration (known as the standard TLS configuration) using p11tool:
# p11tool --initialize "pkcs11:serial=BF2EE438E462" --label greengrass
Enter Security Officer's PIN:
Initializing token...
done

Token was successfully initialized; use --initialize-pin and --initialize-so-pin to 
set or reset PINs

8.6 Setting Up the Greengrass Certificate
The public key from the ECC608 device:
# p11tool --export-pubkey --provider /usr/lib/libcryptoauth.so
"pkcs11:token=0123EE;object=device;type=private"

The Greengrass instance should already be set up. In order to use the hardware keys rather than the AWS provided
keys, generate a Certificate Signed Request (CSR) using openssl:
 #openssl req -engine pkcs11 -key "pkcs11:token=0123EE;object=device;type=private" -
keyform engine -new -out new_device.csr -subj "/CN=NEW CSR EXAMPLE

To verify the CSR was created correctly:
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8.6.1 Submit the CSR to AWS to Obtain the Connection Certificate
To obtain the connection certificate, use the AWS console:

1. Browse to Greengrass-> Manage -> Things -> Security.
2. Click the “View other options” button. This provides a menu of options.
3. To use the CSR generated, click the “Create with CSR” button and provide the new_device.csr file.
4. Click the “Upload CSR” button. This should give a “Certificate Created!” success screen.

– Copy the generated CSR file from the target to the host.
– Upload your CSR file from the host to the AWS console.

5. Upload and download the certificate provided and save it to /greengrass/certs/ on the SAMA5D2
platform.
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6. Before closing the screen, be sure to click the “Activate” the certificate to allow connections to AWS.
7. Click the “Attach a policy” button and attach the Greengrass core policy created during the Greengrass tutorial

8.6.2 Edit the config.json file to Use the pkcs11 Provider
This section duplicates the information provided in AWS documentation.

The final step is to modify the /greengrass/config/config.json file to inform Greengrass of the pkcs11
provider.

First, remove the caPath, certPath, and keyPath properties from the coreThing object.

{
 "coreThing" : {
 "caPath": "root-ca-pem",
 "certPath": "cloud-pem-crt",
 "keyPath": "cloud-pem-key",
 ...
 },
 ...
}
If using p11-kit:
{
  "crypto": {
          "caPath": "file:///greengrass/certs/root.ca.pem",
          "PKCS11": {
                  "OpenSSLEngine": "/usr/lib/engines-1.1/pkcs11.so",
                  "P11Provider": "/usr/lib/p11-kit-proxy.so",
                  "slotLabel": "0123301",
                  "slotUserPin": 
"00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDEEFF"
          },
          "principals": {
                  "IoTCertificate": {
                          "privateKeyPath": 
"pkcs11:token=012301;object=device;type=private",
                          "certificatePath": "file:///greengrass/certs/1cc2e5fa99-
certificate.pem.crt"
                  }
          }
  },
  "coreThing" : {
    "thingArn" : "arn:aws:iot:eu-central-1:96949751109:thing/sam5d2_group6_Corre"
    "iotHost" :  "a2lp13dce8v5g3-ats.iot.eu-central-1.amazonaws.com",
    "ggHost" : "greengrass-ats.iot.eu-central-1.amazonaws.com",
    "keepAlive" : 600
  },
  "runtime" : {
    "cgroup" : {
      "useSystemd" : "no"
    }
  },
  "managedRespawn" : false
}

8.7 Summary
By following the procedures detailed in this application note, you should now be able to implement Cloud Edge
Services using Microchip MPUs and AWS IoT Greengrass.

8.8 Additional Resources
Microchip MPUs – http://www.microchip.com/mpu
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Amazon Web Services – http://aws.amazon.com

AWS Management Console – https://console.aws.amazon.com

AWS IoT Greengrass Developer guide - https://docs.aws.amazon.com/greengrass/latest/developerguide
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9. Revision History

9.1 Rev. B - 10/2020
Screenshots added and modified throughout. Code snippets modified throughout.

Prerequisites: modified development board reference.

Setting Up the Hardware: modified.

Provision the Newly Created Group: changed to Default creation option.

Download Certificates and Core Software: updated.

Languages Used by Greengrass: modified Python version to 3.7.

Building the Target Image: updated.

Next Steps: new content added.

Summary: new section added.

Setting Up the Greengrass Certificate: updated.

9.2 Rev. A - 07/2019
First issue.
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

• Product Support – Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

• General Technical Support – Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Embedded Solutions Engineer (ESE)
• Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specifications contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is secure when used in the intended manner and under normal

conditions.
• There are dishonest and possibly illegal methods being used in attempts to breach the code protection features

of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

• Microchip is willing to work with any customer who is concerned about the integrity of its code.
• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code

protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon,
TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology Incorporated
in the U.S.A. and other countries.

AgileSwitch, APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed
Control, HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC
Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra,
TimeProvider, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, Augmented Switching,
BlueSky, BodyCom, CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, IdealBridge, In-
Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, Inter-Chip Connectivity, JitterBlocker, maxCrypto,
maxView, memBrain, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach,
Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/O, simpleMAP, SimpliPHY, SmartBuffer, SMART-I.S., storClad,
SQI, SuperSwitcher, SuperSwitcher II, Switchtec, SynchroPHY, Total Endurance, TSHARC, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2020, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
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AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE, Cordio, CoreLink, CoreSight, Cortex, DesignStart,
DynamIQ, Jazelle, Keil, Mali, Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore, Socrates, Thumb,
TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-PLUS, ULINKpro, µVision, Versatile are trademarks or registered
trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

Quality Management System
For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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