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T he 1939–40 New York World’s Fair was the first 
of its kind to feature the future, with exhibits 

from around the world that allowed visitors to 
look at “the world of tomorrow.” At that Fair, more 
than 44 million people attended one particularly 
influential exhibit and ride: Norman Bel Geddes’ 
Futurama, which prophesized an American 
utopia with streamlined vehicles, cutting-edge 
technologies, and a built environment that would 
ultimately reform society.  

Over the past 70 years, we’ve seen in hindsight that 
Bel Geddes’ masterpiece may not have gotten every 
detail correct. The advances haven’t come as quickly 
as Geddes thought, of course; by the 1960s, ads 
were still touting driverless cars of the future, and it’s 
only been recently that autonomous vehicles have 
begun testing in various areas.  

However, Bel Geddes Futurama display illustrated 
what we still aim to do: Harness the technologies 
and ideas we have today to present a “new and 
clearer view of today in preparation for tomorrow.” 
In this eBook, we put autonomous vehicles smack-
dab in the middle of connected infrastructure and 
emphasize the Internet of Moving Things—where 
IoT meets mobility—because this intersection poses 
some of the most demanding and interesting design 
challenges. 

Welcome  
from the Editor

Think of all of the solutions we design…. To store, 
analyze, and gain insights from big data; to govern 
technologies and develop standards; to provide 
speed, security, privacy, and ease-of-use; to accom-
modate a plethora of data formats, devices, and 
populations; to make urban living more efficient, 
cost-effective, and more environmentally friendly; 
and to keep up with a continuously-changing tech-
nological landscape. Well, these solutions will soon 
be on the move, zipping along in a streamlined, tai-
lored, and self-driving vehicle; connecting to other 
vehicles, infrastructure, and people; and changing 
the way people work and live.

Many visionaries since that fateful World’s Fair have 
demonstrated that streamlined, tailored, autonomous 
vehicles at the center of a built environment will ulti-
mately reform life and work as we’ve known it. With 
the ingenuity and courage of those who came before 
us—and who currently work with us—we’ve made 
significant headway. In what ways will technologies 
continue to evolve to reach this dream? That’s up  
to you.

Norman Bel Geddes will be proud. 

Deborah S. Ray
Editor, Mouser Electronics

© James Vaughan
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Engineering  
Tomorrowland™, 
Today

A s a kid, I was always fascinated with visions of 
what our future would be like. The Jestons™, 

Tomorrowland™, Star Trek™, and other examples 
gave me a brief glimpse of what it might be.

I chose to study engineering in college because 
I wanted to be a part of this amazing future 

and create incredible things. Engineers like 
myself are motivated by the unique vision, 
uninhibited optimism, and insatiable curiosity 
of ourselves and others. And that’s why we 
continually push to empower and inspire 
innovation. Building our future is going to 
need bright, creative minds—and that all 
begins now.

Although the general perception 
of engineers is that they’re dull, 
unimaginative people who only think in 
black and white, we know that simply isn’t 
true. Engineers share much more with 
artists, poets, musicians and other highly 

imaginative, creative people. We’re explorers 
in search of new paths that enable us to tear 

down established boundaries. We’re always 
on a quest for new knowledge. And that’s why 

I’m focused on new opportunities and ideas that 
empower the imaginations and vision of tomorrow’s 

inventors and innovators. 

If you’ve been following me throughout Mouser’s 
Empowering Innovation Together™ journey, you’ve 
seen a number of breakthrough ideas that clearly 
demonstrate the creativity of engineers. The robotic 
snake created by the students at Carnegie Mellon’s 
Robotics Institute, Allen Pan’s flying Captain America 
shield, and the Local Motors “Fly Mode” contest 
winner, where 3D printing and driverless car technology 
merge, are only a few of the many examples.

This is the spirit that defines Mouser’s Empowering 

By Grant Imahara
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Innovation Together series. Each topic we cover 
brings innovative technology and imaginative ideas 
together in the hopes of inspiring new thinking and 
new projects that think outside the box and solve 
real world problems. And perhaps get us one step 
closer to Tomorrowland.

I’m so excited to show you the next series of 
Empowering Innovation Together, which brings 
together Mouser and the creative minds at the 
WIRED Brand Lab, taking you on a journey to find 
the technologies that will enable the Modern City. 
I’ll be traveling the world far and wide in search of 
the next big leap that will shape the smarter cities of 
the future. And together we’ll answer the questions: 
“How can technology improve our lives, and what 
solutions will address the problems today’s ever-
growing cities face?”

Smart cities revolve around the idea of using new, con-
nective technologies to make urban living more effi-
cient, cost-effective, and more environmentally friendly. 
With this in mind, the 2017 series is called “Shaping 
Smarter Cities.” It’s an exciting five-part video series 
that visits different cities around the world, where I’ll 
interview and learn from inventors and entrepreneurs 
who are working toward creating a happier, more 
sustainable life. We’ll see how Wi-Fi mesh networks 
installed in moving vehicles are bringing together the 
city of Porto, Portugal. In Tokyo, Japan, we’ll explore 
the world’s largest indoor farm. And in Los Angeles, 
California, where dreams are made into reality, we’ll 
visit a company that’s using Augmented Reality (AR) to 
revolutionize the construction industry. We’ll visit their 
workshops and discover how these engineers and 
entrepreneurs are pushing the limits of technology to 
discover next-level solutions. 

Join us on an amazing journey into the future. 
Tomorrowland, as it turns out, is just around  
the corner. 

http://www.mouser.com
https://www.facebook.com/mouserelectronics
https://twitter.com/mouserelec
https://www.linkedin.com/company/26041?trk=NUS_CMPY_TWIT
https://plus.google.com/+MouserElec
https://www.instagram.com/explore/locations/456738176/mouser-electronics/
http://www.mouser.com/empowering-innovation/smarter-cities
http://www.mouser.com/empowering-innovation/smarter-cities
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By Sylvie Barak for Mouser Electronics

My Way on the Highway
Life Inside Autonomous Vehicles: 
Beyond the Mobile Workplace 

T he trend toward autonomous vehicles is 
transforming how cars are designed and 

marketed, with a shift in emphasis from car exteriors 
to interiors, and a shift from engine performance to 
personalized passenger experiences. 

The National Highway Traffic Administration 
defines autonomous driving levels using a scale 
of zero to five, with zero indicating no autonomy 
and five being fully autonomous. Level four or 
five autonomy is a mere two to five years away, 
according to experts interviewed in this article, as 
well as CEOs at the world’s largest automakers 
interviewed in a recent Venture Beat article. 
At stage four, vehicles are considered fully 
autonomous, “designed to perform all safety-
critical driving functions and monitor roadway 
conditions for an entire trip.” Level four, however, 
is “limited to the operational design domain (ODD) 
of the vehicle, meaning that it does not cover every 
driving scenario.” And a level-five vehicle? That 
refers to a “fully autonomous system that expects 
the vehicle’s performance to equal that of a human 
driver.” Humans would need to do nothing but sit 
back, relax, and do whatever it is they decide to 
do in their driving pods. The technological leap 

to levels four and five is, 
relatively speaking, not 
very far off, but they will 
profoundly change vehicle 
architectures from the inside 
out, turning them from being basic 
transportation to being fully fledged 
mobile living spaces. It will also change 
people’s relationships with their cars, ownership 
models, and passenger culture, and it will become 
a major disruptor to established industries like rail 
and domestic flight.

Passenger-Focused Vehicle Interiors
Without drivers in the picture, car designers will be 
free to focus on the passenger, without being tied 
to standard configurations like front facing seats 
and windows designed specifically for maximum 
visibility. What manufacturers will do with that 
freedom, however, is still up for debate.

“We might be looking at something initially 
that’s almost akin to business class seating 
on airplanes,” said Greg Lindsay, a journalist, 
urbanist, futurist, and a senior fellow of the 
New Cities Foundation. “Something with an 
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entertainment function 
that retracts into a full-

length bed. That could 
be the early prototype of 

a hybrid entertainment/work/
sleeping space. That may sound 

prosaic, but then again, a lot of the 
time we spend is already pretty prosaic,” 

explained Lindsay.

Those ideas are on the conservative side of the 
spectrum, however. Others are already discussing 
the possibilities of mani-pedi pods, mobile exercise 
environments, meditation spaces, family rooms, 
sports bars on wheels, and a variety of other social 
settings. Sizes and shapes of cars may also change 
to accommodate the interiors. Sleeper cars may 
need room to accommodate five beds instead of five 
seats, or whatever else a family decides it needs on 
a long road-trip.

There are also the futuristic visions of fish tank-
type conference rooms hurtling down the highway, 
though not everyone is enthused by the car 
becoming a mobile workplace. “That would be the 
worst. I mean, you take a blank canvas, and you just 

extend your workday by a couple of hours? That 
sounds like the worst!” said futurist Michael Vidikan. 
“Swiveling chairs, video interface desk, collaborative 
workstation. That kind of interior is easy to put 
together,” he said, noting that the potential for 
creativity is so much bigger.

Sleep and Meditation Pods
“The car will become a place where you can tend 
to your mind body and soul,” said Johnnie Rush, 
another futurist, former Disney™ Imagineering 
executive and self-proclaimed ‘Cool Hunter.’ 
“You don’t have to be aware of traffic or accident 
control. Things that people typically struggle to 
find time to do, like exercise or meditation, will be 
accommodated for in the autonomous car,” he said, 
adding that he envisions the car as a place people 
could exercise or meditate, a mini gym where they 
could use a reclined bike, or rowing machine, or 
even practice some reclining yoga.

The concept of health is becoming increasingly 
important throughout the Western World, with 
people spending ever more money on wellness 
products. The car is the next logical evolution 
to that trend, with designers looking carefully at 

http://www.mouser.com
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trends like mindfulness and meditation 
and how to apply those concepts 

to car interiors. With windows 
no longer being important for 
visibility and with audio feedback 
no longer essential for safety, 
car interiors could potentially 
provide a blackout, soundproof 
environment that acts as a sort 
of sensory deprivation chamber 
to help travelers de-stress on 
their commute. 

Not convinced of this potential 
use? Consider that stress-related 

health issues are responsible for up 
to 80 percent of doctor’s visits in the 

U.S. and account for the third-highest 
health care expenditures, behind only 

heart disease and cancer, so the benefits 
of being able to de-stress on-the-go have 

significant ramifications.  

New parents, who on average accumulate some-
thing of a six-month sleep deficit in the first year 
of a baby’s life, could also potentially benefit from 
the sleep and relaxation aspects of autonomous 
vehicles. Infants are typically soothed to sleep by 
the car’s motion, so sleep deprived parents would 
be able to take advantage of the car’s autono-
mous nature to catch up on some sleep them-
selves, or at least be in an environment conducive 
to rest and self-care.

Media Center on Wheels
Meditation and sleep aren’t the only types 
of relaxation we may want to do in our cars, 
however. Most futuristic visions of the autonomous 
vehicle include a plethora of screens in all shapes 
and sizes.

Today, with advances in material science in areas 
pertaining to things like graphene—which is both  
electro conductive and bendable—the entire interior 
of a car could be a screen of some sort, a type of 
futuristic time machine, where you could transport 
yourself into a virtual reality on wheels, surrounded 

by sound and light. Designers could add in elements 
of sensory perception like smell or vibration. “Your 
vehicle could become a 360-degree pod for media 
consumption where you can consume things in 
a way you couldn’t anywhere else,” noted Rush, 
who believes autonomous vehicles will become the 
ultimate media centers.

Graphene also has the ability to be transparent when 
it’s not electrified, so it could also potentially be used 
for window surfaces, which in turn could all become 
screens, or partial screens, opening up opportunities 
for augmented reality (AR) overlaid on the world 
zooming by outside. “Imagine driving through 
historical parts of the country, and having your car’s 
AR point out interesting landmarks along the way, 
like a virtual and interactive tour guide,” said Chris 
Rockwell, a user experience consultant on a quest 
to help inform and inspire design through a deep 
understanding of people, their experiences, and 
their aspirations. “The autonomous car will provide 
people with multimodal types of mobility experience, 
a combination of mobility and freedom,” he said.

Others, like Lindsay, are less convinced about the 
AR/VR interiors. “Coupling the nausea of VR with the 
nausea of a moving vehicle doesn’t seem like a fun 
idea, but who knows?” he said, noting that, in fact, 
nausea may be the real limiting factor when it comes 
to what people can and will do as passengers. “It’s 
going to be things like nausea, or the fact that the 
American road system is falling apart.” 

Multipurpose Modules
Customizing car interiors is all well and good, but 
people have different whims, fancies, and needs 
on any given day. So what’s a designer to do? “I 
don’t think cars would do as well being defined 
with permanent interiors as they would designed 
to be able to flexibly shift between them,” said 
Rush, who believes a more modular approach 
would serve the industry better. This doesn’t mean 
the car would become a transformer, changing 
shape and size at the push of a button, but it 
might mean that various modular components 
could be slotted in or easily removed, or that 
things like rowing machines or exercise bikes 
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could be easily collapsed and tucked away into 
built-in compartments.

“If you buy a portable gym module, you aren’t 
always going to want your car to be a portable 
gym. Sometimes you’ll want to pack all your kids 
into it. So, the expansion and retraction of these 
modules will be important,” Rush explained. Modular 
components will also be a boon to the car accessory 
business, or could even provide an important upsell 
business model to car manufacturers themselves.
“What I’m most excited about is the personalization 
aspect,” said Vidikan. “If we assume that whoever 
owns the car fleet, or the car itself, is connected 
to your digital world, then the car can anticipate a 
lot about us and our daily needs, prior to us even 
stepping into it. The iPhone™-ness of the car is 
already getting to be as important as the car-ness of 
the car, and we’re going to see that accelerate in the 
future, especially with the youngest consumers who 
might not even be of age yet. They will care a lot 
more about connectivity and personalization.”

Being able to do things in cars they might not have 
had time for prior to entering them, too, will be a 
game changer. People would be able to dress and 
get ready in their personalized pods. Women would 
be able to apply their makeup using any number of 
interior mirrored and possibly magnified screens. 
Fully stocked makeup and styling compartments 
could slide out when needed and retract as 
necessary. Families could eat together in their cars, 
around an actual dining room table, maybe spending 
some quality time catching up or maybe watching 
something on the myriad of screens that surround 
them. Vegging out as they eat their veggies, so to 
speak. “The type of modules that will be successful 
will be those that help people make the very best 
use of that time in the car,” said Rush. 

Evolution Transportation and Business
Of course, people have been passengers since the 
invention of transport, the idea of having time to 
pass on a commute is not a new one. One might 
argue that passengers on buses, planes, and trains 
should all be used to sitting back and doing what-
ever it is they’d like to do to pass the time; however, 

http://www.mouser.com/new/molex/molexmini50/
http://www.mouser.com/new/molex/molex-hsautolink-ii/
http://www.mouser.com/new/molex/molex-duraclik-connectors/
http://www.mouser.com/empowering-innovation/smarter-cities
http://www.mouser.com
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the experience of being in one’s own private auto-
mated space, versus being in a more public, collec-
tive space is really quite different. Collective spaces 
still require a person to behave with a certain amount 
of decorum and abide by rules and regulations set 
by the carrier, whereby an autonomous car is an 
extension of one’s home, or room. 

“It’s not about the technology, it’s about the 
psychology,” said Rockwell, adding that people will 
have more choices about what to do in their own 
space, even if they do end up doing many of the 
things they’d do on a long-haul flight, for instance. 
The difference would be the level of comfort and 
ability to take back some time in their day, shut down 
and not be overstimulated.

Others think passengers might relish the opportunity 
to connect with one another in shared carpool 
experiences. “Could the car become a place where 
you meet other people?” mused Vidikan, wondering 
whether the car might become a sort of “third space, 
much like sitting at a coffee shop, a bar or a park 
bench, where it’s not awkward to start talking to the 
person next to you. Maybe that’s even a preference 
when you order a ride in an autonomous vehicle: Do 
you want an experience that’s conversational or do 
you want peace and quiet?”

Ownership, Carpooling, and Leasing
Perhaps, in the age of autonomy, personal vehicles will 
have become passé. Maybe it will make more sense to 
car manufacturers to sell subscriptions to car services, 
where a person can lease any vehicle in a fleet to suit 
one’s needs on an ever-changing basis. Perhaps there 
will be different levels of subscription: Basic, premium, 
and luxury, which each come with their own module 
optionality and ability to customize and personalize 
the car’s interior. It’s feasible that fleets of vehicles 
ever-roaming the streets will be more convenient and 
more cost effective than outright ownership. 

“The socioeconomic aspect of full autonomy hasn’t 
been talked about enough,” claimed Vidikan, noting 
that those who may not be able to afford a car 
today might soon have access to one whenever 
they need to go somewhere. Research shows that 
only 30 percent of commuters outside New York 

The Potential  
for New Freedoms

W hile better business class travel, 
quality commutes, and family road 

trips will all certainly be improved by 
the advent of autonomy, it’s for those 
with limited mobility that the promise 
of self-driving cars really comes into its 
own. Older people, for example, would 
regain access to the world, never having 
to be confined to their homes or senior 
centers anymore. Since driving licenses 
will be defunct in the age of autonomy, 
the age of car ownership could decrease 
dramatically, and an entire market of older 
people could also potentially present new 
market opportunities to manufacturers.

Others stand to gain freedoms as 
well: The physically handicapped, for 
example, might no longer be restricted 
to traveling with caregivers. Young 
children might be ferried to after-school 
activities without parents having to act 
as a taxi. In these cases, the cars could 
also provide detailed tracking functions, 
allowing loved ones to know where their 
aged parents or young children were just 
dropped off.
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City have both their work and home locations within 
half a mile of a bus route, so the socioeconomic 
significance of affordable carpool options that can 
drive anywhere is dramatic.

After all, transportation is not like healthcare; the 
state has no responsibility to ensure people can get 
to their jobs; that falls to individual responsibility. 
Public transport often falls short of being able to 
bring people to (or close enough to) places they 
need to go. Likewise, people who need jobs and 
don’t have transportation (and can’t afford it because 
they don’t have a job) are limited geographically 
to seeking jobs they can get to. With autonomous 
vehicles and car sharing fleets able to go anywhere, 
this problem gets solved.

“Ninety percent of people in the U.S. have smart 
phones, so they could hail a car from anywhere, 
easily.” Not needing to own a car, and being able 
to do more things in it, might also affect where 
people choose to live. “It will be interesting to see 
what it will do to commute times,” said Lindsay, 
explaining that people currently tend to not want to 
live more than an hour away from their workplace, 
as commutes can be stressful and isolating. In the 
age of autonomy—and at a time when employers 
are reeling back work-from-home privileges—
autonomous vehicles could solve multiple problems 
on this front. 

Airline and Hotel Industries
Once we can travel cross-country comfortably in 
autonomous vehicles, in our personalized pods 
with beds, screens, dinner tables, connectivity, and 
whatever other creature comforts have been designed 
in, what becomes of the domestic airline industry, 
passenger rail, or even hotels for that matter?

The news cycle has not been kind to domestic 
airline carriers lately, and as conditions continue to 
deteriorate for economy passengers, people may 
decide that a 12-hour trip in comfort is preferable 
to enduring the many hassles of airline travel. 
Business travel, too, could be improved: With all the 
amenities of an office, and screens able to support 
increasingly life-like telepresence, perhaps a few 
days on the road, where one could make a number 

of stops and meet with customers cross country, 
might not be a terrible idea.

Hotels too may become defunct. Why pay the price 
of a hotel if your car has all the luxuries one might 
need? Well, maybe not all the comforts. Running 
water for showers might pose a challenge. Or would 
it? Enter the new “exclusive lounge” option for 
long distance travelers, tucked away in off-highway 
truck stops or easily accessible buildings.“You 
can imagine this network of cross-country stealth 
lounges set up in non-descript warehouses off to the 
side of the road, and you sign up to a subscription 
to use these lounges, much in the way you’d use a 
premium airline lounge” said Lindsay. 

Car manufacturers could even sell the subscriptions 
to such lounges with the cars themselves, with 
basic, premium, and luxury status levels that 
access to progressively more exclusive roadside 
relay stations. Emerge from your car to stretch 
your legs at the lounge, and (based on your level of 
subscription) enjoy access to pools, fancy showers 
or spa facilities, fabulous food, and a fully equipped 
gym for a few hours before getting back in your 
car refreshed and ready for another full day on the 
road. No need to lose a whole night in a hotel. “The 
autonomous car is the ultimate new sleeper car, and 
you can travel in far more comfort door to door than 
the airlines currently make things,” said Lindsay. 
“You don’t need a hotel anymore because you’ve 
just aggregated sleep to the list of functions you can 
do comfortably in your car.”

Conclusion
With autonomous driving becoming safer and  
more prevalent with every passing year, the age  
of the mobile living pod is fast approaching. Whether 
we choose to use our cars as extensions of the 
mobile workspace, or for more recreational uses, full 
autonomy is going to disrupt not just car mechanics, 
but also car interiors and overall design, as well as 
ownership models and rival industries  
in transportation. 

Once we understand how to overcome things like 
nausea, the autonomous car really will become 
our oyster. 

http://www.mouser.com
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In the not-so-distant future, our vehicles will become 
part of the Internet of Moving Things (IoMT). As 

more and more vehicles become connected—
to each other, to users, and to infrastructure—
engineers must consider solutions for collecting, 
analyzing, and applying the potential tidal wave of 
data and information that will be produced. Using 
two synergistic technologies—Big Data Analytics 
(BDA) and Artificial Intelligence (AI)—will help us 
unveil unrealized correlations and trends that can 
reduce costs, enable faster and better decisions, 
and bring new products and services to market. 
This article explores how BDA and AI help us 
harness data and turn it into usable information, and 
describes how these technologies would be used 
smart cities’ data centers. 

Wrangling and Making Sense of Data
Data, data, data, everywhere. How is one supposed 
to handle this unprecedented level of informa-
tion being collected? According to Intel CEO Brian 
Krzanich, speaking at the Automobility conference 
recently, the data generated by autonomous vehicles 
will be significantly more than the average person 
generates today. An average person generates and 
consumes about 650Mb of data per day through 
video, chat, and Internet use; in a connected car, 
that same person will generate and consume an esti-
mated 40Tb of data for every eight hours of driving. 

Due to the large amount of information and data 
that must be processed, two key technologies must 
work together to enable IoMT to be realized. The 
technologies BDA and AI located in the cloud make 
it so that IoMT can intelligent handle all the data 
received from any device (Figure 1). 

By Paul Golata, Mouser Electronics

Connected Vehicles  
Meet Smart Cities
Artificial Intelligence  
and Big Data Analytics  
Drive Intelligent Insights
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Big Data Analytics
Big Data refers to data sets that are so large or 
complex that they require new forms of processing 
to make decisions, discover insights, and optimize 
applications. BDA is an ecosystem of its own, where 
goals extend beyond simply collecting, sharing, 
storing, querying, and the like; instead, big data uses 
advanced data analytics that extract value from the 
data such as correlations and trends that can then 
be used predict outcomes, needs, and goals.
Challenges in big data are referred to as the 3Vs 
(Figure 2): 

• Volume: Think of data at rest. Volume refers 
to the size of data, but also refers to the need 
for observing and tracking it. 

• Velocity: Think of data in motion. This refers 
to the speed at which data is moved between 
the device and the cloud. The continued 
trend toward real-time communication 
complicated by the data on-the-move in 
IoMT will continuously push the bounds of 
velocity. 

Figure 1. Big Data and Artificial Intelligence are 
related and synergistic, but serve different roles 
in wrangling and making sense of data. (Source: 
Inovancetech)
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• Variety: Think of data formats. 
Data comes in many different 
formats—text, images, audio, 
video, logs, sensor data, and 
more—which are sometimes 
related but use distinctively 
unique communication 
protocols and methodologies.

A fourth challenge—veracity—was 
later added. This refers to aspects 
of data, such as inconsistency, 
incompleteness, and inaccuracy that 
impact the usefulness of that data 
in generating correlations, trends, 
predictions, and so forth. And other 
characteristics of big data have also 
been added since then. Nonetheless, 
the size and complexity of big data 
is a constantly moving target with 
characteristics and complications 
that are confounding, even aside from making 
autonomous vehicles mobile hubs within connected 
infrastructure. 

Artificial Intelligence
Artificial Intelligence is part of the BDA ecosystem 
and refers to devices that mimic human cognitive 
functions such as planning, perceiving, interpreting, 
learning, and solving problems. Human programming 
is responsible for the initial design, control 
limits, and parameters, but algorithms, statistical 
methods, optimization, and other techniques are 
what ultimately take data and give it meaning and 
potential value.

AI is related to IoMT in a couple of different 
ways. First, AI technologies are what’s driving 
advancements in autonomous vehicles—the brains 
behind vehicles capable of sensing and navigating 
without human intervention. Second, when used in 
conjunction with BDA, AI plays a significant role in 
making big data usable. In both cases, algorithms 
and other techniques sort through data and learn 
through feedback controls set-up by engineers, 
enabling the system to apply forms of self-recursive 
learning to further optimize results. Over time, 
human intervention and action can be added into 
the decision-making process to make necessary 
corrections and adjustments to improve the system’s 
feedback loops, with the ultimate goal being real-
time computer controlled decision making.

Applying BDA and AI to IoMT
Data centers employing BDA and AI provide 
centralized locations for collecting, storing, and 
processing data. In a smart city, sensors can 
be tracked and stored within the data center for 
real-time or later use. The receipt, organization, 
processing, and storage puts ongoing demands on 
the data center to be able to

• Initiate new relationships  
between data

• Sort through the contexts  
the data is received

• Determine what data needs  
to be processed 

• Generate information from  
the data received 

• Apply information appropriately

By way of BDA and AI, data centers can efficiently 
and quickly cull data, realize information, and 
turn information into actionable items. Additional 
connected vehicles can be onboarded separately 
from sensor applications that the smart city 
may develop, allowing multiple simultaneous 
avenues for increasing the volume of data 
upon the network. Wireless mesh networking 
communications systems will allow the data center 
to send out adaptively appropriate information 

Figure 2. The 3Vs of Big Data Analytics: Volume, 
Velocity, and Variety. (Source: Datafloq)
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back to individual users while maintaining overall 
interoperability and integration over the entire 
system.

BDA and AI can be further melded with other 
technologies to custom tailor new infrastructures 
and platforms that are limited only by the human 
collective imagination. Data can be transformed 
into new and useful visualization that allows further 
interaction and selections to happen. The result is 
that information can be interpreted and controlled 
through this centralized processing and decision 
making all within one integrated, consistent, and 
coherent framework.

Obstacles and Challenges
One of the most challenging obstacles at present 
is sifting through the data and distilling what is 
most important and important from that which is 
simply transient or not useful in translating data into 
information. Advances in BDA and AI are building 
on past successes and making it so that the 
feedback provided back into the process is faster 
and deeper. Increases in the 3Vs directly translate 
into the demands put upon the system to learn 
from what has happened before. This allows for 
correction of past behaviors, but it is very difficult 
for the data center to always come to accurate 
conclusions about what is happening in such a 
complex environment when relationships that have 
never been experienced present themselves. 

Deep learning, also called smart algorithms—which 
in many cases even emulate the neural networks 
inside the human brain—is an area of intense focus 
at present. If BDA and AI can learn to “think” at 
multiple hierarchical levels of abstraction then it 
is hoped that many complex situations might be 
worked through successfully. 

Conclusion
It is here, where the connected vehicle and smart 
cities are merging. Big Data Analytics and Artificial 
Intelligence are being used at the data center 
and creating intelligent insights from raw data. 
Eventually, the idea of searching for wireless 
service will quickly fade in your rearview mirror. 
Take the wheel, and the network will follow you and 
be everywhere you turn. In the near future, cities 
will be shaped around the open possibilities of the 
Internet of Moving Things. City boundaries will no 
longer be defined by its streets, but defined by how 
far connected vehicles can go. 
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By Stephen Evanczuk for Mouser Electronics

E merging trends highlight the role of the connected 
vehicle in transportation, but vehicles are poised to 

become an essential platform for personal mobility. In 
combination with personal electronics, the connected 
vehicle will redefine the mobile experience, bringing 
the separate capabilities of mobile device and vehicle 
together into a single, safe, personalized environment. 

In many ways, smartphones have replaced 
automobiles as cultural icons, particularly among 
millennials and post-millennials. Thanks to the diverse 
capabilities of these devices, smartphone adoption has 
rapidly accelerated, outpacing many other services and 
media according to Pew Media (Figure 1). 

Indeed, the smartphone’s impact on individuals’ 
depth of interaction with the world and society is 
profound. In the same way, users rely on personal 
devices such as smart watches and fitness monitors 
to gain a deeper understanding about their own 
bodies and their immediate environment. The 
connected vehicle promises to add to the depth and 
breadth of resources available to individuals through 
their personal devices—and enhance the role of 
smartphones and other mobile devices in users’ 
interactions with the vehicle itself. 

As part of their broad role in daily life, smartphones 
are already endemic to vehicular transportation. 

How Connected 
Vehicles Will 
Safely Leverage 
Smartphones
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Individuals now rely on smartphone apps for a wide 
range of services including route planning, navigation, 
ridesharing, traffic safety, parking information, 
transportation data management, fuel purchase, and 
fuel-consumption tracking. Indeed, connected vehicles 
will build on user familiarity not only with smartphones 
themselves but also with the simple, intuitive interfaces 
and interactive paradigms that have evolved with 
smartphone apps. In doing so, the connected vehicle 
will play multiple roles as a mobile-device platform in 
facilitating their use within vehicles, leveraging their 
accessibility, and even enhancing their capabilities. 

Leveraging Smartphones
In the most basic role in working with smartphones, 
connected vehicles stand to build on an existing 
relationship with these devices. In-vehicle systems 
such as Apple CarPlay and Android Auto already 
provide services that mirror mobile apps on the 
vehicle’s central display. For users, these systems 
provide easy access to favorite apps and online 
services. This relationship continues through 
manufacturer-provided remote-access apps that 
allow users to locate and remotely lock or unlock 
their vehicle. 

With their enhanced capabilities, connected vehicle 
platforms look to offer significant improvements to 
these services. For example, emerging digital key 
services such as Volvo’s would let vehicle owners 

use their smartphones to grant a temporary remote 
key to another party. In this type of situation, a driver 
could grant vehicle access to a retail store. In turn, 
the store could deliver packages to the driver’s 
parked vehicle, using the one-time digital key to 
unlock the vehicle, which would automatically relock 
itself afterwards. 

Among desired automotive features, digital key 
technology ranks highly, particularly among younger 
consumers, who will grow in buying power as 
advanced connected-vehicle technologies reach 
the market. According to the J.D. Power 2017 U.S. 
Tech Choice survey, post-millennials in particular 
are willing to pay for digital key features that use 
a smartphone or watch instead of a physical key 
or key fob. In fact, the study documents the desire 
among individuals in this “smartphone generation” to 
make their smartphone the center of their interaction 
with the vehicle for control of functions such as 
infotainment. 

Complementary Resources
Some of the most promising opportunities for 
extending mobiledevice functionality lie in the 
ability of connected vehicles to use their powerful 
resources to complement these devices for services 
such as navigation. Many users prefer smartphone 
navigation apps over in-vehicle navigation systems. 
In fact, according to the J.D. Power 2016 U.S. Tech 

Figure 1. Users have embraced smartphones, adopting them at a faster rate than other leading communica-
tions devices and media. (Source: Pew Research)
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Experience Index study, among new owners of 
vehicles with built-in navigation systems, nearly two-
thirds use their smartphone or a portable navigation 
device rather than the vehicle’s system. Yet, 
drivers often find gaps in travel directions from their 
smartphone navigation apps due to GPS dropout 
from natural obstructions or because their mobile 
devices lack the radio sensitivity to maintain a lock 
on weak GPS signals. 

Vehicles can take advantage of their size and ready 
power sources to provide a more sensitive signal-
reception platform or complement that platform with 
advanced inertial measurement unit (IMU) devices 
able to track location in the absence of GPS signals. 
Similarly, connected vehicle platforms can offer 
resources to buffer large data sets such as detailed 
route maps—both speeding performance and filling 
in data gaps found in GPS or cell coverage. Just 
as important, vehicle platforms can support the 
additional navigation-design complexity required to 
resist accidental or intentional interference including 
navigational signal spoofing. 

The small size of smartphones meets practical needs 
for portability but leaves them less effective for 
user interaction, particularly for vehicles in motion. 
Besides the difficulty in finding interface features 
on a small screen, smartphone users can easily be 
distracted while struggling to touch specific app 
landing spots in moving vehicles. 

Connected vehicle platforms will help minimize 
these difficulties not only with enhanced graphics for 
smartphone mirroring, but also with sophisticated 
gesture-based user interfaces based on specialized 
semiconductor devices. For example, the Analog 
Devices ADUX1020 IC integrates a complete optical 
sensor system for time-of-flight-based proximity 
and 2-D gesture detection. To support even more 
complex gesture-based interfaces, the Microchip 
Technology GestIC family uses a near-field RF 
approach to support 3-D gesture detection. Instead 
of requiring users to touch a physical button or 
screenpad location, interfaces based on these devices 
will let drivers or passengers simply make specific 
hand or finger movements to control infotainment or 
environmental systems, for example (Figure 2).

Besides providing better options for user interaction, 
connected vehicles can serve as a platform for a 
richer set of information. Just as wearables offer 
detailed information about the user’s health and 
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immediate environment, connected vehicle platforms 
can deliver deep information about the vehicle and 
the travel route. Using the connected vehicle’s built-in 
sensor and connectivity services, the connected 
platform can generate and update highly automated 
driving (HAD) maps based on a broader set of 
sources such as vehicle-to-infrastructure (V2I) and 
vehicle-to-vehicle (V2V) services unavailable to the 
smartphone. By combining data from HAD maps, V2I, 
V2V, and driver awareness safety systems, advanced 
platforms could keep drivers updated through their 
smartphones even while out of the vehicle. 

Hardware Foundation
In the interplay between vehicle and mobile 
devices, connected vehicle platforms will draw on a 
substantial set of capabilities built into a hardware 
foundation and tuned to the broader requirements 
of the automotive environment. Wireless services 
are fundamental to connected vehicles, and these 
platforms will take advantage of a wide range 
of connectivity options. Along with specialized 
protocols such as wireless access in vehicular 
environments (WAVE) for short-range V2I and V2V 
communications, the connected vehicle platform will 
supplement existing Bluetooth options with Wi-Fi 
connectivity—one of the most anticipated features 
for mobile device users. 

Users can already create in-vehicle Wi-Fi hotspots 
with their smartphones or dedicated devices 
attached to vehicle power sources or even to the 
vehicle’s standard ODB-II port. Without a larger 

vehicle-integrated antenna system, however, ad hoc 
Wi-Fi hotspots suffer the same limitations in dealing 
with weak carrier cellular signals as do smartphone-
based navigation applications in dealing with weak 
GPS signals. Leveraging advanced frequency-
agile devices such as the Analog Devices AD9363 
RF transceiver, on-board systems can provide 
reliable connections to carrier services through high-
performance antennas built into the vehicle structure. 

Within the vehicle, advanced devices combine 
Bluetooth transceivers with dual-band Wi-Fi 
supporting 2.4GHz or 5GHz radios. In anticipation of 
rapid acceptance of in-vehicle Wi-Fi, particularly for 
video streaming on mobile devices, manufacturers are 
already looking at performance enhancements such as 
multiple-input and multiple-output (MIMO) for robust 
connectivity and real simultaneous dual band (RSDB). 
RSDB supports simultaneous operation on both 
2.4GHz and 5GHz bands, enabling high-throughput 
connectivity across multiple types of personal devices 
and Wi-Fi devices built into the vehicle. 

Vehicle manufacturers also recognize that 
increased use of smartphones, tablets, and other 
mobile devices in vehicles means greater need for 
recharging those devices. Standard wireless power 
protocols such as Qi from the Wireless Power 
Consortium help simplify this aspect of smartphone 
usage. Rather than dealing with a tangle of different 
charging cables, drivers and passengers can simply 
place compatible devices on Qi-compatible charging 
surfaces built into the vehicle. Embedded into these 
surfaces, high-efficiency wireless charging coils 
such as Molex’s PowerLife coils support multiple 
frequencies, allowing developers greater flexibility 
in supporting coexistence within the active RF 
environments expected in advanced vehicles. Driving 
those coils, Qi-compliant wireless-charging ICs use 
feedback mechanisms defined in Qi protocols to 
safely manage device charging. 

Beyond these individual components and 
subsystems, reference architectures such as Intel’s 
GO platform provide the kind of unifying framework 
required to coordinate diverse hardware systems 
and software services. Targeting self-driving vehicle 
applications, the GO platform defines an architecture 
that combines accelerators based on ASICs for 
FPGAs with computing resources designed to scale 
from Intel Atom processors to high-performance Intel 
Xeon processors plus Arria 10 FPGAs (Figure 3). 

Figure 2. Advanced devices such as the Microchip 
Technology GestIC family support advanced 3-D 
gesture interfaces that can reduce distractions asso-
ciated with use of small smartphone touch screens. 
(Source: Microchip) 
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Within this platform, specialized devices provide 
power and performance features while supporting 
automotive functional safety requirements in line with 
Automotive Safety Integrity (ASIL) Level D. Although 
created for autonomous and semi-autonomous 
vehicle systems, this type of platform points the way 
toward next-generation systems that would form the 
foundation of broader services including integrated 
support for mobile devices. 

Roadblocks to Acceptance
Although hardware and software elements are ready 
to tighten the synergy between connected vehicles 
and mobile devices, deployment depends on issues 
beyond technology. The idea of merging smartphone 
and vehicle services—and doing it safely—requires 
a shift in functionality from smartphone to vehicle. 
Users may find it fundamentally difficult to relax 
their grip on smartphones—much less pay to do so. 
According to the J.D. Power 2017 U.S. Tech Choice 
study, consumers show a greater willingness to pay 
for safety features such as collision protection and 
driving assistance than for convenience features 
such as entertainment and connectivity. 

Nonetheless, better integration between smartphones 
and vehicles helps address a more serious problem—
that of distracted driving. Mobile devices combine all 

the key risk factors for distracted driving in causing 
drivers to take their eyes off the road, to take at least 
one hand off the wheel, and to divert their attention 
from the driving process. Because of the multiple risk 
factors associated specifically with handheld use, 
local or regional legislators have enacted laws that 
prohibit use of handheld devices by vehicle drivers. 
Connected vehicle platforms can provide options 
able to address these risk factors—enabling users to 
safely employ the core features of their smartphones 
while on the move. 

Conclusion
Through application mirroring and remote access 
functionality, the automotive industry has already 
hinted at the kind of synergy that is possible 
between smartphone and vehicle. More advanced 
connected vehicle platforms promise to extend 
this relationship with smartphones by providing 
services that complement the limited resources 
of smartphones while enabling their safe use 
within vehicles. For these platforms, advanced 
semiconductors and platform architectures provide 
the technological foundation able to support 
emerging requirements for connected vehicles. At 
the same time, emergence of smartphone-aware 
connected vehicle solutions depends as much on 
cost factors as safety concerns. 

Figure 3. Designed for autonomous vehicle designs, reference architectures such as the Intel GO platform 
provide a technological foundation able to scale from Atom-based systems (shown here) to very high-perfor-
mance multi-board systems based on Intel Xeon processors. (Source: Intel) 
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W hen viewed from on high, the market for 
“driverless vehicles” is the same as everything 

else under the huge IoT umbrella, as they rely 
on sensors, data, and wireless communication 
to accomplish the goals. It also shares another 
attribute common to IoT: A fierce battle to 
determine the technology (or technologies) that 
will connect vehicles to each other and to roadside 
sensors. The primary issue is whether a solution 
first proposed in the 1990s and made an IEEE 
standard in 2009 should be replaced or at least 
complemented by cellular networks and their 
underlying technologies. What’s at stake is a market 
that will generate hundreds of billions of dollars for 
electronics manufacturers, the auto industry, and 
wireless service providers.

The primary goals of achieving vehicle autonomy 
are to increase traffic safety and reduce congestion, 
leading to fewer cars on the road, greater 
transportation efficiency, and potentially reduced 
energy requirements (Figure 1). To achieve 
this, vehicles must be truly autonomous, which 
means they need comprehensive and precise 
situational awareness to make decisions in real 
time. This in turn requires wireless communications 
between vehicles and communication to and from 
infrastructure, such as sensors mounted on traffic 
signs, signals, and so forth.

By Barry Manz for Mouser Electronics

DSRC and Cellular 
Duke It Out  
for Autonomous  
Vehicle Connectivity

http://www.mouser.com
http://www.mouser.com/applications/internet-of-things/


24  |

The Long Road to DSRC Development
Although autonomous vehicles are one of today’s 
Big Things, it’s been on the mind of vehicle planners 
in the automotive industry for decades. In the 1990s, 
the Federal Communications Commission in the U.S. 
and its counterparts in Europe had the foresight to 
agree on a set of communication requirements that 
would allow vehicle autonomy to proceed. They set 
aside 75MHz of spectrum around 5.9GHz along 
with other requirements that collectively are called 
dedicated short-range communication (DSRC). 

This resulted in an enhancement to the IEEE Wi-Fi 
standard 802.11, called 802.11p finalized in 2009, 
and a higher-layer standard within it called IEEE 
1609, which is also the foundation of a European 
standard for vehicular communication known as 
ETSI ITS-G5. 

At the time it was envisioned, the approach was 
deemed capable of providing the framework for 
addressing all vehicle autonomy scenarios, called 
V2X, with these variations: 

Figure 1. 
True vehicle 
autonomy can 
only be achieved 
when vehicles 
have precise 
situational 
awareness 
provided by 
connecting 
vehicles to other 
vehicles and to 
transportation 
infrastructure 
such as traffic 
signs and 
signals. 
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• V2I (vehicle-to-infrastructure)
• V2V (vehicle-to-vehicle)
• V2P (vehicle-to-pedestrian)
• V2D (vehicle-to-device)
• V2G (vehicle-to-grid)

And of course, all of these have 
somewhat different requirements 
(Figure 2). But that was 20 years 
ago, an eternity for wireless 
communications, when cellular 
technology was in its second 
generation and the primary application 
was automatic toll collection. Mobile 
communication technology as we 
know it today did not exist. It’s not 
surprising that what once seemed a fait 
accompli is now the subject of fierce debate in the 
wireless, automotive, and electronics industries, as 
well as federal governments and academia.

The DSRC Perspective
In one corner, the automotive industry and some 
electronics manufacturers believe that DSRC is still 
valid today as it was when conceived. They point 
out the enormous amounts of money expended and 
significant technical progress over the last decade, 
as well as manufacturers’ hardware, software, and 
even complete systems for DSRC already available.

They believe DSRC is a solution that’s ready today, 
even though further work remains to address 
specific problems. U.S. automakers in particular 
note that they have been developing and testing 
DSRC for a decade and have no interest in simply 
scrapping it and “reinventing the wheel” by having 
to go through the entire process again using cellular 
technology.

The pro-DSRC camp notes that while the cellular 
industry makes the case that it is ready to implement 
V2X today, reality dictates that unlike DSRC it has 
not been subjected to much testing and its solutions 
have not been finalized. Once the Third-Generation 
Partnership Project (3GPP), which administers 
cellular standards, agrees on the capabilities 
required to support all V2X scenarios, a period of 
development will ensue followed by implementing 

Figure 2. The various elements of V2X. 

those capabilities in its existing networks. It would 
thus take many years for cellular V2X to be widely 
deployed. Cellular has also demonstrated its 
increasingly formidable capability for machine-to-
machine communications, including telematics 
systems used for years for remote diagnostics and 
automatic crash notification.

DSRC manufacturers agree with the cellular industry 
that scenarios not considered safety-related can 
be accommodated by LTE today with little or no 
modification, but argue that there is no consensus 
on how the technology will perform in highly 
congested traffic environments. They also counter 
the cellular industry’s view that DSRC has no funding 
mechanism, noting that wireless carriers don’t have 
one either, and that DSRC generally eliminates the 
issue of subscriber fees. Cellular V2X also requires 
evolved Multimedia Broadcast/Multicast Service 
(eMBMS), also called LTE Broadcast, which allows 
wireless carriers to simultaneously broadcast 
messages to all vehicles in range. It was originally 
designed to serve fixed environments such as 
stadiums rather than mobile environments, so it’s 
viability for V2X remains to be verified.

DSRC was also designed to have very low latency, 
which is a crucial metric for vehicle autonomy where 
success or failure to deliver data is measured in 
milliseconds. Cellular networks have low latency 
but not all the time, although this situation is 
improving as the industry moves toward 5G. DSRC 
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infrastructure is also less expensive to deploy in a 
cellular network, which to some degree mitigates it 
needing to “start from scratch.”

As basic vehicle autonomy functions are at least 
in theory supposed to be free, the cellular industry 
will have to figure out a way to monetize its other 
offerings as it would not be able to charge for the 
basic services. A new business model would have 
to be created to support the massive amounts of 
additional data from V2X that their networks would 
have to accommodate. Finally, there is the possibly 
contentious point of cellular network reliability during 
catastrophes such as hurricanes, which hasn’t 
proven universally robust. However, the same could 
probably be said for DSRC, but as it has not yet 
been deployed, no one really knows the answer.

The View from the Cellular Industry
In the other corner are the cellular industry as well as 
other electronics manufacturers that believe the best 
approach is to use current cellular technology and 
networks that, unlike DSRC, are already massively 
deployed, have a clear roadmap to greater future 
performance, and would be far less expensive to 
implement than DSRC which would require significant 
new infrastructure. They also stress that federal 
rulemaking for DSRC is still in process at the speed 
of government, that the underlying technology is 
incapable of scaling to accommodate increasing traffic 
demand, that it lacks the required quality of service, 
and that it has no coordinated channel access strategy.

Perhaps most damaging is that DSRC has no 
roadmap for future development making it a 
technological dead end. When it was developed, 
DSRC was suitable for V2V communications, but 
does not address all potential use cases that have 
appeared since. There is no “next-generation” DSRC 
in development or planned.

DSRC also requires the use of roadside units (RSUs) 
that must be deployed (Figure 3). RSUs are one 
of two main components in DSRC networks, the 
other being on board units (OBUs) that have integral 
transceivers. An RSU communicates with OBUs 
to acquire traffic information such as time, speed, 
vehicle location, and other metrics. Having passed 
through an area of congestion or an intersection, for 
example, the RSU calculates travel time and when 
the congestion began, sending this data to others 
OBUs within range.

Figure 3. Roadside units (RSUs) are a mandatory 
requirement for DSRC. (Source: WSP)

However, while RSUs add a major cost element 
to DSRC, any V2X technology must communicate 
with roadside sensors ranging from cameras to lidar 
and radar. The difference between the two is that 
much of the basic information provided by RSUs is 
gathered by cellular networks without the need for 
such units.

Supporters of the cellular approach say that DSRC 
has no clear business model nor funding source to 
support its development. If the federal government 
mandated the use of DSRC (which it may), there is 
little doubt that consumers would bear some of the 
financial burden, although it’s likely that government-
industry partnerships would also be in the mix. It 
would also require many years to fully deploy DSRC 
on a nationwide basis, so the logical course is thus 
to begin using cellular technology for V2X today 
rather than waiting for perhaps a decade for DSRC.

Then there is the issue of interference between 
existing and proposed Wi-Fi services and DSRC 
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that have yet to be solved, a problem the FCC is 
seeking to address through a public notice seeking 
comments on two band-sharing proposals. In the 
first, unlicensed operators would use “detect and 
avoid” technology where DSRC is not in use, and 
the second proposes to move the “safety-related” 
portion of DSRC to between 5.895 and 5.925GHz, 
leaving the lower portion of the designated spectrum 
to be shared between non-public safety related 
DSRC and Wi-Fi.

The cellular camp also observes that it can deal 
with the potential problem of service outages using 
device-to-device (D2D) technology that allows 
communication to take place between users without 
having to go through a base station. Although data 
rates drop precipitously when this is enabled, this 
shouldn’t be a concern, as almost all core safety-
centric V2X capabilities need only low speeds to 
function. 

Finally, although U.S. automakers are strongly 
behind the use of DSRC, this feeling is not 
universally shared elsewhere. For example, a 
consortium that includes major German automakers 
as well as major drivers of cellular, such as 
Vodafone, Ericsson, Intel, Huawei, Nokia, and 
Qualcomm, believe cellular technology is the 
best route. This could result in the use of cellular 
technology in Europe and DSRC in the U.S., Japan, 
and perhaps other countries. This would obviously 
be a burden on U.S. automakers that would need 
to build country-specific connectivity solutions into 
their vehicles.

Cellular V2X Particulars
The intention of the cellular V2X camp is not to 
replace DSRC but to potentially complement it and 
use the message sets and many of the its other 
features, such as the IEEE 1609.2 standard and 
its security mechanisms. This makes sense as 
the Society of Automotive Engineers (SAE) DSRC 
technical committee has created a data dictionary 
(SAE J27355) that defines V2X messages and much 
of the work conducted on DSRC is applicable to 
cellular solutions as well. The RSUs required by 
DSRC could potentially be used within cellular 
infrastructure to enhance cellular V2X performance 
with the cellular network acting as a backup.

The cellular V2X community’s goals are to provide 
service at vehicle speeds up to 100mph with 
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the area for other vehicles and track their positions, 
directions, and speeds, warning the driver of 
potential dangers. The system can handle 1,000 
messages per second from vehicles up to nearly 
1,000ft. away.

The other reason DSRC will have a home court 
advantage versus cellular is that the National 
Highway Traffic Safety Administration and 
Department of Transportation are in the process 
of establishing Federal Motor Vehicle Safety 
Standard (FMVSS) No. 150, which would mandate 
V2V communications in light vehicles. Their Notice 
of Proposed Rulemaking (NPRM) states that 
without a mandate to require and standardize V2V 
communications, manufacturers cannot move 
forward in an efficient way so a critical mass of 
equipped vehicles would take many years, if ever, 
to develop. The NPRM was published in the Federal 
Register on January 12 and comments were to be 
submitted by April 12. The rule may go into effect 
later this year.

However, even with the mandate in place, that’s 
not the end of the line for cellular V2X in the 
U.S., as the NPRM leaves some wiggle room for 
alternate approaches such as hybrid systems that 
use DSRC as the primary solution with cellular 
backup. It devoted several pages to why DSRC is 
a better choice, from cost, to security, coverage, 
and even hazards to humans caused by exposure 
to electromagnetic radiation from on-board cellular 
systems. The latter caution is dubious at best as 
many vehicles already have integrated cellular 
capability and the debate about radiation hazards 
has come to no conclusion. However, it clearly 
shows how committed the federal government is to 
DSRC.

Still, it’s difficult to believe that cellular will not 
ultimately make its way into V2X in the U.S., 
especially as LTE-V and related technologies 
continue to advance. In Europe and perhaps 
other regions, the cellular approach is more highly 
regarded and has much more support from the 
automotive industry, so it’s likely the situation might 
be the opposite of what is occurring in the U.S. In 
short, it would be foolish to draw any conclusions 
today about how connectivity in the autonomous 
vehicle market will develop in the coming years, 
when true autonomous vehicles are plying the 
streets. 

enough range to provide time for drivers to respond, 
maximum latency of 100ms between two vehicles, 
and 1000ms for messages sent via a network server. 
It is anticipated that these and other performance 
metrics such as speed, reliability, location accuracy, 
and message payloads will increase width advances 
in cellular technology. In 5G for example, round-trip 
latency between vehicles is expected to be 5ms or 
less with 99 percent packet delivery reliability over 
260 to 650ft.

The acronym for the technology for V2X is LTE-V 
(LTE Vehicular), which is an LTE variant being 
standardized by 3GPP so it is ready when 3GPP 
Release 14 is finalized. It builds on current LTE 
capabilities to meet automotive requirements for 
vehicle-to-vehicle and vehicle-to-infrastructure 
communication and addresses all use cases. LTE-V 
includes two modes:

• LTE-V-direct is a decentralized LTE 
architecture including direct communications, 
low latency, and reliability improvements for 
both V2V and V2I. LTE-V-direct and LTE-V-
cell coordinate with each other to provide an 
integrated V2X solution.

• LTE-V-cell optimizes radio resource 
management for better supporting V2I and 
offers features for handover enhancement, 
fast resource allocation, and coverage 
optimization. 

LTE-V is still in its study phase within 3GPP and 
might be finalized this year. Once that happens, it 
will take at least a year to produce a commercial 
chipset, so LTE-V is unlikely to be available for 
commercial application until 2018 or even later. 
When 5G becomes a reality, it will dramatically 
increase data rates, use advanced antenna 
techniques, and provide multi-hop capability to 
extend coverage.

Some Conclusions
DSRC will almost certainly be used in the U.S., as 
automakers have spent the last decade working 
to perfect it and incorporate it into their vehicles, 
and General Motors has already integrated it in 
the 2017 Cadillac CTS sedan. It won’t have full 
DSRC functionality because it will only be able to 
communicate with other CTS models, as RSUs 
have not been deployed. Nevertheless, it can scan 
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ASP Application Service Provider. Adds feature to basic safety-related V2X capabilities

BSM Basic Safety Message, sent 10 times per second to update conditions

CAM Cooperative Awareness Message

D2D Device-to-device capability used by cellular that allows communication between 
vehicles without first passing through a base station

DSRC Dedicated Short Range Communication, the initial and current standard for V2X

/IEEE 1609 A group of standards addressing V2X and the foundation for V2X in Europe  
where it is called ETSI ITS-G5

IEEE 802.11p An enhancement to the Wi-Fi standard that encompasses V23x requirements

LTE-V Long Term Evolution-Vehicular

eMBMS evolved Multimedia Broadcast/Multicast Service allows vehicles to communicate  
with each other without a base station. Also known as LTE Broadcast

ProSe Proximity services communications

RSU Roadside unit used by DSRC but not by cellular

U-NII-4 Unlicensed National Information Infrastructure in Band 4 (the DSRC band)

V2V Vehicle-to-vehicle communication where both parties of the communication  
are UEs equipped on different vehicles

V2I Vehicle-to-infrastructure communication

V2N Vehicle-to-network communication where one party is a UE equipped on a vehicle  
and the other party is an application server

V2P Vehicle-to-pedestrian communication where one user is a vehicle and the other  
is a device carried by an individual

V2X Encompasses everything above (“vehicle to everything”)

WAVE Wireless Access to Vehicular Environments. The core of DSRC that makes traffic 
information collection and transmission stable and maintains security

V2X TERMINOLOGY

http://www.mouser.com


30  |

V ehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) wireless communications—

collectively known as vehicle-to-everything (V2X)—
lies at the heart of the connected car movement. 
It’s one of the most important milestones in the 
history of the automotive industry that builds an 
accurate map of what is occurring around vehicles 
in real-time. The V2X technology allows vehicles to 
be aware of each other by sharing data with nearby 
vehicles and roadside facilities. That, in turn, warns 
drivers of potential hazards such as blind spots, 
roadway crashes, and traffic jams (Figure 1).

Moreover, the V2X premise goes beyond the 
connected car realm, blending into the smart city 
infrastructure for alleviating traffic congestion, 
increasing road capacity, and avoiding vehicle 
crashes. So it’s now becoming an intrinsic part 
of city planners’ quest to control the flow of 
traffic and enhance the efficiency of transport 
systems. And now that the National Highway 
Traffic Safety Administration (NHTSA) is mandating 
V2V communications in new cars and trucks, the 
connected car bandwagon seems unstoppable. 

However, the benefits of a car’s interaction with 
its surroundings and sharing of information with 
other vehicles come with the grave risk of the 
car being exposed to hackers and malicious 
payloads. And consumers will never adopt this 
new technology unless the security and privacy of 
data are guaranteed, especially when V2X wireless 
communication is far more vulnerable to security 
breaches than wired networks. This article explores 

V2V and V2I  
Communications:
A Crash Course  
in Security Design
By Majeed Ahmad for Mouser Electronics
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Figure 1. V2X allows cars 
to broadcast their posi-
tion, speed, and other 
data with nearby vehicles 
and roadside facilities. 
(Source: Intel)

V2X COMMUNICATIONS:
Privacy and Security 
Go Hand in Hand

Privacy is a fundamental issue in V2V 
and V2I communications because 
of the nature of the information 
being processed: Driver habits and 
locations, among other potential 
privacy concerns. Therefore, 
addressing privacy concerns, real 
or perceived, is closely tied to 
the consumer acceptance of V2X 
technologies. Here is a brief overview 
of how V2V and V2I systems are 
striving to ensure the privacy of 
drivers and vehicles:

• The IEEE 1609.2 security 
standard prevents vehicles 
and drivers from being 
identified by the messages 
they transmit.

• Privacy Impact Assessment 
(PIA) documents the flow of 
personal information within 
V2V and V2I systems; it 
evaluates the controls and 
alternative processes for 
data handling and mitigates 
potential privacy risks.

• The privacy mechanisms 
in V2X communications 
protect vehicle identities 
from being tracked and 
used for target advertising 
and automated speeding 
tickets; however, the PKI-
based privacy architecture 
may allow identification 
of vehicles and drivers for 
performing specific functions 
such as toll payments and 
e-government services.

• The non-repudiation feature 
ensures message liability 
so that a sender cannot 
falsely decline having sent a 
message.

http://www.mouser.com
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security conundrums, V2X security standards, and 
security architecture and design. 

The Security Conundrum
High-profile hacking events—such as when Chrysler 
Jeep Cherokees were being remotely compromised 
on a highway—are wreaking havoc on the automotive 
industry. There are a variety of cyber threats (Figure 
2) that can impact the vehicle data exchange and 
thus undo the most valuable V2X offering: Safety.

There are three major techniques to attack the 
communication channel or manipulate the data 
stored or processed in vehicles:

• Jamming, where a signal is continuously 
transmitted with enough power to prevent the 

receiver from acquiring the V2X information. 
• Spoofing, where a deceptive signal is 

transmitted on the same frequency as the 
legitimate V2X signal in order to gain access 
to the system. 

• Meaconing, where hackers retransmit the 
V2X signal while delaying it to confuse the 
system.

But before we delve into the ways to secure V2V and 
V2I communications, it’s worth knowing where we 
stand in terms of standards for these technologies.

The Latest on V2X Standards
When it comes to V2V and V2I standards, dedicated 
short-range communications (DSRC) is the only game 
in town. It’s ready now, while cellular alternatives are 

Figure 2. A bird’s eye view of the security threats that make connected vehicles vulnerable.  
(Source: Microchip)
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still under development without a clear roadmap on 
facilitating automotive-grade security. In DSRC, the 
Basic Safety Message (BSM) according to the U.S. 
standard, and the Cooperative Awareness Message 
(CAM) according to the European standard, are the 
primary data transport carriers between vehicles in V2V 
and between vehicles and infrastructure in V2I systems.

The DSRC standard, specifically created for road 
communications, is the combination of IEEE 802.11p, 
the 1609 Wireless Access in Vehicular Environments 
(WAVE), and ETSI’s TC-ITS protocol suites. And that 
makes it a global initiative. Here, the IEEE WAVE 1609.2 
standard describes the basic mechanism for securing 
message formats and processing for use by the WAVE-
enabled devices. The main focus of the IEEE 1609.2 
standard, and its European counterpart ETSI TS 103 
097, is integrity and authentication of messages.

On the other hand, while the cellular approach is 
preferred because it uses existing infrastructure, it 
embodies challenges of its own. In particular, latency 
and network congestion make cellular inherently 
inappropriate for safety-critical V2X applications. 
A specialized version—LTE Vehicular or LTE-V—is 
expected to be complete by the end of 2017 as part of 
3GPP’s Release 14. However, experience shows that 
the availability of commercial chipsets and large-scale 
infrastructure upgrades can take as long as six years.

See also “DSRC and Cellular Duke It Out for 
Autonomous Vehicle Connectivity” in this eBook. 

About Security Architecture
The security and privacy in V2V and V2I systems 
primarily rely on public key infrastructure (PKI) defined 
in the IEEE 1609.2 protocol. All stations—on-board 
units (OBU) in vehicles as well as roadside units 
(RSU)—have to be registered with the PKI while storing 
certificates in the security subsystem of OBUs. The 
security architecture (Figure 3) defines a way to assign 
and distribute certificates—enrollment certificates 
and pseudonym certificates—in order to ensure the 
authenticity and integrity of BSM data messages. The 
enrollment certificate, used as a passport for the OBU, 
requests a pseudonym certificate during the bootstrap 
process. A pseudonym certificate is an authorization 
permit that indicates a station’s permissions but not its 
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identity to safeguard privacy. The Certification Authority 
(CA) issues the pseudonyms.

In vehicular PKI, each vehicle will broadcast a BSM 
signed with a pseudonym certificate approximately 
ten times per second. The receiver device, whether an 
OBU on another vehicle or an RSU, will verify the signed 
BSM with a Certificate Revocation List (CRL) issued by 
CRL Signer. The DSRC standard uses the Elliptic Curve 
digital signature to sign and verify safety messages, 
which are trusted based on certificates created by the 
Security Credential Management System (SCMS).

Security by Design
To date, developers have had to choose between 
security and performance; however, V2X requires 
both, and that sets the foundation for a design-by-
security practice. There are two broad venues to 
implement security in V2V and V2I systems:

• Chipmakers incorporate security content in 
system-on-chip (SoC) solutions for OBU and 
RSU devices used in V2X communications. 
That includes the integration of hardware 
security module (HSM) and verification 

Figure 3. The key components of the V2V and V2I security architecture as defined in the IEEE 1609.2 stan-
dard. (Source: NHTSA) 
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Figure 4. The anatomy of a coprocessor that offloads security features from the main processor.  
(Source: Microchip)

acceleration in communication processors to 
prevent unauthorized access to connected 
vehicles. Hardware security modules, or HSMs, 
allow the creation of keys and certificates offline 
and then manages them in secure databases. 

• MCU vendors like Microchip offer low-cost 
security coprocessors (Figure 4) that assign 
certified and trusted identities to the V2X 
hardware. Microchip›s ATECC508A security 
coprocessor offers distributed key distribution 
without requiring HSM-related infrastructure 
and logistics.

Other security measures are taken as well. For example, 
there are secure coding practices and software-
based solutions like firewalls between V2V modules. 
Additionally, software vendors are now offering real-time 
operating system (RTOS) solutions that partition safety-
critical applications like collision warning from non-
safety-critical services such as real-time traffic updates.

Conclusion: V2X Present and Future
So when will V2V and V2I be implemented? When it 
comes to non-safety-related use cases, we already 
see a tangible progress, especially in the V2I realm. For 
instance, Audi is offering the “Traffic Light Information” 
service in a number of U.S. cities for its select 2017 
models via the onboard 4G LTE data connection. 
Similarly, Cadillac’s 2017 CTS sedan claims to offer 
V2V communication features while handling up to 1,000 
messages per second. The DSRC-based service can 
scan other vehicles up to 1,000 feet away, track their 
positions, directions and speeds, and eventually alert 
drivers about potential hazards from other vehicles.

The full deployment of V2V and V2I communications 
is still a few years away, and the examples of Audi 
and Cadillac V2X services show that it’s most 
likely going to be a gradual process. The Car 2 Car 
Communication Consortium, which includes major 
automakers, has pledged to equip every new car with 
V2X technology from 2020 onward. 

http://www.mouser.com
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By Bruce Byfield for Mouser Electronics

The Revolution Will Be Open

D evelopment news about the connected car 
emerges almost daily. Often, the news is vague 

because companies are protecting their intellectual 
property. However, based on how open source 
is already being incorporated into connected car 
development, the particular benefits that open 
source offers, and existing open source projects 
related to connected cars, we can predict that open 
source hardware, software, and tools will continue to 
be a part of the connected car revolution. 

Open source is a term used to describe software 
or hardware whose specifications and source 
code are freely available for study, revision, 
and distribution. Open source products can be 
permissive, allowing others to incorporate it into 
proprietary products, or copyleft, meaning that 
derivative works must be released under the same 
terms. Open source is the philosophy behind the 
Linux operating system and the Apache Web 
Server, and it’s a major reason for the rapid rise 
of cloud services and the Internet of Things 
(IoT). Now, it promises to bring the widespread 
release of the connected car in the next three to 
10 years—a timeline that would be inconceivable 
using traditional development practices.

Open Source: Already Key  
to Connected Cities
The influence of open source is perhaps partly 
hidden by the ability to relicense and the desire to 
trade secrets. For instance, according to CEO João 
Barros, Veniam “tried a few open source networking 
protocols” but eventually developed a proprietary stack 
“at least until we were able to protect our intellectual 
property,” a qualifier that might indicate that Veniam 
might consider someday opening its code. Meanwhile, 
Veniam cofounder Robin Chase—who describes 
herself as “a big supporter of FOSS” (Free and Open 
Source Software) and has spoken at LinuxCon—
mentioned in an interview that Veniam uses OpenWrt, 
a version of Linux for embedded systems, as well as 
open source tools such as Node.js, MySQL, MongoDB, 
and Redis in its development.

Similarly, just as Google relicenses the Linux 
operating system as the proprietary Android, its 
spinoff company, Waymo, makes no mention of 
open source in its publicity. However, since its job 
postings for software engineers frequently require 
knowledge of standard open source programming 
languages such as C, C++, and Python, the basis of 
its technology appears to be open source. Moreover, 

http://www.mouser.com/applications/open-source-hardware/
http://www.mouser.com/applications/internet-of-things/


Learn more about Mouser’s commitment  
to innovation by visiting our  

Shaping Smarter Cities homepage.

Advancing the Internet of Moving  
Things with these and other products

Learn more about Mouser’s commitment  
to innovation by visiting our  

Shaping Smarter Cities homepage.

The E6000p series accelerates your data with a PCIe, 
Gen3 x4, NVMe interface; secures your data with AES 
256-bit self-encryption; and protects your data against 
ghost data with Intel Remote Secure Erase.

Solid State Drive E 6000p Series

LEARN MORE

Based on the industry’s first dual-port single-chip 
10GbE MAC+PHY, Intel’s network adaptors simplify 
the migration to 10GbE by providing unified network-
ing and virtualization, and flexible port partitioning.

Ethernet Converged Network Adapters X540

LEARN MORE

Advancing smart cities with  
these and other products

Learn more about Mouser’s commitment  
to innovation by visiting our  

Shaping Smarter Cities homepage.

This new generation of processors enables powerful, 
agile data centers by supporting a Software-Defined 
Infrastructure to address the need of greater flexibility 
with higher levels of automation and orchestration.

Xeon® E5-262x v3 Processors

LEARN MORE

Cyclone 10 GX devices deliver high bandwidth solu-
tions via 10.3Gbps transceiver-based functions, while 
Cyclone 10 LP devices offer low-power cost-optimized 
functions suitable for general purpose board control.

Cyclone® 10 FPGAs

LEARN MORE

industry analyst Mark Fitzgerald suggests that 
Continental AG, Waymo’s European partner, “likely” 
uses Linux-based technology, which would make 
collaboration difficult unless Waymo does as well.

In fact, the presence of newcomers like Waymo 
at the innovative end of the automotive industry is 
in itself an indicator of how much open source is 
part of the field. Without the headstart provided by 
open source software, especially in the Internet of 
Things, such newcomers would be niche players at 
best. Nor could traditional automotive corporations 
take advantage of open source projects in which 
competitors pool some of their resources and 
research.

The Open Source Advantage
The connected car is still being defined. However, 
the 2017 Automotive Linux Summit conference 
sessions seemed to identify a general consensus, 
with topics focusing on various aspects of 
connected vehicles. Barros, as a keynote speaker 
at the Mobile World Live 2017 conference, provided 
a more concise description that connected vehicles 
will include GPS, radar, security, data-gathering, 
entertainment services, and cloud-based information 
services. 

Significantly, almost all these requirements are 
already provided by smartphones and IoT devices 
running Android or Linux and using open standard 
protocols. That suggests that many of the challenges 
in realizing the connected car are less a matter of 
invention and more a matter of infrastructure and 
coordination—in particular, of providing bandwidth 
and storage for the massive amounts of data. 
Instead of reinventing already-existing technology, 
by using open source, builders of connected cars 
can often choose from multiple solutions that they 
can customize to suit.

For example, many developers are exploring the use 
of OpenStack, one of the dominant platforms for 
delivering cloud services in general. With dozens of 
modules, OpenStack is notoriously chaotic and can 
be time-consuming to configure, but, as Matt Watts 
of NetApp notes, it can reduce both development 
and data center costs. In addition, in discussing 
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BMW’s adoption of OpenStack, Dr. Stefan Lenz 
notes that using proprietary vendors raises the 
fear “that I am too tied to the roadmap of these 
companies.” By contrast, OpenStack offers flexibility 
in a rapidly developing market.

Another example of borrowing from open source is 
provided by Ericsson Research, which is best known 
as the original developer of the Bluetooth protocol. 
Ericsson has chosen to build its own platform, using 
the open source Restlet Framework to develop its 
own web-based API in which devices communicate 
using secure text messages. Kristoffer Gronowsky, 
a principal at Ericsson Research, describes this 
solution as lightweight and easy to work with, and as 
likely to accelerate development.

Manufacturers can even choose open source 
solutions developed specifically for the connected 
car. On example of such solutions is offered by 
Ford Bug Labs’ OpenXC project, a platform that 
makes plugins visible to Android devices. The 
project has already demonstrated a solar-powered 
heads-up display designed to for easy installation 
and integration into a car’s system. You could 
say that open source is a pre-existing collection 
of general solutions waiting to be modified as 
needed.

Open Source Industry  
Projects and Alliances
For those new to open source, the best way to 
explore its potential is through one of several 
existing projects. These projects bring together 
automotive and technical corporations, as well as 
industry giants and newcomers in cooperation for 
mutual benefit.

One such project is IoTivity, a Linux Foundation 
project that develops interoperability specifications 
for such protocols as Bluetooth, Wi-Fi Direct, and 
the Constrained Application Protocol (CoAP). It 
also offers a certification program for IoT devices, 
and is developing a reference implementation of 
the Open Connectivity Foundation’s specifications 
adapted for open source. Membership in IoTivity 
provides patent cross-licensing protection among 
members.

More specific to the connected car is the GENIVI 
Alliance. Broadly dedicated to promoting open 
source and standards, the GENIVI Alliance 
is specifically focused on providing software 
and hardware for the connected car, including 
in-vehicle entertainment. It is developing the 
GENVI Development Platform (GDP) and runs 
a compliance program for members based on 
existing open source software for both ARM and 
x86 hardware architectures. Founding members 
of the Alliance include BMW Group, GM, Intel, 
Magneti-Marelli.

Of all these organizations, the one closest to a 
traditional open source project is Automotive Grade 
Linux (AGL). Like most versions of Linux, AGL is 
available as a free download, and uses many of 
the standard pieces of open source software. AGL 
began with an emphasis on infotainment, on the 
grounds that, when people are no longer driving, 
they will demand more than a radio or a CD player 
to keep themselves amused. However, its web site 
boasts that today “AGL is the only organization 
planning to address all software in the vehicle: 
Infotainment, instrument cluster, heads-up-display 
(HUD), telematics/ connected car, advanced driver 
assistance systems (ADAS), functional safety, and 
autonomous driving.”

AGL’s goal is the joint development of 70 to 80 
percent of the framework of the connected car, 
leaving the rest to be customized by members, 
just as Android is developed primarily by Google 
while vendors like Samsung and LG produce their 
own phones. Included in the framework is an 
infotainment module that will be compatible with 
Ford’s similar SmartDeviceLink. The first cars to 
include at least part of the AGL framework are 
scheduled for release near the end of 2017 or in 
2018. Toyota, for instance, will be incorporating AGL 
into the 2018 Camry.

AGL’s members include Daimler, Land Rover, 
Mazda, Nissan, Suzuki, and Toyota. The project is 
aimed at building a platform to be used throughout 
the industry, as well; its website states, “an 
ecosystem of developers, suppliers, expertise all 
using a single platform.”

http://www.mouser.com/applications/automotive-infotainment/


Learn more about Mouser’s commitment  
to innovation by visiting our  

Shaping Smarter Cities homepage.

This highly-integrated solution expedites system 
design and improves time-to-market by incorporat-
ing a DC/DC controller, MOSFETs, bootstrap diode and 
capacitor, and inductor into a single package.  

MIC45116 DC/DC  
Power Modules

LEARN MORE

This device meets LIN Bus Specification Revision 2.2, 
SAE J2602, and ISO 17987, and designed to operate 
in the automotive environment and will survive all 
specified transient conditions. 

MCP2003B  
LIN Transceiver

LEARN MORE

Empowering smart cities  
with these and other products

Learn more about Mouser’s commitment  
to innovation by visiting our  

Shaping Smarter Cities homepage.

Meeting all automotive requirements for CAN  
high-speed transceivers, the MCP25625 is a complete, 
cost-effective and small-footprint solution that  
interfaces directly with MCU operating at 2.7V to 5.5V. 

MCP25625 CAN 
Controller with 
Integrated Transceiver

LEARN MORE

Finally, those interested in the connected car would 
do well to visit the Automotive Linux Summit, a 
three-day, multi-track conference featuring active 
developers in the field. Since it is organized by the 
Linux Foundation, many speakers are involved 
in IoTivity and Automotive Grade Linux, but 
manufacturer’s representatives are also present in 
force. The Linux Foundation’s coordination of such 
events is yet another indicator of the degree to which 
open source is influencing the development of the 
connected car.

Building on the Past
Not all attempts to develop the connected car are 
open source. Some manufacturers, like Volvo, 
are partnering with Microsoft and appear to have 
little involvement with open source. Many others, 
including Ford, Nissan, and Toyota, are hedging 
their bets and considering both proprietary 
and open source solutions. In the end, some 
successful efforts could well be hybrids, taking 
advantage of permissive open source licenses to 
mix open source and proprietary hardware and 
software.

Still, open source is already a dominant force in 
the emerging industry. For one thing, the existing 
technologies that connected cars are being built 
on are already saturated with open source. Even 
more importantly, the potential advantages of open 
source are too great to ignore, especially in an 
industry that is in such a hurry to be born. Although 
much depends on recruiting expertise and on 
how resources are used, open source promises 
reduced research costs, a quicker time to market, 
a more rapid response to changing markets, 
greater flexibility, interoperability and innovation, 
and multiple potential solutions—all of which are 
too promising for most industry players to ignore 
altogether. 

Open source has already fueled the rise of cloud 
services, OpenStack, and the Internet of Things. 
All represent markets that are enjoying double-digit 
growth and are rapidly surpassing the traditional 
computing markets where open source began. Now, 
with the connected car, open source seems poised 
to give a boost to yet another new market. 
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