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One Socket Simplicity 

With over 10 million modules deployed, 

Digi XBee® is the world’s choice for 

embedded wireless connectivity. With 

Digi XBee3™, Digi has introduced a new 

line of Zigbee, 80.15.4, Wi-Fi, cellular, or 

new and emerging LPWA standards such 

as LTE-M and NB-IoT, whatever wireless 

protocol you’re looking for, Digi has you 

covered. What makes Digi XBee3 such 

a great fit for wirelessly connecting a 

wide range of applications? Digi XBee3 

provides secure, reliable connectivity in a 

simple, consistent, and compact footprint. 

Digi XBee3’s common footprint enables 

the industry’s fastest path to embedded 

wireless connectivity through end-device, 

pre-certified simplicity. Furthermore, the 

Digi XBee® Ecosystem™ offers a full range 

of hardware, software, and resources to 

quickly bring connectivity to devices. Digi 

XBee3 offers the largest selection of global 

protocols and frequencies, with one-

socket-simplicity, to connect IoT networks 

around the world. Simple software tools 

enable the convenience to connect to 

locally or remotely configured devices. 

The Digi XBee3 form factor can future-

proof designs with ongoing connectivity to 

new technologies as they emerge, giving 

product designers flexibility to swap out 

radios for different regions of the globe. 

Digi XBee allows customers to accelerate 

time to market and minimize costs with 

the right combination of easy-to-use 

hardware, software, and a library of helpful 

resources. Digi XBee3 modules also share 

a common application programming 

interface (API) and AT command set 

allowing customers to substitute one 

module for another, or event switch 

protocols with minimal development time 

and risk. And if that isn’t enough, you can 

embed your own custom logic using the 

popular MicroPython environment.

Digi XCTU 
Software to Easily Configure and 
Manage Simple and Sophisticated 
Solutions

Sidestep the frustrations, roadblocks, and 

pitfalls of RF projects thanks to Digi XCTU, 

the free, multiplatform, intuitive application 

that lets you easily set up, configure, test, 

and deploy Digi XBee3 modules. Digi 

XCTU includes all of the software tools 

you need to get up and running with 

Digi XBee3—fast. The unique graphical 

network view visually presents your 

Digi XBee network along with the signal 

strength of each connection. And the 

intuitive API frame builder helps you build 

and interpret API frames for Digi XBees 

being used in API mode. Digi XCTU is the 

developer’s toolkit that makes Digi XBee3 

development easier than ever. 

Digi XBee® Ecosystem™ 
Tap Into Worldwide Experience and 
Expert Resources 

The Digi XBee® Ecosystem™ offers a 
complete selection of hardware and 
software tools with unmatched resources 
and support. From a full library of technical 
documentation and articles to the largest 
collection of Digi XBee projects on the 
Web, you can draw inspiration from a 
broad range of useful examples, guides, 
videos, and tutorials for your next idea. 
Whether you’re just learning about 
wireless communication and Digi XBee3 
or you’re an experienced developer, 
you can consult the Digi Knowledge 
Base for M2M and IoT information and 
tips—and the Digi Forum where you can 
ask questions and receive answers from 
other members in the community. From 
prototyping to end-to-end connectivity 
solutions, count on Digi XBee Ecosystem 
examples, guides, tips, libraries, and 
software tools for guidance. Digi is proud 
to partner with Mouser to bring all of the 
advantages of the Digi XBee Ecosystem, 
including the hardware, software, and 
resources, to quickly bring secure 
connectivity to your ideas. See why  
Digi XBee3 is world’s choice for  
wireless connectivity.

By Scott Nelson, 
Chief Product Officer,
Digi International 

FOREWORD
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ALWAYS CONNECTED 
Digi International, Inc. (Digi) was formed in 1985—long before anyone coined the 
term the Internet of Things. We’ve always focused on connecting things, starting 
with intelligent multiport serial boards for PCs. As wireless data technologies 
evolved, we invented right along with it, expanding our product lines with 
RF modules, gateways, and cellular routers to build critical communications 
infrastructures, plus embedded wireless system on module (SoM) and single-board 
computer (SBC) offerings for makers of next generation connected products.

PUTTING MACHINES TO WORK 
Today, Digi goes to work where the machines work. Vast oil fields. Intensive care 
units. Crowded freeways. Factory floors. Often, in very demanding environments. 
We connect the millions of sensors, valves, and components that make these 
critical infrastructures function. Digi provides the essential layer of machine-to-
machine (M2M) communications — the remote monitoring and management that 
critical applications depend on.

BUILT FOR THE REAL WORLD 
There’s a lot of buzz these days about M2M and the Internet of Things. At Digi, it’s 
all about the Internet of Getting Things Done. Our customers have mission-critical 
goals to achieve. Budgets to meet. Deadlines to hit. This is machine connectivity 
with an ROI. Digi puts proven technology to work for our customers so they 
can light up networks and launch new products. Machine connectivity that’s 
relentlessly reliable, secure, scalable, managed—and always comes through when 
you need it most. That’s Digi.

Who is Digi International?
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The Digi XBee® Ecosystem™ offers one of the industry’s 

broadest selection of pre-certified wireless networking 

options, allowing you to easily start, extend, and scale your 

solution. Many of the largest energy companies, utilities, 

industrial and transit agencies rely on Digi’s embedded 

RF solutions, gateways and accessories. Digi XBee 

RF hardware, software and expert resources, ensures 

maximum reliability, security and scalability for your M2M 

mission-critical wireless needs. With design flexibility, 

including compact and compatible through-hole and 

surface mount (SMT) form factors, the Digi XBee and Digi 

RF solutions provide a solid foundation for adding wireless 

M2M and IoT connectivity.

The Digi XBee® 
Standard 

Why Choose Digi XBee3™ 
Zigbee RF Module?
Future Proof Footprint

Mesh Networking

ZigBee is an open, global wireless standard designed for 
resilience and reliability communicating through noisy RF 
environments common in industrial applications.

DigiMesh is similar to ZigBee mesh networking, but unlike ZigBee, 
DigiMesh only has one node-type that can route data and are 
interchangeable.

Thread is an open, global, IPv6-based, low-power mesh 
networking protocol that is simple to setup and deploy.

Point to Multi-point

802.15.4 is a standard which specifies the physical layer and 
media access control and is ideal for applications requiring low 
latency and predictable communication timing.

802.11, or more commonly known as Wi-Fi, has a variety of sub-
protocols represented by the suffix a/b/g/n/ac, each with varying 
degrees of bandwidth.

LTE Cellular Networking

LTE Cat 1 technology makes LTE viable now for M2M and IoT 
applications.

LTE Cat M1 is an IoT-centric flavor of LTE designed for sensor 
applications and devices requiring lower throughput.

LTE Cat NB1, also called Narrowband-IOT, also supports lower 
bandwidth applications and addresses challenges of poor signal 
strength and range limitations.

.96” .87”

1.297” 1.33”
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The cellular industry is banking on its entrenched status, 
declining energy usage, and the advent of 5G to provide long-
range Internet of Things (IoT) home automation solutions. The 
competition, low-power wide-area network (LPWAN) providers, 
which is a comparatively new technology, is already energy and 
cost efficient. 

Home automation provides comfort and quality of life within 
a home’s proximity, by configuring and automating disparate 
devices with varied levels of sophistication. These devices work 
together automatically in communicative systems. The key to a 
wide spread implementation of home automation products and 
services is an ease of set up and of use. 

Home automation’s value lies in monitoring and controlling smart 
mechanical, electrical, and operational technologies. While users 
want the advantages of such automation, they also want the 
systems they select for automation not to require intervention or 
interaction on their part. In this scenario, thermostats, lighting, 
alarms, and motion detectors will detect when the user is 
away or present. Plants will be watered, but not when there’s a 
downpour, lights will go on automatically as daylight wanes and 
will go off at sunrise, and motion detection will kick on lighting 
and even unlock doors, welcoming the homeowner. 

All of these disparate pieces that make up home automation require 
data applications and sensors that work in tandem. IoT plays 
a converging role that brings the pieces together and provides 
the ability to increase the amount of devices included within a 
consolidated home automation system—well into the future. 

The Cellular Industry’s Plans to Beat LPWAN

•  Fully integrated, certified and 
ready to connect to wireless mesh 
networks

•  Micro form factor is 1/3 the size of 
the current Digi XBee™ SMT

•  Ideal for providing RF connectivity 
for short range and LPWAN 

applications 

LEARN MORE 4

•  FCC certified and carrier end-device 
certified 

•  Excellent coverage and building 
penetration 

• NB-IoT ready 

LEARN MORE 4

Digi XBee™ Zigbee RF Module

Digi XBee™ Cellular LTE-M

By Carolyn Mathas for Mouser Electronics

https://www.mouser.com/digi-xbee3/
https://www.mouser.com/new/digi-international/digi-xbee-cellular-lte-m/
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The automation, digitization, and interconnecting of several 
devices is applied to functions already resident in a home: 
Lighting, climate control, blind control, solar shading, audio and 
video control, and security and entry control. Security is the 
primary goal for the homeowner while energy cost savings is a 
close second.  

Cellular Technologies for IoT

Traditional cellular technologies, including 4G and Long-Term 
Evolution (LTE) networks, consume too much power and don’t 
fit well with applications where only a small amount of data is 
transmitted infrequently (e.g., meters for reading water levels, 
gas consumption, or electricity use). Instead, cellular IoT requires 
low-power, long-range applications.

The cellular IoT roadmap is based on the following technologies:

LTE

LTE-M (also called LTE Cat-M1 or enhanced Machine Type 
Communication (eMTC)), which arrived in the Third-Generation 
Partnership Project (3GPP) Release 12, is now enhanced in 
Release 13. LTE-M improves on older LTE technology, requiring 
far less power to operate, using solar power or batteries, 
and enabling IoT device operation for at least 10 years in a 
wide range of applications. Given that corresponding Cat-M1 
modems support less bandwidth, they are less expensive 
to operate yet take advantage of the full features of the LTE 
network. This makes Cat-M1 the ideal LTE cellular solution for 
IoT applications.

LTE-M is energy efficient, as it allows devices to have longer 
sleep cycles, so they can communicate with the network at 
different times ranging from 10 seconds to 40 minutes or 
more. It lengthens IoT device battery life by providing advanced 
power management, turning the device’s modem on and off at 
scheduled intervals to save power, while allowing the modem to 
remain connectable even when most of its functions are inactive.

LTE-M benefits from current network security capabilities, such 
as identity confidentiality and authentication, data integrity, and 
mobile equipment identification, and is currently in deployment 
by major carriers.

Narrowband IoT

Although similar to Cat-M and a narrowband-IoT (NB-IoT) 
system with LTE functionality, NB-IoT (or Cat-M2) uses Direct-
Sequence Spread Spectrum (DSSS) modulation versus LTE 
radios. Since NB-IoT does not operate in the LTE band, there is 
a high upfront deployment cost, though it may ultimately be a 
low cost option. NB-IoT sensor data is sent directly to the main 
server, eliminating the need for a gateway. 

NB-IoT delivers high sensitivity and long range with limited data 
rates of a few hundred bits per second (bps) so that multiple 
uplinks occur simultaneously. Its advantages include enhanced 
indoor coverage and the ability to connect a massive number of 
low-throughput devices with an adapted data rate. The design 
objectives include:

• Low-cost devices

• High coverage

• Long battery life: 10-plus years

• A capacity of more than 52,000 devices per channel, per cell

Introduced in Release 13, NB-IoT represents the most advanced 
development of cellular standards dedicated to IoT.  

Extended Capacity Global System for Mobile 
communication for IoT 

Extended Capacity (EC) Global System for Mobile 
communication (GSM) for IoT (EC-GSM-IoT) is based on the 
Enhanced Data Rates for GSM Evolution (EGPRS) that increases 
data rates while remaining compatible with legacy GSM 
technology. This IoT-optimized GSM network represents the 
wireless protocol that 80 percent of smartphones currently use 
globally. 

EC-GSM-IoT provides coverage for IoT devices in challenging 
radio environments and is backward-compatible with previous 
releases, so it can operate within existing GSM networks as 
a software upgrade. It offers broad coverage, allows resource 
sharing between EC-GSM-IoT and legacy packet-switched 
services, and can function in a network without dedicated 
resources for IoT. In addition to providing excellent coverage, 
it uses a simplified protocol layer to reduce device complexity, 
extends battery life, and uses a security framework comparable 
to 4G standards. 

•  FCC/IC, PTCRB, and AT&T certified 
– eliminates certification costs and 
risks 

•  Transparent and API modes simplify 
software integration 

•  Low-power modes for battery 

powered applications 

 

LEARN MORE 4

Digi XBee™ Cellular 3G Global

https://www.mouser.com/digi-xbee-cellular-3g/


Metric  Goal

Low-power consumption About 1nA, allowing a  
   10-year life span with a   
   battery capacity of 5Wh

Continuous device-cost  For both the infrastructure 
reduction   and user equipment

Enhanced coverage  For better performance   
   outdoors and especially indoors 

Enhanced security  For strong authentication and  
   other features

Efficient data transfers From enabling small,   
   intermittent blocks of data

Advanced network design For a simplified topology and   
   deployment

Network scalability  With more than 50,000 per  
   base station

Increased coverage  With an improvement of 15 to  
   20dB (5 to 6 times)

Decreasing data rates With the lowest possible while  
   maintaining quality of service

Table 1: Cellular IoT metrics and results.
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Fifth Generation

Even though there is no real fifth generation (5G) as of this 
writing, discussing the cellular industry’s home automation 
offerings without touching on its pending impact on IoT would 
be misleading. Notably, 5G is being touted as a major driver of 
IoT growth.

LTE IoT is in global deployment, which is the initial step to meet 
5G IoT requirements. 5G New Radio (NR) IoT will fully leverage 
the continued LTE IoT evolution with the in-band deployment of 
eMTC and NB-IoT in 5G spectrum.

Moreover, 5G promises to offer a new infrastructure and design 
with inherent capabilities that already offer several new services 
at a low cost, with high agility, and at low energy consumptions. 
It will also deliver reliability, latency, scalability, and security—all 
major IoT considerations.

5G will support a huge number of devices at the same time 
within a specific range and with a connection density that is 
about 500 times as high as 4G.  

A Plethora of IoT Possibilities

Many communication technologies are well known, such as Wi-
Fi, Bluetooth, Zigbee, and 2G/3G/4G cellular. Depending on the 

application, factors such as range, data requirements, security 
and power demands, and battery life will dictate the choice of 
one or some combination of technologies (Table 1). 

LPWAN: A Formidable Foe

While cellular networks are ubiquitous, LPWAN providers such 
as LoRaWAN, Sigfox, and Weightless are attempting to build out 
their networks fast. LPWANs are considerably less expensive to 
build, deploy, and operate in an unlicensed spectrum, without 
regulatory burdens. LPWANs:

• Operate on small, inexpensive batteries for years.

•  Have an operating range that is typically more than 2km in 
urban settings.

•  Can only send less than 1,000 bytes of data per day or less 
than 5,000 bits per second.

•  Target situations where devices need to send small amounts 
of data over a wide area while maintaining the battery life over 
many years. 

Home automation is a front and center battleground for IoT 
technology choices representing short- and long-range cellular 
networks and LPWANs (Table 2). Each application must 
maintain its own unique requirements including managing 
battery life, data size, and the impact of gaps in coverage.  

•  FCC certified and Carrier End-
device certified 

•  Authentic 20-pin Digi XBee™ TH 
form factor; Smallest end-device 
certified cellular modem 

•  Digi XBee™ Transparent and API 

modes simplify s/w design  

LEARN MORE 4

Digi XBee™ Cellular LTE Cat 1

 
Table 2: Bandwidth and data rates compared.

  LoRaWAN   LTE      EC-GSM-IoT   LTE-M  NB-IoT

Channel <500kHz c1.4 to  20MHz 200kHz 1.08MHz 
bandwidth  200kHz

Maximum <50kbps 10Mbps <140kbps <1Mbps 170kbps  
data rate  down,   down,  
  5Mbps   250kbps up 
  up    

https://www.mouser.com/digi-xbee-cellular/
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IoT cellular networks and LPWANs are the two basic offerings in 
the long-range market. 

Cellular networks historically suffer from poor battery life and the 
potential for gaps in coverage. Another difficulty is technology 
sunsetting (when a technology is intentionally phased out). Thirty 
million 2G endpoints exist in the United States, orphaned by 
sunsetting. Many of the IoT devices must remain on the network 
for 10 years. This doesn’t make economic sense, especially if a 
cellular network is sunset and no longer supports the devices.

Mesh networks like Zigbee are in use in IoT applications. 
Although many home automation systems deploy Zigbee, it isn’t 
an ideal fit for LPWAN applications. Mesh networks are effective 
at medium distances and don’t have the long-range capabilities 
of LPWAN technologies. Most importantly, they are not battery 
efficient, considering each node must constantly receive and 
repeat neighboring radio frequency (RF) signals. When sensors 
scale in number, Zigbee and other mesh networks don’t 
adequately fit the needs of LPWAN applications.

A Look at Applications

The first and most obvious benefit to automated homes is 
convenience: A multitude of connected devices joined to make 
life easier for the user. IoT encompasses unique and standard 
applications, spanning from simple to extremely complex.

Home-based IoT devices reduce costs and conserve energy. 
Our homes can be cool, warm, illuminated, and more based on 
our habits as well as on our immediate or expected presence. 
Cellular and LPWANs will accommodate these situations and 
more. Cellular networks, however, do have a distinct advantage 
in that they serve fixed and mobile devices, deliver extremely 
high-quality service and security, and already possess a robust 
commercial network. Using a licensed spectrum versus the 
interference-prone Industrial, Scientific, and Medical (ISM) 
bands used by Bluetooth and Wi-Fi, they are adept at roaming 
between networks of different providers, which has been a 
feature of cellular networks since their inception. LPWANs 
will offer regional services based on Sigfox, LoRa, or other 
standards, thus inhibiting roaming. 

The Future is Now 

The cellular industry has strong and inherent advantages and 
strengths over LPWAN providers. However, LPWAN offerings 
can target niche applications that wireless carriers won’t 
address. It’s within reason that wireless carriers may expand 
services to the edge so that long-range technologies like 
Bluetooth, Zigbee, Z-Wave, Wi-Fi, and others can connect 
sensors on a local level.

As often as IoT is in the headlines, the reality is that we’re still 
at its genesis. It seems possible that cellular technology and 

non-cellular LPWAN will both address home automation for the 
near term. However, what isn’t up for grabs is the expected growth 
of the marketplace. Many research firms are weighing in with their 
estimates:

•  Machine Research suggests that cellular connections will grow 
from what was 332 million in 2015 to 2.2 billion in 2025—the 
majority of which will be LTE. The firm also estimates that IoT 
connections will grow from 6 billion to 27 billion over the same 
period, with 72 percent of the connections being short range. 

•  IHS Markit predicts there will be LPWAN growth. However, it 
expects that the estimated 191 million LPWAN connections in 
2019 will be minuscule in comparison to the 541 million cellular 
machine-to-machine (M2M) IoT connections that has been 
forecasted for the same year. Still, IHS Markit anticipates rapid 
growth for LPWAN beyond 2019.

•  IHS Markit also predicts that the global 5G value chain will 
generate $3.5 trillion in output, supporting 22 million jobs by 
2035.

•  In a 2017 survey by Gartner, 57 percent of respondents from 
end-user organizations believe that their company will use 5G to 
drive their IoT communications. 

•  IDC predicts that by 2021 5G’s broad enablement of IoT use 
cases will drive 70 percent of the G2000 companies to spend 
$1.2 billion on connectivity management solutions.

•  BI Intelligence, Business Insider’s premium research service, 
expects that the number of shipped smart home devices will 
grow from what was 83 million in 2015 to 193 million in 2020: 
This includes washers, dryers, refrigerators, safety and security 
systems, sensors, monitors, cameras, alarm systems, smart 
thermostats, and smart lighting. 

The overall strategy is to implement IoT connectivity today using 
the latest versions of LTE while improving on it in the near future—
at which time the standards making up 5G will be in place. 5G will 
then receive improvements, which aim at increasing performance. 
LoRa, as a significant competitor to cellular IoT solutions, already 
uses very narrow bandwidths and low data rates, which is 
extremely beneficial for LPWAN providers.
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How IoT Short-Range Connectivity 
Stacks Up in Home Automation 

This article compares short-range connectivity 

solutions, such as Wi-Fi, Bluetooth, Zigbee, 

Z-Wave, Thread, 6LoWPAN, and the solutions 

found under the 802.15.4 standard, and discover 

which of these works best in home automation.

•  Build cloud-connected Wi-Fi 
prototypes in under an hour

•  Popular Digi XBee™  
Through-Hole and Surface-Mount 
footprints

•  Ideal for Industrial Applications that 

require fast time to market

 

LEARN MORE 4

Digi XBee™ Wi-Fi Module

By Carolyn Mathas for Mouser Electronics

Home automation is the use of networking technology to 
connect and communicate with other devices inside and 
outside of the home. Light switches, surveillance cameras, 
energy meters, and thermostats are integral parts of the smart 
home, monitored with home automation.  

Behind home automation technology are a myriad of 
connectivity and communication standards. Since the inception 
of the Internet of Things (IoT), standards readily compete 
against each other to perform pretty much the same task. Of 
course, advantages and disadvantages exist for each. The 
challenge becomes wading through the seven most available-
but-exclusive solutions that connect IoT over short distances, 
making IoT the subject of confusion and frustration more often 
than not. For system and device designers building home 
automation solutions, IoT connectivity can be understood 
more readily if we break it down into short-range versus 
long-range. The topic for discussion in this chapter is short-
range technologies such as Wi-Fi, Bluetooth, Zigbee, Z-Wave, 
Thread, 6LoWPAN, and solutions found under the 802.15.4 
standard. 

Short-range solutions require:

•  IoT devices that communicate with each other over a network, 
preferably mesh.

•  The ability to support a large number of networked IoT 
devices.

• Enabling IoT devices to operate on coin cell batteries for years.

• Robust security.

• The lowest possible complexity and hardware costs.

• Internet Protocol Version 6 (IPv6).

https://www.mouser.com/digixbeewifi/
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•  Simple, out-of-the-box RF 
communications, no configuration 
needed

•  Point-to-multipoint network 
topology

• 2.4GHz for worldwide deployment

LEARN MORE 4

•   Programmable versions with on-board 
microprocessor enable custom ZigBee 
application development

•  Through-hole and surface mount form 
factors enable flexible design options

•   Link budgets of 110dB for Digi XBee™  
and 119dB for Digi XBee-PRO™

LEARN MORE 4

Digi XBee™ 802.15.4 Module 

Digi XBee™ Zigbee Module 

Enabling IoT Short-range Solutions

The information gathered by IoT devices must be aggregated, 
processed, and analyzed locally and over a greater distance to 
access the cloud. Information gathered via wireless-enabled 
sensors may be small, and, except for Wi-Fi, all short-range 
IoT connectivity options incorporate a variety of networking 
capabilities. Mesh networking is best suited for devices 
that communicate without data passing through a router or 
gateway hub.

Power Consumption: A Critical Factor

In home automation systems, power delivery can occur through 
120VAC coin cells or small batteries in indoor devices, and 
potentially solar cells for outdoor devices. The majority of IoT 
devices must be battery powered, with connectivity solutions 
designed accordingly.

It isn’t just the power source, it’s the product’s expectation for 
power that is important. Devices themselves consume little 
power, and the network must use communication techniques 
based on low data rates and minimal sensor radio-frequency 
(RF) transmit power. While constant communication is 
typically not an issue, IoT devices need to be able to receive 
a command from an external source, such as a long-range 
communication system, and from the components involved. 
This is accomplished via sleep mode, whereby functions awake 
to detect activity from the component the sensor serves or 
the network. Except for Wi-Fi, each IoT connectivity solution is 
designed to meet this requirement.

Security

Multiple types of security ranging from Advanced Encryption 
Standard (AES) encryption to high levels of authentication 
are in use in IoT devices. The reality is that each type of 
communication network is, on some level, vulnerable. This will 
be even more challenging when tens of thousands of sensors 
define a single network. All participants in IoT development are 
working toward providing greater end-to-end security. 

Simplicity and Low Cost 

Hardware is coming down in price, and more resources are 
available to help designers enable connectivity. Every silicon 
vendor now provides an impressive array of tools that allows the 
incorporation of their products into a system with low difficulty. 
Complete ecosystems also exist, which range from design 
resources to complete system descriptions, incorporating 
virtually all major considerations. The cost of IoT devices is 
rapidly declining as volumes increase.

IPv6 Capability

Internet Protocol Version 4 (IPv4) is the technology that enables 
devices to connect to the web. Used since 1983, it has now 

run out of public IPv4 address blocks globally. Europe’s Regional 
Internet Registries (RIRs) Réseaux IP Européens (RIPE) associated 
its last block. IPv6 will provide enough global address blocks for a 
long time, but implementing it rather than IPv4 in each IoT system 
is not simple. Requiring significant changes to many types of 
software and exchanging data between these protocols depends 
upon special gateways. All current connectivity solutions either 
natively employ IPv6 or can be configured to do so. 

Major IoT Connectivity Solutions Compared

The major connectivity solutions available today are shown 
in Table 1. Wi-Fi, in existence longer than other short-range 
technologies, is fundamentally different. It was never intended to 
deal with tiny, power-stripping devices like IoT sensors, as the goal 
was to provide high-speed data and replace wired networks. Wi-Fi 
is power hungry and depends on fairly expensive components. 
However, its throughput ensures its appeal as an adjunct to 
connect low-power solutions, such as video surveillance to the 
Internet. 

Wi-Fi, Zigbee, Z-Wave, and Bluetooth are further along in their 
development than others, and Zigbee is in use by most IoT 
applications. Thread is increasing in popularity with nearly 100 
members, while ANT+1 is somewhat popular in Europe. However, 
a complete discussion of IoT connectivity requires mention of 
competitors that are typically dedicated to specific use cases.

https://www.mouser.com/digiXBee802154/
https://www.mouser.com/digixbeezb/
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Bluetooth 5 6LoWPAN Zigbee Wi-Fi Z-Wave Thread ANT

Standard 802.15.1 802.15.4 802.15.4 802.11a,b,g,n,ac 802.15.4 802.15.4 250

Frequency 2.4GHz
868 and 

915MHz, 2.4GHz

800 and 
900MHz, 
2.4GHz

2.4 and 5GHz 908.4MHz
902 to 928MHz, 

2.4GHz
2.4GHz

Maximum data rate 2Mbps 250kbps 250kbps Up to 1Gbps 100kbps 250kbps 60kbps

Maximum range (m) 200 10 100 40 100 30 30

Network size Unlimited 128 127 255 232+ 300 256

Mesh support Yes Yes Yes Yes Yes Yes Yes

Beacon support Yes Yes Yes No No No No

IPv6 support Yes Yes Yes Yes Yes Yes Yes

Overall cost Low Decreasing Moderate High Moderate Low Low

Table 1: Most common short-range IoT connectivity solutions.

EnOcean 

A spin-off from Siemens, EnOcean GmbH is located in Germany 
and its wireless modules are built and marketed by the company. 
EnOcean-based modules combine micro-energy converters 
and ultra-low-power electronics, enabling communications 
between battery-less wireless sensors, switches, controllers, 
and gateways. It has a range of 300m in free space, data rates 
below 125kbps, and optimizes the amount of power required 
to transmit a given amount of data. EnOcean operates at 902, 
928.35, 868.3, and 315MHz depending on the country.

Insteon 

This solution from Smartlabs allows IoT devices to communicate 
wirelessly or through power lines in a dual-band-type of mesh 
networking and is compatible with the X10 wired network 
standard. It has considerable industry support from companies 
like Apple, Microsoft, Amazon, Logitech, and others. Its 
maximum sustained data rate is 180bps, free-space range is up 
to about 45m, and operating frequency is 902 to 924MHz.

Microchip Wireless Networking (MiWi) 

This Microchip-proprietary protocol is based on the 802.15.4 
standard, operates at 2.4GHz or below 1GHz, is compatible 
with Zigbee, and can be configured in star, cluster, mesh, and 
tree network topologies.

Wireless Highway Addressable Remote Transducer 
(WirelessHART) Protocol

Designed to serve process field device networks in process 
automation, this open standard that the HART Communication 
Foundation developed uses a time-synchronized, self-
organizing, self-healing mesh architecture. It operates at 2.4GHz 
using 802.15.4 radios.

Changing the IoT Home Automation Landscape 

Given Wi-Fi’s power-hungry nature and low data rates of the 
popular Z-Wave, Zigbee, and Thread, Bluetooth 5.0 is rapidly 
stepping up to be a game changer. The latest 4.0 and 4.2 
versions of the Bluetooth Low Energy (BLE) standards double 
the maximum data rate to 2Mbps while increasing distance 
four times to 120m. It also adds mesh networking capabilities, 
freeing Bluetooth to become a major player in IoT home 
automation connectivity. 

One specific benefit is that it’s already a widely used, short-
range, global solution and is integrated into smart televisions, 
gaming consoles, speakers, headsets, and smartphones. An 
important feature is its beaconing capabilities. Extremely small 
and inexpensive beacons can be deployed virtually anywhere. 
The short-range transmitters deliver short messages to 
smartphones with a beaconing app installed. The Bluetooth 
phone receiver receives messages and notifications are 
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THE SUM OF SMARTS
Digi XBee3™ Series programmable modules take 
smart to a whole new level. Building on industry-
leading embedded technology, the Digi XBee3 
Series offers design freedom with easy-to-add 
functionality and flexible wireless connectivity.

Smart Sized 
Digi XBee3 Series modules deliver advantages in every 
class—size, weight, and power. It’s the ideal micro-size 
for compact and portable applications.

Smart Programmability 
With enhanced MicroPython programmability, dual-
mode radio flexibility, and Digi Remote Manager, device 
management and configuration has never been easier.

Smart Architecture 
With one socket—and the largest selection of global 
protocols and frequencies—Digi XBee3 Series module 
architecture can quickly enable and easily scale cellular 
connectivity and compatibility.

Smart Reliability 
Always on, always connected, always up-to-date, 
always accurate. Customers worldwide depend on Digi 
stability for high-quality manufacturing and long product 
lifecycles.

Smart Security 
Digi TrustFence security framework, identity, and data 
privacy features are built in to Digi XBee3 modules using 
more than 175 controls to protect against new and 
evolving cyber threats.

Smart ROI 
From edge computing to future migration, Digi XBee3 
Series modules offer compact connectivity that can 
reduce costs, accelerate time to market and extend 
product lifecycles.

delivered to the user. Any barriers to its use have been removed 
in Bluetooth 5.0. 

In addition to Bluetooth’s short range, beacons can send only 
very short messages—too short to deliver long URLs—and even 
though beaconing doesn’t require authentication (as beacons 
transmit but don’t receive data), without mesh networking large 
groups of beacons are not configurable. All of this is rectified 
in Bluetooth 5.0, so it’s likely that beacons will be more widely 
deployed and promoted, and more applications will make use  
of them.

ABI Research and IHS Research both predict Bluetooth 5.0 and 
its IoT-bolstering capabilities will reach five billion by 2021 and 
three billion by 2017, respectively. 

Another highlight is the IPv6 over Low-power Wireless Personal-
Area Network (6LoWPAN). Standardized in 2003, 6LoWPAN 
has demonstrated some significant advantages over Zigbee, 
Z-Wave, and other options: Notably, it operates with any solution 
based on 802.15.4 using a very simple bridge or with any 
devices within an Internet Protocol (IP)-based network such as 
Bluetooth or Ethernet. To compete, Zigbee and Z-Wave need 
complex application layer gateways. 

With 6LoWPAN, every node in the network has its own IPv6 
address, freeing the network to connect to the Internet using 
open standards. IPv6 and Bluetooth are the new players to 
watch as IoT evolves in the coming years.

Challenges IoT System Manufacturers Face

Although 6LoWPAN solves the competing standards issue, 
home automation designers are still faced with a selection 
challenge: That is, what components and systems will maintain 
longevity as new solutions come into the marketplace at 
breakneck speed? Ultimately, all new home automation solutions 
should address both mains-powered and battery-powered 
devices, should be manufacturer and product agnostic, and 
should communicate using narrow and wide bandwidths. 
Not only should these solutions address concerns regarding 
constant and consistent updates but also regarding the 
potentially long line of legacy solutions that will need support.

What’s Happening Now?

Today, and for many years to come, home automation 
manufacturers will use multiple connectivity solutions in their 
products. In fact, it’s likely that the number will rise rather 
than fall in the near future. The winners in this dilemma will be 
manufacturers of IoT radios, RF front ends, and controllers that 
support multiple standards. Likewise, smart designers will need 
to employ a single device or set of devices that support multiple 
product lines while simultaneously future-proofing their offerings. 

With all that said, the fact remains that design and 
manufacturing will ultimately become more complicated as 
selection, configuration, and interoperability attempt to address 
the fragmented IoT landscape. 
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By Digi International

Digi XCTU is a free multi-platform application designed to enable 
developers to interact with Digi RF modules through a simple-to-
use graphical interface. It includes new tools that make it easy to 
set-up, configure, and test Digi XBee® RF modules.

Digi XCTU includes all of the tools a developer needs to quickly 
get up and running with Digi XBee. Unique features like graphical 
network view, which graphically represents the Digi XBee 
network along with the signal strength of each connection, and 
the Digi XBee API frame builder, which intuitively helps to build 
and interpret API frames for Digi XBees being used in API mode, 
combine to make development on the Digi XBee platform easier 
than ever.

Other highlights of Digi XCTU include the  
following features:

•  You can manage and configure multiple RF devices, even 
remotely (over-the-air) connected devices.

•  The firmware update process seamlessly restores your module 
settings, automatically handling mode and baud rate changes.

•  Two specific API and AT consoles, have been designed from 
scratch to communicate with your radio devices.

•  You can now save your console sessions and load them in a 
different PC running Digi XCTU.

•  Digi XCTU includes a set of embedded tools that can be 
executed without having any RF module connected:

 Frames generator: Easily generate any kind of API  
frame to save its value.

 Frames interpreter: Decode an API frame and see  
its specific frame values.

 Recovery: Recover radio modules which have damaged 
firmware or are in programming mode.

 Load console session: Load a console session saved  
in any PC running Digi XCTU.

 Range test: Perform a range test between 2 radio  
modules of the same network.

 Firmware explorer: Navigate through Digi XCTU’s  
firmware library.

•  An update process allows you to automatically update the 
application itself and the radio firmware library without  
needing to download any extra files.
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Introducing Digi XCTU
Configuration and Test Utility Software

Digi XBee® configuration software, Digi XCTU, has a 

refreshed new look and feel with UI enhancements 

and three brand new features to the software.

Command Line Interface Support  
New to Digi XCTU is Command Line Interface (CLI) Support. 
Now, users can execute the application in CLI mode without 
the graphic interface. This is primarily useful for scripting and 
automation purposes when managing large scale Digi XBee 
deployments. The following features are supported within CLI 
mode:

•  List ports – A list of serial and USB ports can be retrieved in 
command line mode.

•  Update firmware – Firmware of any radio device can be 
updated in this mode.

•  Load profile – Now it is possible to load profiles to connected 
devices through the CLI of Digi XCTU

Spectrum Analyzer  
From within the Digi XCTU interface, users can test and measure 
the spectrum of the radio’s band. The analysis displays average, 
maximum, and minimum values of each channel. This is helpful 
to determine which channel to set your Digi XBee radios to and 
troubleshoot network issues.

Throughput Tool  
With the Throughput Tool users can measure the maximum 
transfer ratio from one radio module to another within the same 
network. The tool provides three session modes and several 
payload configuration options to test different combinations and 
understand the performance of your wireless network. 

s

Click here to download the  
Digi XCTU software

https://www.mouser.com/new/digi-international/digi-xbee-cellular-lte-m/#Video-4
https://www.digi.com/support/productdetail?pid=3352&type=utilities
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By Duncan Ashworth, Founder of Floorbotics

Sanibot™, the patented robot developed by FloorBotics. 
(Source: Courtesy of Digi International)

FloorBotics Brings Connectivity and  
Intelligence to Innovative Floor-Cleaning Robot

“Digi had tools that were easy to use. We ordered 

a development kit and had it up and running very 

quickly. The cellular plan worked right out of the 

box – and we were really pleased with that. Plus, the 

data rates are super-low.” 

Founded in 2000 and headquartered in Texas, FloorBotics™ 
is a robotic software and hardware development company 
responding to the market demand for cost-effective alternatives 
to labor-intensive floor cleaning equipment, including a line 
of set-and-forget robotic cleaners. The company’s innovative 
products rely on proprietary navigation software, compact 
physical designs, and connectivity from Digi XBee® Cellular 
routers to reduce costs, increase safety, and eliminate drudgery 
and increase safety in floor cleaning.

Business Challenge 
It’s the $30 billion problem that just won’t go away: Hospital-
acquired infections (HAIs). In the healthcare industry where 
lowering costs and improving outcomes are the overarching 
goals too many patients enter a hospital, only to contract an 
infection from a hospital environment that can be very difficult 
to keep clean. A nurse call-button quickly hits the floor before 
the patient picks it up again. A patient’s gown or a blanket 
briefly touches the floor, where germs and viruses silently attach 
themselves to be transmitted to the patient.

When a patient’s stay is extended (or the patient is readmitted) 
due to an HAI, the hospital often bears the full cost of treatment. 
Penalties can accrue and rankings can suffer, making hospitals 
all the more motivated to provide and maintain high standards of 
cleanliness. But traditional cleaning techniques often fall short, 
leaving behind germs that can infect patients.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter Sanibot™, the patented robot developed by FloorBotics. 
Like the robotic floor vacuums that are popular in consumer 
markets, Sanibot™ offers a set-and-forget, unattended cleaning 
experience. The difference: Instead of using a vacuum to suck up 
dust, dirt, and particles, Sanibot™ shines a controlled beam of 
ultraviolet light to disinfect the floor surface According to Duncan 
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Ashworth, founder of FloorBotics, the goal was to create a 
smart battery-operated appliance that could create new levels 
of cleanliness. “When you deploy a fleet of these devices, you 
need a way to centrally manage and monitor their status and 
progress,” he explained. “That means that Sanibot™ needs 
wireless communications as it moves around the hospital. We 
turned to Digi for that important piece of the puzzle.”

Solution 
To achieve that wireless connectivity, FloorBotics engineers 
selected the Digi XBee® Cellular LTE CAT 1 modem, 
which combines the power and flexibility of the Digi XBee 
ecosystem while providing 4G connectivity, built-in security, 
and design flexibility for IoT applications. Contributing to 
FloorBotics’selection of the Digi solution, a bundled data plan is 
included with every fully pre-provisioned development kit that’s 
ready to communicate over the cellular network right out of the 
box. Digi XBee Cellular modems are bundled together with Digi 
Remote Manager® software that enables FloorBotics’ customers 
to remotely monitor and manage Sanibot™ robots and also 
provide over-the-air (OTA) remote firmware upgrades.

According to Ashworth, during the development phase, wireless 
communication with the Sanibot prototype was essential. 
“Normally, when you develop an application, it’s on a computer 
you write the software, run it, and debug it,” he said. “But with 
a robot, your computer is running away from you! With Digi in 
place, we were able to trace commands and instructions and 
replay log files. We couldn’t have debugged our robot without 
that capability.”

“Digi had tools that were easy to use. We ordered a development 
kit and had it up and running very quickly. The cellular plan 
worked right out of the box and we were really pleased with that. 
Plus, the data rates are super-low.”

In production models, the Sanibot can send text messages about 
status, error codes (e.g. lamp failure or motor problem), battery 
life, and other metrics. Customers can monitor each Sanibot’s 
progress and activities from a smartphone or computer. These 
text strings go to a database, which can also send an alert to a 
smartphone. For instance, it might report a closed door or send 
an “I’m done” when a room is complete.

 Results 
“Maintaining 100 percent uptime is the goal for Sanibot™ in order 
for customers to receive the maximum value,” said Ashworth, “so 
maintaining communication with the fleet of Sanibots is essential 
to prevent or respond to issues as quickly as possible. Our goal 
has been to make the Sanibot as easy to use as a CD player. You 
just put it on the floor and hit start. It builds a map of the area, 
covers the floor in the most efficient manner, and knows when it’s 
done. Thanks to the wireless connection, the customer always 
knows the status.

“We envision Sanibots being an ideal cleaning appliance in other 
settings too, such as daycare facilities and nursing homes or 
even the residences of immunocompromised patients receiving 
therapies at home, such as dialysis. That will require smart, 
efficient, and inexpensive connectivity and that’s what Digi 
provides us.”
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While 5G realities may push cellular to an even 

greater IoT presence, LPWANs can still play, 

especially on a competitive-pricing basis. 

Connectivity is a major hurdle for home automation Internet 
of Things (IoT) network designers. A myriad of competing and 
typically incompatible standards exist at the edge, while closer 
to home, wireless carriers and low-power wide-area networks 
(LPWANs) are the two choices. The cellular network industry is 
fine tuning its offerings and enhancing LTE-based capabilities 
while LPWANs rely on multiple standards (some proprietary). 
There exist advantages and disadvantages to each. 

What’s at Stake? 
There is a lot of money to be made: Both solutions charge a 
fee for connected devices, and because IoT device numbers 
are burgeoning, the fees are adding up fast. Global wireless 
carriers have approximately 2.3 billion subscribers, cultivated 
and added over 30 years. In just a fraction of that time, since IoT 
services arrived on the scene, more than 8.4 billion IoT devices 
have been connected, and in just two more years, experts 
estimate that this figure will reach 20 billion. If half of these IoT 
devices connect to the Internet, the estimated annual revenues 
for providers will be staggering. While two competing and very 
diverse solutions exist, not one single standard satisfies all 
requirements. 

However, regardless of the application, services that wireless 

carriers and LPWAN providers offer have the common goal of 

empowering periodic communication from tiny sensors on host 

devices to external points throughout several years, using coin 

cell battery power. Although both types of service providers 

perform satisfactorily, they each use a variety of techniques 

specifically for IoT implementation. They limit the amount 

and duration of data transmission and times when sensors 

are communicating, using very low data rates and narrow 

bandwidths.

Cellular vs. LPWANs  
The cellular industry has unique advantages for the IoT. Nearly 

ubiquitous LTE coverage in the US is supported by several 

hundred thousand macro base stations and three times as 

many small cells. Ease of updates and a long-standing history of 

connectivity provision is true for wireless solutions as well. 

The Third Generation Partnership Project (3GPP) that manages 

development and issuance of wireless standards ramped up its 

IoT focus with Release 13, which was finalized mid-2016. The 

5G cellular standards that will release in 2019 are expected to 

bolster the already solid platform. 

In comparison, LPWAN is the new solution that must be built from 

the ground up. LPWAN systems cost less to build and deploy than 

By Carolyn Mathas for Mouser Electronics
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cellular networks because leasing space on a tower is not always 
necessary as with cellular, and it covers wide geographical areas.

What it comes down to, whether in residential, home 
automation, or industrial applications, is the application itself. 
LPWANs offer capabilities similar to cellular networks, such as 
carrier-grade security and mandatory features, and are likely 
cost-competitive. Early research estimates are that LPWANs can 
address approximately half of IoT use cases. While 5G realities 
may push cellular to an even greater IoT presence, LPWANs can 
still play, especially on a competitive-pricing basis. 

The Cellular IoT Evolution 
LTE is the basis of the cellular industry’s IoT approach—not only 
building on it but also refining it along the way, while lowering 
complexity as well as costs. As IoT applications increase, the 
anticipation of 5G and its IoT focus is now within reach. The 
most recent release of cellular industry standards in Release 13 
is a precursor to what will usher in 5G. Implementation of these 
standards will take place below 1GHz, a level conducive to long-
range and building penetration. Release 13 standards will also 
include long battery life based on a power saving mode, shared 
carrier capacity, and the adoption of more advanced coding and 
increasing signals’ spectral density. 

•  LTE-M, also called Enhanced Machine Type Communication 
(eMTC) and LTE Cat-M, evolved from the LTE standard in 
Release 12 with further advances, including less power to 
operate and enabling IoT device operation for 10-plus years in 
a broad range of applications. It features a host of important 
benefits including security, cost advantages, and data integrity.

•  NB-IoT, or Cat-M2, is a narrowband version of LTE for IoT, as 
a part of Release 13. While NB-IoT may have a high upfront 
cost, it may be a low-cost option in the long run. It eliminates 
the need for a gateway and has limited data rates that enable 
multiple simultaneous uplinks. Leading to the 5G, it’s the most 
advanced cellular standard dedicated to the IoT.

•  EC-GSM-IoT (Extended Capacity (EC) Global System for 
Mobile communication (GSM) for IoT), a variation of GSM 
optimized for IoT in Release 13, features enhanced data rates 
and compatibility with legacy GSM technology. EC-GSM-
IoT represents the wireless protocol in use by 80 percent of 
smartphones worldwide. 

•  Standardized in 2019 or 2020, 5G is expected to deliver 
enhancements to NB-IoT and EC-GSM-IoT. Expectations are 
that it will provide a new infrastructure and design with inherent 
capabilities, offering new low-cost services, low-energy 
consumption, reliability, security, and scalability—all important 
for an IoT implementation.

The cellular technology evolution initially involved a move from 
Release 8, which offered peak downlink rates to 150Mbps and 

required data rates to fall to 150kbps in narrowband-IoT to meet 
IoT requirements. The same was true for channel bandwidths 
of user equipment, which declined from a maximum of 18MHz 
in Release 8 to 180kHz in narrowband-IoT. Another important 
consideration was modem complexity (which decreased by 85 
percent over time). In short, the evolution of cellular technology 
to meet the needs of the IoT has been the opposite of what the 
industry hopes it will achieve in 5G for traditional voice and 
data services 

Specification Release 8 
Cat. 4

Release 8 
Cat.1

Release 13 
Cat. 1 

(eMTC, 
LTE-M)

Release 13 
Cat. NB1 
(NB-IoT)

Peak download 
rate 150Mbps 10Mbps 1Mbps 170kbps

User device 
receive  

(channel) 
bandwidth

1 to 18MHz 1 to 18MHz 1.08MHz 180kHz

Maximum user 
device transmit 
power (dBm)

23 23 20/23 20/23

Modem  
complexity (%)

100  
(baseline) 80 20 15

Instead of following the trends of the past, the industry’s plan for 
5G is to reduce data rates and simplify the complexity of cellular 
IoT networks and their components. 

The LPWAN Alternative 
LPWAN providers rely on unlicensed, open standards such as 
LoRaWAN, administered by the LoRaWAN Alliance, and such 
proprietary solutions as Sigfox, Weightless, Nwave, and Ingenu:

LoRaWAN  
To date, LoRaWAN has achieved broad industry acceptance with 
more than 400 alliance members. The acceptance means lower 
LoRa baseband and radio-frequency (RF) hardware costs, which 
have already declined more than 50 percent and the trend will likely 
continue. 

It’s important to differentiate LoRa, LoRaWAN, and LinkLabs offerings: 

•  LoRa is the open standard physical layer administered by the 
LoRaWAN Alliance.

•  LoRaWAN is the media access control layer providing networking 
functionality.

•  LinkLabs uses the Sematech LoRa chipset in the Symphony Link 
solution that operates without a network server. Instead, it uses an 
eight-channel base station operating in the 433MHz or  
915MHz Industrial, Scientific, and Medical (ISM) bands  

Table 1: The evolution of cellular IoT technology.
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and Europe’s 868MHz band. It transmits over 10 miles and 
backhauls data using either Wi-Fi, a cellular network, or 
Ethernet and a cloud server for message routing, provisioning, 
and network management.

Sigfox 
Sigfox, in comparison, is a proprietary solution that owns all of its 
technology from the edge to the server and endpoint, supplies 
the entire ecosystem, and, in some cases, acts as the network 
operator itself. It allows its endpoint technology to be used free 
of charge by any organization that agrees to its terms, so it has 
relationships with major IoT device suppliers and wireless carriers. 
Sigfox continues to gain in market share, especially in Europe where 
its transmission length adheres to European Union guidelines. The 
US version has been adjusted for FCC rules. 

Weightless 
Weightless was developed as an open standard managed 
by the Weightless Special Interest Group. This “lightweight” 
protocol requires just a few bytes of data per transmission, which 
mirrors most IoT device communications. Weightless operates 
in TV white spaces below 1GHz, which became available when 
digital transmission replaced analog. These frequencies have 
the advantages of wide coverage with low transmit power from 
the base station and the ability to penetrate buildings and other 
RF-challenged structures. Weightless-N is an ultra-narrowband, 
unidirectional technology, and Weightless-P is a bidirectional 
offering that offers carrier-grade performance and security and  
low-power consumption.

Nwave 
Nwave is an ultra-narrowband technology based on Software-
Defined Radio (SDR) techniques operating in licensed and 
unlicensed frequency bands. The base station can accommodate 
up to 1 million IoT devices over a range of 10km with RF output 
power of 100mW or less and a data rate of 100bps. The company 
claims that battery-operated devices can operate for up to  
10 years. 

Ingenu 
Ingenu (previously On-Ramp Wireless) is a bidirectional solution 
featuring a proprietary direct-sequence spread spectrum 
modulation technique called Random Phase Multiple Access 
(RPMA). RPMA was designed to provide a secure wide-area 
footprint with high capacity operating in the 2.4GHz band. 
One RPMA access point covers 176 square miles in the US, 
beating both Sigfox and LoRa. It features minimal overhead, low 
latency, and a broadcast capability so that commands are sent 
simultaneously to a very large number of devices. Hardware, 
software, and other capabilities are limited to those the company 
provides, and the company builds its own public and private 
networks for machine-to-machine (M2M) communications.

As only the cellular industry and LPWAN 

providers are competing for supremacy in the 

longer-range market, it’s easy to assume that 

the designer’s job is simple when compared 

with that required for the many medium- and 

short-range solutions. With each technology, 

there exists substantial variables and rapidly 

expanding roadmaps. 

Will there be a distinct winner for home 

automation? For IoT, short- and medium-

range solutions will co-exist for many years 

to come. The determining factors, however, 

will be the cost of connecting devices, the 

specific application, and a mixture of the 

perception and reality that designers realize 

who are tasked with implementing IoT to 

increasingly automate the home. 

Conclusion
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The Rising Tide of Security Threats 
Limited only by designers’ imaginations, the Internet of Things 
(IoT) is changing how people live.  From medical devices and 
fitness trackers to tank sensors, smart thermostats, intelligent 
streetlights, water monitors, and more, the IoT is in more places 
than ever. 

However, by relying on wireless networks, those hundreds 
of millions of IoT devices present a greater “attack surface,” 
making them tempting frontline targets for competitors, hackers, 
disgruntled employees, and other bad actors. Unfortunately, the 
tools and techniques we’ve applied to PC/smartphone platforms 
often don’t work well in the IoT, for several reasons:

•  Resource Limitations – Small-footprint IoT devices typically 
have far less battery power, processing speed and memory. 
They lack the power and sophistication required to support 
traditional security measures.

•  Data Complacency – Many companies view the data in 
their IoT networks as mundane and having little intrinsic value 
outside the organization. But many breaches are motivated by 
other factors, such as competitive advantage, social status, or 
revenge. The data isn’t the goal–the hack is.

•  Availability of Tools – The tools and expertise to analyze  
and modify embedded/IoT devices are widely available–even 
to hobbyists.

•  No Physical Access Required – Thanks to wireless 

connections, hackers don’t need physical access to devices 

such as USB outlets or network ports.

•  Interface Differences – Embedded devices, have no 

Graphical User Interfaces (GUIs), and error messages can be 

as basic as a coded series of beeps or flashing lights. This is 

particularly true for security status and control functions. 

•  Hardwired Ports – These provide unfortunate opportunities 

for compromise. 

IoT solutions can’t simply implement a strong password over a 

TLS connection–the most common approach for PC/Internet 

applications. IoT solutions need a different approach, and  

the effort required to identify and mitigate unique security risks 

in embedded systems is often underestimated, if not  

overlooked entirely. 

But the risks of this rising tide of security threats are significant. 

Beyond reputational damage, competitive threats, eroding 

customer confidence, and safety challenges, regulators are 

paying increasing attention as well. For instance, security 

breaches that violate HIPAA regulations can lead to fines of 

$50,000 per violation. Credit card processors that fail to  

comply with the PCI DSS standard may be fined up to 

$100,000 per violation. 

By Mike Bleakmore, Technical Product Manager Embedded/RF, Digi International
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Distributed Denial of Service (DDoS) attacks are becoming 
more and more prevalent.  These attacks may not necessarily 
be targeted at the average IoT edge device but a hijacking of a 
connected IoT edge device may be used to create a ‘BotNet’, a 
group of hijacked devices working together to work in unison to 
attack a central point on the IoT network or an external server/
computer outside of the local network.  Even if these attacks 
are not targeted at the local IoT network, they still pose multiple 
problems by preventing regular IoT work to take place or even 
simply draining the battery on a mobile IoT edge device creating 
maintenance cost for the administrators leaving them wondering 
why the battery didn’t last longer.

Security is a Balance Between Economic  
Cost and Benefit 
Given enough time, money and expertise any system can 
be hacked, so it is important to design a system to deter an 
attacker by making it uneconomic (i.e. the cost or effort of an 
attack far outweighs any benefit to an attacker).

Types of attacks can be classified in terms of investment, the 
type of attacker and equipment used. 

These range from:

•  Expensive invasive attacks (such as reverse engineering, or 
sophisticated micro probing a chip)

• To lower cost:
Passive software attacks (exploiting unintentional 
security vulnerabilities in the code)

 Communication attacks (e.g. exploiting weaknesses in 
the internet protocols, crypto, or key handling)

Security is always a balance between economic cost and benefit, 
dependent upon the value of assets on the one hand and the cost 
of security features on the other.

The success of the IoT will depend on data and services being 
protected, and when the security balance is right, it can open up 
new opportunities and markets.

The 10 Security Techniques Every Iot 
Designer Should Consider

Confidentiality The� of Service

Data Integrity
Embedded
Solution

This intrusion exposes 
sensitive or confidential 
information, including 
the viewing of data in 
the actual device or the 
the�/cloning of device 
firmware itself.

The criminal uses 
authentication 
weaknesses or failures 
to enable unauthorized 
devices to access data 
or services. Or, an 
upgrade feature is 
unlocked without 
authorization. 

A corruption of 
information where 
unauthorized messages 
are introduced into a 
network or control of a 
device is taken over by 
an unauthorized party.

Availability
A denial-of-service 
attack prevents the 
device from sending 
messages by flooding 
it with hostile tra�ic.

1 2

3 4
Method

Complexity, 
Resources 

Needed
Notes

Packet Encryption Low
Foundation for most 

embedded system security

Replay Protection Low
Prevents resubmission of 

recorded messages

Message 
Authentication Code

Low
Prevents messages from 

being changed

Port Protection Low
Secures ports that may 
be physically accessed  

by an attacker

Secure Bootloader Moderate
Ensures only authorized 

firmware is allowed to run

Pre-Shared Keys Low
Preferred for smaller 

systems

SSH High
Generally on OS-based 
systems; can prevent  
malicious connections

Public Key 
Exchange

High
Generally on OS-based 
systems; can prevent  
malicious connections

TLS High
Generally on OS-based 
systems; can prevent  
malicious connections

WPA2 High

Generally on OS-based 
systems; can prevent  
malicious connections

Communication Attacks
Man in the Middle
Weak RNG
Code Vulnerabilities

Non-Invasive HW Attacks
Side Channels (DEMA, DPA)
Physical Access to Device: JTAG, Bus Probing, IO Pins, etc.

Value to Attacker

Cost/E�ort to Secure

Cost/E�ort
to Attack Invasive HW Attacks

Well Resourced and Funded
Unlimited Time, Money & EquipmentSo
ware Attacks

Malware
Social Engineering

Man in the Middle
Weak RNG
Code Vulnerabilities

Malware
Social Engineering

Well Resourced and Funded
Unlimited Time, Money & Equipment

Side Channels (DEMA, DPA)
Physical Access to Device: JTAG,  
Bus Probing, 10 Pins, etc.

Communications Attacks

Software Attacks

Invasive HW Attacks

Cost/Effort
to Attack
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1. Packet Encryption 
This is the “go-to” method for protecting data exchanges in 
IoT solutions with smaller embedded terminal devices. Most 
systems have the resources to implement basic encryption, 
such as FIPS-197/AES, which can protect messages from 
unauthorized viewing or malicious changes. This method is 
easy to implement and use, especially in conjunction with 
private keys.

2. Message Replay Protection  
In this approach, encrypted packets are enhanced with data 
fields that vary in a way known to the recipient (which could 
be as simple as a date stamp). The recipient enforces a rule 
that messages are only accepted once or in a sequence. 
This prevents recorded, but not necessarily decrypted, 
messages from being resubmitted at a later time to cause 
the original action, such as “open door.” This method is 
also simple to implement and is often used when individual 
messages can cause state changes. This can also be part 
of an encryption mode that will use this information within 
a block cipher. Examples of this is the AES counter mode 
block cipher.

3. Message Authentication Code  
In this method, we run a cipher or hash algorithm on the 
content of a data packet to create a short signature that 
accompanies the message packet. The recipient uses 
the same cipher or hash to confirm that the message has 
not changed. Message authentication provide explicit 
protection from tampering and enables some systems to 
safely use clear-text messages. For example, we can use 
this method for systems that transmit non-confidential 
data (e.g., air temperatures) that nonetheless must not be 
tampered with. This is another low-complexity method that 
is useful for many types of embedded systems.

4. Debug Port Protection  
Hardware ports used for configuration, control, and  
analysis (e.g., JTAG ports and serial logging ports for firmware 
development and debugging) are also vulnerable and 
tempting targets for security attacks. To start, these ports can 
be protected with a different factory password per unit before 
further actions are allowed. Of course, the better move is to 
internally disable these ports in field-deployed units. 

5. Secure Bootloader  
Even for a development team with unrestricted access to 
required technical information, it can be daunting to correctly 
build and load firmware into a resource-limited embedded 
device, which makes it unlikely you’ll experience a successful 
attack based on a malicious firmware modification. But 
the rapidly increasing sophistication of embedded-system 
attackers, combined with product requirements for easier 
field upgrades of device firmware, have created a risk that 
must not be overlooked.  One best practice is to configure the 
device to check for a HMAC signature in the firmware image 
during startup to ensure it is authorized to run on the product. 
The image may also be encrypted for further protection. 
Secure bootloader solutions demand careful management of 
keys and support for debugging.

6. Pre-Shared Keys  
Secure IoT communications requires access to compatible 
keys. The use of pre-shared keys (PSKs) minimizes the 
demands on the resource-constrained device. Keys can be 
transferred through an independent, secure channel and then 
manually entered into the terminal device. While the overall 
system to share the keys may have some complexity, the 
demands on the actual terminal device are minimal. When 
allowed by the application.

7. Secure Shell  
The Secure Shell (SSH) protocol protects ports used for 
debug and configuration operations. SSH implements a 
standard protocol to encrypt console connections (e.g., Linux 
shell access) to prevent unauthorized viewing or operations. 
This substantially extends protection beyond a simple debug 
port password. This can often be too complex to implement 
on smaller embedded systems. But it’s quite straightforward 
and feasible on larger OS-based systems because the 
necessary resources are typically present. 

8. Public Key Exchange   
Sometimes, PSKs aren’t a viable option, such as when the 
terminal device can’t have the key configured at the factory, 
the necessary field-installation expertise is unavailable, 
or there is no key-distribution system available. In these 
instances, public-key exchange (PKE) is an ideal solution–
thought it adds considerable complexity. With PKE, one of 
several methods is used to select and combine two large 
numbers, and then send one number and the resulting 
combination to the recipient. The recipient derives a session 
key that is known to the sender and this establishes a channel 
to encrypt/decrypt traffic. 

For design engineers who are 

striving to enhance the security of 

their IoT devices, there are numerous 

options at hand. In the following 

pages, we describe 10 strategies 

that can have a direct impact on 

improving device security.

10SECURITY 
STRATEGIES
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While technically complex and potentially too resource-
intensive for an embedded system, PKE can actually 
simplify system deployment and operation because the 
sender and receiver don’t need prior knowledge of one 
another and manual configurations can be minimized. 
This approach is often used on Linux-based systems that 
communicate over IP, because the necessary resources for 
PKE are often already present.

9. Transport Layer Security   
Transport Layer Security (TLS) is the current standard 
for the widely implemented Secure Sockets Layer (SSL) 
protocol. It provides a standard framework for PKE and 
encryption to secure traffic between devices. However, 
for resource-limited embedded systems, the memory and 
processing requirements for the TCP/IP stack may be 
impossible to support. That’s why TLS is often used on 
larger embedded systems (e.g., those running Linux) where 
communication occurs in IP sessions such as TCP. Even 
smaller embedded systems may have the resources to 
support TLS, but this requires careful evaluation. 

10. Secure Shell  
When an embedded terminal device uses Wi-Fi (802.11) 
for communication, the WPA2 suite of standards can 
secure the communication channel. This widely deployed 
protocol allows interoperability of systems from different 
design authorities. However, it is generally beyond the 
reach of smaller embedded systems unless specialized 
Wi-Fi-dedicated coprocessors are present. For certain 
applications on larger OS-based (e.g., Linux) systems, 
WPA2 can be an attractive option. 

Digi Trustfence® Featuring the Digi 
Connectcore® 6 and 6Ul and Nxp I.mx6 and 
I.mx6ul® Processor  
To help designers and builders effectively respond to the IoT 
security mandate, Digi offers Digi TrustFence®, a fully integrated, 
tested, and complete Linux device security framework for the 
Digi ConnectCore® 6 and 6UL system-on-module solutions 
featuring the NXP i.MX6 and i.MX6UL. 

By leveraging multiple i.MX’s H/W security components, Digi 
TrustFence simplifies efforts to build secure, trusted, and reliable 
connected products; speeds your time to market; and lets you 
focus on your core competency. You gain immediate access 
to critical features such as secure connections, authenticated 
boot, encrypted data storage, access-controlled ports, secure 
software updates, and seamless integration of the dedicated on-
module Secure Element (SE). 

Build connected, embedded products on Digi ConnectCore 6 
for the NXP i.MX6UL to capitalize on out-of-the-box, integrated 
security with Digi TrustFence. The result: you can protect your 
brand’s reputation. You focus on delivering products that take 
advantage of the benefits of connectivity. Digi TrustFence handles 
the security for you.  Digi TrustFence offers:

•  Secure Boot – TrustFence ensures only signed software images 
run on your device.

•  Encrypted Storage – Local file system encryption keeps your 
internal data safe.

•  Protected Ports – Protected, access-controlled internal and 
external ports prevent unwanted “back doors.”

•  Device Identity – Root of trust, certificate management, and 
secure key storage protect the identity of your device.

•  Device Integrity – Tamper-proofing and device-integrity 
monitoring with low-power support protect against physical 
intrusion.

•  Secure Connections – Enterprise-level data encryption 
provides privacy for wired and wireless network connections.

•  Future-Proofing – Digi platforms are built for longevity and 
long-life product lifecycles with availability for years to come.

10 SECURITY 
STRATEGIES
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Summary
Security threats to embedded devices in IoT solutions 
are increasingly common, as attacks have become easier 
to carry out. These can include confidentiality breaches, 
service theft, data integrity, and service availability. 
IoT systems have unique security requirements and 
challenges, mostly due to resource limitations. Six core 
methods (packet encryption, message replay protection, 
message authentication code, debug port protection, 
secure bootloaders, and pre-shared keys) are typically 
compatible with the unique needs of M2M terminal 
devices. Increasingly, four other methods (SSH, PKE, 
TLS, and WPA2) can be used with smaller M2M terminal 
devices as available system resources expand. 
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