ChipWhisperer® Embedded Security Analysis Tools
CW308 UFO Targets

SAMA4L UFO Target

newae.com Product Datasheet

For Chipliusperer This device has an AES hardware accelerator with side-
CH308 UFD Board

channel “countermeasures” that can be individually enabled
or disabled, making it a good case study for evaluating test
platforms.

o S14[ Targ;t B d The SAMAL board features the ATSAMA4L from Microchip.
J1

The board requires an external JTAG based programmer for
use.
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CW308 UFO Baseboard REQUIRED for use!

JTAG/SWD Programmer REQUIRED for use!

Product Highlights
Microchip ATSAMLA4L in TQFP-48 package, with 128KB flash and 32KB SRAM.
JTAG port on CW308 UFO baseboard breaks out JTAG/SWD pins to standard 20-pin JTAG header.

Full design files are available under an open-source license.

Ordering Summary
NAE-CW308T-ATSAMA4L Microchip ATSAM4LC2AA-AU UFO Target Board.

Product Links

Full Documentation https://wiki.newae.com/CW308T-SAM4L
Hardware Design https://github.com/newaetech/chipwhisperer-target-cw308t

Firmware Example  https://github.com/newaetech/chipwhisperer/tree/develop/hardware/victims/firm-
ware/
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Schematic

1 2 3 4
A
Il
Al Cl GND
GND yom| DA GNDR—c7 SHUNTL
CLKIN A3 | oND SHUNTL —&—SHunTH
— CLKOUT(TO TARGET) SHUNTH
GND___A4 C4 __GND
As| GND OND — e HuNTH
—L82c CLKIN(FROM TARGET) FILT LP
GND A6 | GNp FILT HP —<0
B USART TX A7 5 C7 GND
—==0 2 B4 GPIOI GND
USART RX___A8 [
—=0 GPIO2 FILTIN
A0 AY] cnios G C9  GND
A06__AL0] GPI ND —F15—GND
ST ——AIS1 GPIO4 GND e
D6 SEREA 2; nRST VCCL2V —515
“wmso A1y SeK veeLsy rcis
TMOST_A1g] MISO vecav Cca 3w
4 MOSI VCC3.3V
GND__AIS Cl5
GND VCC5.0V
GND___Al6 Cl6_ GND
— a7 OND = = OND &7 —G5ND
-l ppIC Soowuxdh GND
A8 ppip MQQEU?% LED| kSIS PAGH
AD | SpARE2 ST msnensweS LED s PAG
CRCHCECHCHCEC) = =
3 AN [ ypgr . 999999990 0EEEREERERE [y 20 PAR
o EEEEEEEGCH D e
Y CW308_TARGETCON
-—<l\<| \.-..Iuon\ooo\o-<mm<rmcl\oo0\o -
[aa] [aa] [aa] [aa] [as] [a2] [as] [as} al
[as] [aa] [aa] [aa] [aa] [aa] [aa] [aa] [aa] o] [aa]
| I~
O
2
a Slalvl |lele
Z
C 8l gge Elu A1l [S]
D
title: UFO Connections &% Approved: YES #
Rev: (02 Project: NAE-CW308T-SAM4I, License: GPL
Date: 28/10/2017 Time: 4:19:05 PM__ [ Sheet2 of 2 Copyright © NewAE Technology Inc.| NewAE.com
File: CW308T SAM4L UFO.SchDoc
1 2 3 4

CW308T-ATSAMA4L Datasheet
Last Update: 2019-MAY-30



NewAE Technology Inc. Your friendly embedded security arsonist. newae.com

Disclaimers

All content is Copyright NewAE Technology Inc., 2019. ChipWhisperer is a trademark of NewAE Technology Inc., registered in the United States of America
and Europe. ChipSHOUTER is a trademark of NewAE Technology Inc., registered in Europe. Trademarks are claimed in all jurisdictions and may be regis-
tered in other states than specified here.

NewAE Technology makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves
the right to make changes to specifications and product descriptions at any time without notice. NewAE Technology does not make any commitment to
update the information contained herein. NewAE Technology products are not intended, authorized, or warranted for use as components in applications
intended to support or sustain life. NewAE Technology products are designed solely for teaching purposes.

All other product names and trademarks are the property of their respective owners, which are in no way associated or affiliated with NewAE Technology
Inc. Use of these names does not imply any co-operation or endorsement.
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Mouser Electronics

Authorized Distributor

Click to View Pricing, Inventory, Delivery & Lifecycle Information:

NewAE Technology:
NAE-CW308T-ATSAMAL



https://www.mouser.com/newae-technology
https://www.mouser.com/access/?pn=NAE-CW308T-ATSAM4L

