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3.0 V Serial NOR Flash Memory

General Description

The Cypress CY16B Family devices are Flash nonvolatile memory products using:
m Floating Gate technology

m 65 nm process lithography

The CY16B family connects to a host system via a Serial Peripheral Interface (SPI). Traditional SPI single bit serial input and output
(Single 1/0 or SIO) is supported as well as optional two bit (Dual I/O or DIO) and four bit wide Quad I/O (QIO) and Quad Peripheral
Interface (QPI) commands. In addition, there are Double Data Rate (DDR) read commands for QIO and QPI that transfer address
and read data on both edges of the clock.

The architecture features a Page Programming Buffer that allows up to 256-bytes to be programmed in one operation and provides
individual 4KB sector, 32KB half block, 64KB block, or entire chip erase.

By using CY16B family devices at the higher clock rates supported, with Quad commands, the instruction read transfer rate can match
or exceed traditional parallel interface, asynchronous, NOR Flash memories, while reducing signal count dramatically.

The CY16B family products offer high densities coupled with the flexibility and fast performance required by a variety of mobile or
embedded applications. Provides an ideal storage solution for systems with limited space, signal connections, and power. These
memories offer flexibility and performance well beyond ordinary serial flash devices. They are ideal for code shadowing to RAM,
executing code directly (XIP), and storing re-programmable data.

Features

W Serial Peripheral Interface (SPI) with Multi-l/O

a Clock polarity and phase modes 0 and 3
7 Double Data Rate (DDR) option
o Quad peripheral Interface (QPI) option
o Extended Addressing: 24- or 32-bit address options
B Read
1 Commands: Normal, Fast, Dual 1/0, Quad I/O, DualO,
QuadO, DDR Quad /0.
1 Modes: Burst Wrap, Continuous (XIP), QPI

o Serial Flash Discoverable Parameters (SFDP) for
configuration information.

B Program Architecture
0 256 Bytes Page Programming buffer 3.0 V CYRS16B Flash
Memory
o Program suspend and resume
B Erase Architecture

o Uniform 4KB Sector Erase
o Uniform 32KB Half Block Erase
o Uniform 64KB Block Erase
a Chip erase
o Erase suspend and resume
m 1,000 Program/Erase Cycles
m 100 Year Data Retention

Cypress Semiconductor Corporation
Document Number: 002-18483 Rev. *C

198 Champion Court .

W Security Features

a Status and Configuration Register Protection

a Four Security Regions of 256 bytes each outside the main
Flash array

0 Legacy Block Protection: Block range

o Individual and Region Protection
+ Individual Block Lock: Volatile individual Sector/Block
* Pointer Region: Nonvolatile Sector/Block range

» Power Supply Lock-down, Password, or Permanent pro-
tection of Security Regions 2 and 3 and Pointer Region

B Technology
7 65 nm Floating Gate Technology
m Single Supply Voltage with CMOS 1/0
027Vto3.6V
B Temperature Range / Grade
a Military (-55°C to +125°C)
B Package
0 36-Lead ceramic Flatpack (36FP)
B Radiation Data

o Total Dose = Unbiased - 125 Krad (Read) / 50 Krad (Write)
Biased - 30 Krad (Read) / 20 Krad (Write)

a Heavy lon Single Event Effects:
» SEU Threshold > 28 MeV.cm2/mg (LET)
+ SEU Rate <1 x 107'® upsets/bit-day
» SEFI Threshold > 60 MeV.cm2/mg (LET)
* Latch up immunity > 60 MeV.cm2/mg (85 °C)

San Jose, CA 95134-1709 . 408-943-2600
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Performance Summary
Maximum Read Rates SDR

Command c'?&';':fte MBps
Read 50 6.25
Fast Read 133 16.5
Dual Read 133 33
Quad Read 133 66
Maximum Read Rates DDR

Command CIc(:I\cnIT_II:)ate MBps
DDR Quad Read 66 66
Typical Program and Erase Rates

Operation KBps
Page Programming 854
4 KB Sector Erase 80
32 KB Half Block Erase 168
64 KB Block Erase 237
Typical Current Consumption, —40°C to +85°C

Operation Typical Current Unit
Fast Read 5 MHz 10 mA
Fast Read 10 MHz 10 mA
Fast Read 20 MHz 10 mA
Fast Read 50 MHz 15 mA
Fast Read 108 MHz 25 mA
Fast Read 133 MHz 30 mA
Quad I/0 / QPI Read 108 MHz 25 mA
Quad I/0 / QPI Read 133 MHz 30 mA
Quad I/0 / QPI DDR Read 33 MHz 15 mA
Quad I/0 / QPI DDR Read 66 MHz 30 mA
Program 40 mA
Erase 40 mA
Standby SPI 20 MA
Standby QPI 60 MA
Deep Power Down 2 MA

Document Number: 002-18483 Rev. *C Page 2 of 135
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1. Product Overview
1.1 Key Feature

Table 1. Cypress 256M CY16B256 Key Features:

Parameter CY16B256
Technology Node 65nm
Architecture Floating Gate
Release Date 4H2020
Density 256Mb

Bus Width x1, X2, x4
Supply Voltage 27V-36V

Normal Read Speed

6MBps (50MHz)

Fast Read Speed

16.5MBps (133MHz)

Dual Read Speed

33MBps (133MHz)

Quad Read Speed

66MBps (133MHz)

Quad Read Speed (DDR)

66MBps (66MHz)

Program Buffer Size

2568

Erase Sector/Block Size

4KB / 32KB / 64KB

Parameter Sector Size

Sector / Block Erase Rate (typ.)

80 KBps (4KB)
168KBps (32KB
237KBps (64KB)

Page Programming Rate (typ.)

854KBps (256B)

Security Region / OTP

1024B

Individual and Region Protection or Advanced Sector

Protection Yes
Erase Suspend/Resume Yes
Program Suspend/Resume Yes

Operating Temperature

-55°C to +125°C

Document Number: 002-18483 Rev. *C
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2. Connection Diagrams

21 36-Lead Ceramic Flatpack (36FP)
Figure 1. 36-Lead Ceramic Flatpack (36FP), Top View
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1. The RESET# and |03 / RESET# inputs have an internal pull-up and may be left unconnected in the system if quad mode, mode and hardware reset are not in use.
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3. Signal Descriptions
Serial Peripheral Interface with Multiple Input / Output (SPI-MIO)

Many memory devices connect to their host system with separate parallel control, address, and data signals that require a large
number of signal connections and larger package size. The large number of connections increase power consumption due to so many
signals switching and the larger package increases cost.

The CY16B family reduces the number of signals for connection to the host system by serially transferring all control, address, and
data information over 6 signals. The CY16B family uses the industry standard single bit SPI and also supports optional extension
commands for two bit (Dual) and four bit (Quad) wide serial transfers. This multiple width interface is called SPI Multi-I/O or SPI-MIO.

3.1 Input/Output Summary
Table 2. Signal List

Signal Name Type Description
Hardware Reset: Low = device resets and returns to standby state, ready to receive a command.
RESET# Input Iggdsignal has an internal pull-up resistor and may be left unconnected in the host system if not
SCK Input Serial Clock
CS# Input Chip Select
SI/100 /0 Serial Input for single bit data commands or 100 for Dual or Quad commands.
SO/ 101 /0 Serial Output for single bit data commands. 101 for Dual or Quad commands.

Write Protect when not in Quad mode (CR1V[1] = 0 and SR1NVI[7] = 1).
102 when in Quad mode (CR1V[1] = 1).

WP# /102 1’0 The signal has an internal pull-up resistor and may be left unconnected in the host system if not used
for Quad commands or write protection. If write protection is enabled by SR1NV[7] = 1 and CR1V[1]
= 0, the host system is required to drive WP# high or low during a WRR or WRAR command.

103 in Quad-1/0O mode, when Configuration Register 1 QUAD bit, CR1V[1] = 1, or in QPI mode, when
Configuration Register 2 QPI bit, CR2V[3] =1 and CS# is low.

103/ /0 RESET# when enabled by CR2V[7] = 1 and not in Quad-I/O mode, CR1V[1] = 0, or when enabled in
RESET# quad mode, CR1V[1] = 1 and CS# is high.
The signal has an internal pull-up resistor and may be left unconnected in the host system if not used
for Quad commands or RESET#.
Vpp Supply Power Supply.
Vss Supply Ground.

Not Connected. No device internal signal is connected to the package connector nor is there any
NC Unused future plan to use the connector for a signal. The connection may safely be used for routing space for

a signal on a Printed Circuit Board (PCB). However, any signal connected to an NC must not have
voltage levels higher than Vpp.

Reserved for Future Use. No device internal signal is currently connected to the package connector
RFU Reserved but there is potential future use of the connector for a signal. It is recommended to not use RFU

connectors for PCB routing channels so that the PCB may take advantage of future enhanced
features in compatible footprint devices.

Do Not Use. A device internal signal may be connected to the package connector. The connection
may be used by Cypress for test or other purposes and is not intended for connection to any host
DNU Reserved system signal. Any DNU signal related function will be inactive when the signal is at V| _. The signal

has an internal pull-down resistor and may be left unconnected in the host system or may be tied to
Vgs. Do not use these connections for PCB signal routing channels. Do not connect any host system
signal to this connection.

Note

2. Inputs with internal pull-ups or pull-downs drive less than 2 uA. Only during power-up is the current larger at 150 pA for 4 pS. Resistance of pull-ups or pull-down
resistors with the typical process at Vcc = 3.3 V at —40 C is ~4.5 MQ and at 90 C is ~6.6 MQ.

Document Number: 002-18483 Rev. *C Page 6 of 135
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3.2 Multiple Input / Output (MIO)

Traditional SPI single bit wide commands (Single or SIO) send information from the host to the memory only on the Serial Input (SI)
signal. Data may be sent back to the host serially on the Serial Output (SO) signal.

Dual or Quad Input / Output (1/0O) commands send instructions to the memory only on the SI/I00 signal. Address or data is sent from
the host to the memory as bit pairs on 100 and 101 or four bit (nibble) groups on 100, 101, 102, and 103. Data is returned to the host
similarly as bit pairs on 100 and 101 or four bit (nibble) groups on 100, 101, 102, and 103.

QPI mode transfers all instructions, addresses, and data from the host to the memory as four bit (nibble) groups on 100, 101, 102,
and I03. Data is returned to the host similarly as four bit (nibble) groups on 100, 101, 102, and 103.

3.3 Serial Clock (SCK)

This input signal provides the synchronization reference for the SPI interface. Instructions, addresses, or data input are latched on
the rising edge of the SCK signal. Data output changes after the falling edge of SCK, in SDR commands.

3.4 Chip Select (CS#)

The chip select signal indicates when a command is transferring information to or from the device and the other signals are relevant
for the memory device.

When the CS# signal is at the logic high state, the device is not selected and all input signals are ignored and all output signals are
high impedance. The device will be in the Standby Power mode, unless an internal embedded operation is in progress. An embedded
operation is indicated by the Status Register 1 Write-In-Progress bit (SR1V[0]) set to 1, until the operation is completed. Some example
embedded operations are: Program, Erase, or Write Registers (WRR) operations.

Driving the CS# input to the logic low state enables the device, placing it in the Active Power mode. After Power-up, a falling edge on
CS# is required prior to the start of any command.

3.5 Serial Input (SlI) / 100

This input signals used to transfer data serially into the device. It receives instructions, addresses, and data to be programmed. Values
are latched on the rising edge of serial SCK clock signal. S| becomes |00 - an input and output during Dual and Quad commands for
receiving instructions, addresses, and data to be programmed (values latched on rising edge of serial SCK clock signal) as well as
shifting out data (on the falling edge of SCK, in SDR commands, and on every edge of SCK, in DDR commands

3.6  Serial Output (SO) /101

This output signals used to transfer data serially out of the device. Data is shifted out on the falling edge of the serial SCK clock signal.
SO becomes |01 - an input and output during Dual and Quad commands for receiving addresses, and data to be programmed (values
latched on rising edge of serial SCK clock signal) as well as shifting out data (on the falling edge of SCK in SDR commands, and on
every edge of SCK, in DDR commands).

3.7 Write Protect (WP#) / 102

When WP# is driven Low (V) ), when the Status Register Protect 0 (SRPO_NV) or (SRPO) bit of Status Register 1 (SR1NV[7]) or
(SR1VI[7]) is set to a 1, it is not possible to write to Status Registers, Configuration Registers or DLR registers. In this situation, the
command selecting SR1NV, SR1V, CR1NV,CR1V, CR2NV, CR2V, CR3NV, DLRNV and DLRV is ignored, and no error is set.

This prevents any alteration of the Legacy Block Protection settings. As a consequence, all the data bytes in the memory area that
are protected by the Legacy Block Protection feature are also hardware protected against data modification if WP# is Low during
commands changing Status Registers, Configuration Registers or DLR registers, with SRPO_NV set to 1. Similarly, the Security
Region Lock Bits (LB3-LB0) are protected against programming.

The WP# function is not available when the Quad mode is enabled (CR1V[1] = 1) or QPI mode is enabled (CR2V[3] = 1). The WP#
function is replaced by 102 for input and output during Quad mode or QPI mode is enabled (CR2V[3] = 1) for receiving addresses,
and data to be programmed (values are latched on rising edge of the SCK signal) as well as shifting out data on the falling edge of
SCK, in SDR commands, and on every edge of SCK, in DDR commands).

WP# has an internal pull-up resistance; when unconnected, WP# is at V|4 and may be left unconnected in the host system if not used
for Quad mode or QPI mode or protection.

Document Number: 002-18483 Rev. *C Page 7 of 135
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3.8 103 / RESET#

103 is used for input and output during Quad mode (CR1V[1] = 1) or QPI mode is enabled (CR2V[3] = 1) for receiving addresses, and
data to be programmed (values are latched on rising edge of the SCK signal) as well as shifting out data (on the falling edge of SCK,
in SDR commands, and on every edge of SCK, in DDR commands).

The 103 / RESET# input may also be used to initiate the hardware reset function when the I03 / RESET# feature is enabled by writing
Configuration Register 2 nonvolatile bit 7 (CR2NV[7] = 1). The input is only treated as RESET# when the device is not in Quad modes
(114,144,444), CR1V[1] = 0, or when CS# is high. When Quad modes are in use, CR1V[1] = 1or QPI mode is enabled (CR2V[3] = 1),
and the device is selected with CS# low, the I03 / RESET# is used only as 103 for information transfer. When CS# is high, the 103 /
RESET# is not in use for information transfer and is used as the reset input. By conditioning the reset operation on CS# high during
Quad modes (114,144 ,444), the reset function remains available during Quad modes (114,144,444).

When the system enters a reset condition, the CS# signal must be driven high as part of the reset process and the |03 / RESET#
signal is driven low. When CS# goes high the 103 / RESET# input transitions from being 103 to being the reset input. The reset
condition is then detected when CS# remains high and the 103 / RESET# signal remains low for tgp. If a reset is not intended, the
system is required to actively drive 103 / RESET# to high along with CS# being driven high at the end of a transfer of data to the
memory. Following transfers of data to the host system, the memory will drive 103 high during tcs. This will ensure that |03 / RESET#
is not left floating or being pulled slowly to high by the internal or an external passive pull-up. Thus, an unintended reset is not triggered
by the 103 / RESET# not being recognized as high before the end of tgp.

The 103 / RESET# input reset feature is disabled when (CR2V[7] = 0).

The 103 / RESET# input has an internal pull-up resistor and may be left unconnected in the host system if not used for Quad mode
or the reset function. The internal pull-up will hold 103 / RESET# high after the host system has actively driven the signal high and
then stops driving the signal.

Note that |03 / RESET# input cannot be shared by more than one SPI-MIO memory if any of them are operating in Quad 1/0O mode
as 103 being driven to or from one selected memory may look like a reset signal to a second non-selected memory sharing the same
103 / RESET# signal.

3.9 RESET#

The RESET# input provides a hardware method of resetting the device to standby state, ready for receiving a command. When
RESET# is driven to logic low (V) for at least a period of tgp, the device starts the hardware reset process.

RESET# causes the same initialization process as is performed when power comes up and requires tp time.

RESET# may be asserted low at any time. To ensure data integrity any operation that was interrupted by a hardware reset should be
reinitiated once the device is ready to accept a command sequence.

RESET# has an internal pull-up resistor and may be left unconnected in the host system if not used. The internal pull-up will hold
Reset high after the host system has actively driven the signal high and then stops driving the signal.

The RESET# input is not available on all packages options. When not available the RESET# input of the device is tied to the inactive
state.

3.10 Voltage Supply (Vpp)

Vpp is the voltage source for all device internal logic. It is the single voltage used for all device internal functions including read,
program, and erase.

3.11  Supply and Signal Ground (Vgg)

Vgs is the common voltage drain and ground reference for the device core, input signal receivers, and output drivers.

3.12 Not Connected (NC)

No device internal signal is connected to the package connector nor is there any future plan to use the connector for a signal. The
connection may safely be used for routing space for a signal on a Printed Circuit Board (PCB).

3.13 Reserved for Future Use (RFU)

No device internal signal is currently connected to the package connector but there is potential future use of the connector. It is
recommended to not use RFU connectors for PCB routing channels so that the PCB may take advantage of future enhanced features
in compatible footprint devices.

3.14 Do Not Use (DNU)

A device internal signal may be connected to the package connector. The connection may be used by Cypress for test or other
purposes and is not intended for connection to any host system signal. Any DNU signal related function will be inactive when the
signal is at V. The signal has an internal pull-down resistor and may be left unconnected in the host system or may be tied to Vgg.
Do not use these connections for PCB signal routing channels. Do not connect any host system signal to these connections.

Document Number: 002-18483 Rev. *C Page 8 of 135
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4. Block Diagrams
4.1 Logic Block Diagram

Figure 2. Logic Block Diagram Quad-SPI
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Figure 3. Bus Master and Memory Devices on the SPI Bus—Single Bit Data Path
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Figure 4. Bus Master and Memory Devices on the SPI Bus — Dual Bit Data Path
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Figure 5. Bus Master and Memory Devices on the SPI Bus— Quad Bit Data Path — Separate RESET#
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Figure 6. Bus Master and Memory Devices on the SPI Bus — Quad Bit Data Path — 1/03 / RESET#
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5. Signal Protocols

5.1 SPI Clock Modes
5.1.1 Single Data Rate (SDR)

The CY16B family can be driven by an embedded micro-controller (bus master) in either of the two following clocking modes.
m Mode 0 with Clock Polarity (CPOL) = 0 and, Clock Phase (CPHA) =0
m Mode 3 with CPOL = 1 and, CPHA = 1

For these two modes, input data into the device is always latched in on the rising edge of the SCK signal and the output data is always
available from the falling edge of the SCK clock signal.

The difference between the two modes is the clock polarity when the bus master is in standby mode and not transferring any data.
m SCK will stay at logic low state with CPOL = 0, CPHA =0
m SCK will stay at logic high state with CPOL = 1, CPHA = 1

Figure 7. SPI SDR Modes Supported

CPOL=0_CPHA=0_SCLK I \ I [\ \ I \ ] \ I
CPOL=1_CPHA=1_SCLK \ J \ [N \ I \ I \ ]
cs# §
S_IOO_MSB__ ] R }
SO_I01 \) {MSB_

Timing diagrams throughout the remainder of the document are generally shown as both mode 0 and 3 by showing SCK as both high
and low at the fall of CS#. In some cases a timing diagram may show only mode 0 with SCK low at the fall of CS#. In such a case,
mode 3 timing simply means clock is high at the fall of CS# so no SCK rising edge set up or hold time to the falling edge of CS# is
needed for mode 3.

SCK cycles are measured (counted) from one falling edge of SCK to the next falling edge of SCK. In mode 0 the beginning of the first
SCK cycle in a command is measured from the falling edge of CS# to the first falling edge of SCK because SCK is already low at the
beginning of a command.

5.1.2 Double Data Rate (DDR)

Mode 0 and Mode 3 are also supported for DDR commands. In DDR commands, the instruction bits are always latched on the rising
edge of clock, the same as in SDR commands. However, the address and input data that follow the instruction are latched on both
the rising and falling edges of SCK. The first address bit is latched on the first rising edge of SCK following the falling edge at the end
of the last instruction bit. The first bit of output data is driven on the falling edge at the end of the last access latency (dummy) cycle.

SCK cycles are measured (counted) in the same way as in SDR commands, from one falling edge of SCK to the next falling edge of
SCK. In mode 0 the beginning of the first SCK cycle in a command is measured from the falling edge of CS# to the first falling edge
of SCK because SCK is already low at the beginning of a command.

Figure 8. SPI DDR Modes Supported

s\ | ! o
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5.2 Command Protocol

All communication between the host system and CY16B family memory devices is in the form of units called commands. See
Section 8. Commands on page 49 for definition and details for all commands.

All commands begin with an 8-bit instruction that selects the type of information transfer or device operation to be performed.
Commands may also have an address, instruction modifier, latency period, data transfer to the memory, or data transfer from the
memory. All instruction, address, and data information is transferred sequentially between the host system and memory device.

Command protocols are also classified by a numerical nomenclature using three numbers to reference the transfer width of three
command phases:

m instruction;
m address and instruction modifier (continuous read mode bits);

m data.

Single bit wide commands start with an instruction and may provide an address or data, all sent only on the Sl signal. Data may be
sent back to the host serially on the SO signal. This is referenced as a 1-1-1 command protocol for single bit width instruction, single
bit width address and modifier, single bit data.

Dual-O or Quad-O commands provide an address sent from the host as serial on Sl (I00) then followed by dummy cycles. Data is
returned to the host as bit pairs on 100 and 101 or, four bit (nibble) groups on 100, 101, 102, and |03. This is referenced as 1-1-2 for
Dual-O and 1-1-4 for Quad-O command protocols.

Dual or Quad Input / Output (I/O) commands provide an address sent from the host as bit pairs on 100 and 101 or, four bit (nibble)
groups on 100, 101, 102, and 103 then followed by dummy cycles. Data is returned to the host similarly as bit pairs on 100 and 101
or, four bit (nibble) groups on 100, 101, 102, and I03. This is referenced as 1-2-2 for Dual 1/0 and 1-4-4 for Quad I/0O command
protocols.

The CY16B family also supports a QPI mode in which all information is transferred in 4-bit width, including the instruction, address,
modifier, and data. This is referenced as a 4-4-4 command protocol.

Commands are structured as follows:

m Each command begins with CS# going low and ends with CS# returning high. The memory device is selected by the host driving
the Chip Select (CS#) signal low throughout a command.

m The serial clock (SCK) marks the transfer of each bit or group of bits between the host and memory.

m Each command begins with an eight bit (byte) instruction. The instruction selects the type of information transfer or device operation
to be performed. The instruction transfers occur on SCK rising edges. However, some read commands are modified by a prior read
command, such that the instruction is implied from the earlier command. This is called Continuous Read Mode. When the device
is in continuous read mode, the instruction bits are not transmitted at the beginning of the command because the instruction is the
same as the read command that initiated the Continuous Read Mode. In Continuous Read mode the command will begin with the
read address. Thus, Continuous Read Mode removes eight instruction bits from each read command in a series of same type read
commands.

m The instruction may be stand alone or may be followed by address bits to select a location within one of several address spaces in
the device. The instruction determines the address space used. The address may be either a 24 bit or a 32 bit, byte boundary,
address. The address transfers occur on SCK rising edge, in SDR commands, or on every SCK edge, in DDR commands.

m In legacy SPI mode, the width of all transfers following the instruction are determined by the instruction sent. Following transfers
may continue to be single bit serial on only the Sl or Serial Output (SO) signals, they may be done in two bit groups per (dual)
transfer on the 100 and 101 signals, or they may be done in 4 bit groups per (quad) transfer on the I00-103 signals. Within the dual
or quad groups the least significant bit is on 100. More significant bits are placed in significance order on each higher numbered 10
signal. Single bits or parallel bit groups are transferred in most to least significant bit order.

m In QPI mode, the width of all transfers is a 4-bit wide (quad) transfer on the 100-103 signals.

m Dual and Quad I/O read instructions send an instruction modifier called Continuous Read mode bits, following the address, to indicate
whether the next command will be of the same type with an implied, rather than an explicit, instruction. These mode bits initiate or
end the continuous read mode. In continuous read mode, the next command thus does not provide an instruction byte, only a new
address and mode bits. This reduces the time needed to send each command when the same command type is repeated in a
sequence of commands. The mode bit transfers occur on SCK rising edge, in SDR commands, or on every SCK edge, in DDR
commands.

m The address or mode bits may be followed by write data to be stored in the memory device or by a read latency period before read
data is returned to the host.

m Write data bit transfers occur on SCK rising edge, in SDR commands, or on every SCK edge, in DDR commands.
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m SCK continues to toggle during any read access latency period. The latency may be zero to several SCK cycles (also referred to
as dummy cycles). At the end of the read latency cycles, the first read data bits are driven from the outputs on SCK falling edge at
the end of the last read latency cycle. The first read data bits are considered transferred to the host on the following SCK rising
edge. Each following transfer occurs on the next SCK rising edge, in SDR commands, or on every SCK edge, in DDR commands.

m If the command returns read data to the host, the device continues sending data transfers until the host takes the CS# signal high.
The CS# signal can be driven high after any transfer in the read data sequence. This will terminate the command.

m At the end of a command that does not return data, the host drives the CS# input high. The CS# signal must go high after the eighth
bit, of a stand alone instruction or, of the last write data byte that is transferred. That is, the CS# signal must be driven high when
the number of bits after the CS# signal was driven low is an exact multiple of eight bits. If the CS# signal does not go high exactly
at the eight bit boundary of the instruction or write data, the command is rejected and not executed.

m All instruction, address, and mode bits are shifted into the device with the Most Significant Bits (MSB) first. The data bits are shifted
in and out of the device MSB first. All data is transferred in byte units with the lowest address byte sent first. Following bytes of data
are sent in lowest to highest byte address order i.e. the byte address increments.

m All attempts to read the flash memory array during a program, erase, or a write cycle (embedded operations) are ignored. The
embedded operation will continue to execute without any affect. A very limited set of commands are accepted during an embedded
operation. These are discussed in the individual command descriptions.

m Depending on the command, the time for execution varies. A command to read status information from an executing command is
available to determine when the command completes execution and whether the command was successful.

5.2.1 Command Sequence Examples

Figure 9. Stand Alone Instruction Command

cs# | [

SCK [ N
soo I 7 | 6 [ 5 | 4 | 3 [ 2 [ 1 1 o e
$0_101-103
Phase Instructon o

,,,,,,,, 4l

Figure 10. Single Bit Wide Input Command

cs# | [
SCLK
soorios I 7 [ 6 [ 5 [ [5 2 7]o]7 6 5 45 2] oMM

SO

Phase ‘L Instruction L Input Data !

Figure 11. Single Bit Wide Output Command without Latency
cs# | [
o W7 e [ [+ 3 [z 17 (o

so {7]6]s5]a]3]2]1]o]7]e]s5]a]3]2]1]0]
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Figure 12. Single Bit Wide I/0 Command with Latency

cs# | ) )\ [
seue MMM L U=
S 2 I I N P W

so ! ! 71654 3]2]1]0]

Figure 13. Dual Output Read Command

csit | i\

oo—7[e[s5[4a]3]2[1]o]31[\\[1]o0] {6e4[2]o]6]4]2]0
01 1S l7[s[3[1]7]5]3]1
Phase | nstucon | \ddess | DummyCydes | _Datai | _Daa2 __

Figure 14. Quad Output Read Command

cs# | \

loo——7]6[5]4[3[2]1]o[31]W\][1]0] {4JoJ4]oJ4]o[4]o]4]0]4
101 i\ s[1]s]1]5]1]5[1[5]1]5
102 ) [6]2]6]2[6]2]6]2]6]2]6
103 \ 713 )7 [3]7]3[7[3]7[3]7
Phase | nstrucon | Aldress | Dummy | D1 | D2 | D3 | D4 | D5 |

Figure 15. Dual /0 Command
cst | )
100——7|6]5[4[3[2]1]o[30[V[2]ofe[4[2[oF—6]4]2[0f6]4]2]0]
101 (31 [W[a[1[7[s[3[1F——7][5]3]1]7[5]3[1]

Phase . Instruction " A\Vress | Mode  Dum | Datat | Data2 |

,,,,, L - _ T L~ -+ _ -7 __ _.”--_ 1L _ -7/ _ _ _ _L__"7"7=_ _ L

Figure 16. Quad I/0 Command'
cst | i\ )
Tsnnnnnnnnnnpnnninnnnnpnnnnns
00— 7J6 5 4 32 1 o28[\\Ta o 4 INy—4]ol2]o[4]o]4]0]
101 20\Y {5 [1 |5 IN\Y—{ 5[ 15[ 1]5]1]5]1]
102 30[\\ T6 26 BINY—6l2]6[2]6[2]6]2]
103 sV 717 BINY—A7[s[7]3]7]a]7]3]

Phase | Instruction XSAddress Mode “: Dummy | D1 | D2 | D3 | D4 |

o) EN ) il H bt s H 1 St A AL,,,,L,,,,L,,,,L,,,,L,,

Note
3. The gray bits are optional, the host does not have to drive bits during that cycle.
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Figure 17. Quad I/O Read Command in QPI Mode!¥

cs# 7] X i

00— 4 [0 {28V T4 0 4 MOHY——T{40o4lo0o alo]4]0]
1ot — 5 [ 1 J20[V 51 [5 HY——511 151 ]5][1]5]1]
02— 6230V [6]2 6 MBHY——6]2]6]2]6]2]6]2]
08— 7[5 [31 W7 3 7 Y713 73] 737 ]3]

Phase | nstruct. |\ Address | Mode | §\ Dummy . D1 D2 D3 D4

_ T L T T L)y Lr_ - _ _ L ,,,,, L ,,,,, L ,,,,, L,,

Figure 18. DDR Quad I/O Read Command*!

= |
oo— 7[e6[5[4a[3]2][1]0 |24242q1q148|4|o|4|.—“—|7|6|5|4|3|2|1|o|4|0|4|o|
101 ledede{ o[ s[1[s[1H\———{7[s[s[«[3[2[1[o[s[1[5[1]
102 }3q24241d141q6|2|6|2|—“—|7|6|5|4|3|2|1|o|6|2|6|2|
103 }31|212:11q1£|117|3|7|3|—“—|7|6|5|4|3|2|1|o|7|3|7|3|

Phase ! Instruction ! Address ‘Modes Dummy DLP | D1/ D2)

e e L__ L

Figure 19. DDR Quad I/0 Read Command QPI Mode*!
cs#~ | \\
se ] LML L L e
100—{ "4 | o [28[24]20]16[12[ 8] 4] o] 4 WH\—— 7] 6] 5] 4] 3] 2] 1] o[ 4] 0] 4] 0]
io1—{"5 [ 1 [eo[zs]2117[13[ o[ 5] 1| s H\——— 7] 6] 5[ 4] 3] 2] 1[o[5]1]5] 1]
02— "6 | 2 [30]26]22]18[14[10] 6] 2 6 AH\——— 7[ 6] 5[ 4] 3] 2] 1[ 0] 6] 2] 6] 2]
[ 3 [si[er]eanefs[ 1] 7[ 3] 7 BN\ 7] 6] 5] 4] 3] 2] 1] o] 7] 3] 7] 3]

Phase | nstruct. | Address ' Mode \\ Dummy | bp D1 D2

R S B . L L _L_

o

-

Additional sequence diagrams, specific to each command, are provided in Section 8. Commands on page 49.

Note
4. The gray bits are optional, the host does not have to drive bits during that cycle.

Document Number: 002-18483 Rev. *C Page 15 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

5.3 Interface States

This section describes the input and output signal levels as related to the SPI interface behavior.

Table 3. Interface States Summary

103 / WP# |

Interface State Vbp SCK CS# RESET# | pESET# 102 SO /101 | Si/100
Power-Off <Vpp (low) X X X X X 4 X
Low Power
Hardware Data Protection <Vop (cut-off) X X X X X z X
Power-On (Cold) Reset 2Vpp (min) X HH X X X 4 X
Hardware (Warm) Reset Non-Quad Mode 2Vpp (min) X X HL HL X 4 X
Hardware (Warm) Reset Quad Mode 2Vpp (min) X HH HL HL X z X
Interface Standby 2Vpp (min) X HH HH HH X 4 X
Instruction Cycle (Legacy SPI) 2Vpp (min) HT HL HH HH HV 4 HV
Single Input Cycle .
Host to Memory Transfer 2Vpp (min) HT HL HH HH X z HV
Single Latency (Dummy) Cycle 2Vpp (min) HT HL HH HH X V4 X
Single Output Cycle o .
Memory to Host Transfer 2Vpp (min) HT HL HH HH X MV X
Dual Input Cycle 2Vpp (min) HT HL HH HH X HV HV

Host to Memory Transfer
Dual Latency (Dummy) Cycle 2Vpp (min) HT HL HH HH X X X

Dual Output Cycle
Memory to Host Transfer

2Vpp (min) HT HL HH HH X MV MV

Quad Input Cycle
Host to Memory Transfer

Quad Latency (Dummy) Cycle 2Vpp (min) HT HL HH X X X X

Quad Output Cycle
Memory to Host Transfer

DDR Quad Input Cycle
Host to Memory Transfer

DDR Latency (Dummy) Cycle >Vpp (min) HT HL HH X X X X

DDR Quad Output Cycle
Memory to Host Transfer

2Vpp (min) HT HL HH HV HV HV HV

2Vpp (min) HT HL HH MV MV MV MV

2Vpp (min) HT HL HH HV HV HV HV

2Vpp (min) HT HL HH MV MV MV MV

Legend

Z = no driver - floating signal

HL = Host driving V|

HH = Host driving V|

HV = either HL or HH
X=HLorHHorZ

HT = toggling between HL and HH
ML = Memory driving V)

MH = Memory driving V|

MV = either ML or MH

5.3.1 Power-Off

When the core supply voltage is at or below the Vpp (Low) VOltage, the device is considered to be powered off. The device does not
react to external signals, and is prevented from performing any program or erase operation.

Document Number: 002-18483 Rev. *C Page 16 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

5.3.2 Low Power Hardware Data Protection

When Vpp is less than Vpp (cyt.of) the memory device will ignore commands to ensure that program and erase operations can not
start when the core supply voltage is out of the operating range. When the core voltage supply remains at or below the Vpp Low)
voltage for 2 tpp time, then rises to 2 Vpp (minimum) the device will begin its Power On Reset (POR) process. POR continues untiﬁ the
end of tpy. During tp the device does not react to external input signals nor drive any outputs. Following the end of tp; the device
transitions to the Interface Standby state and can accept commands. For additional information on POR see Section 12.3.1 Power
On (Cold) Reset on page 121.

5.3.3 Hardware (Warm) Reset

A configuration option is provided to allow 103 / RESET# to be used as a hardware reset input when the device is not in any Quad or
QPI mode or when it is in any Quad mode or QPI mode and CS# is high. In Quad or QPl mode on some packages a separate reset
input is provided (RESET #). When 103 / RESET# or RESET# is driven low for tgp time the device starts the hardware reset process.
The process continues for tgpy time. Following the end of both tgpy and the reset hold time following the rise of RESET# (tgry) the
device transitions to the Interface Standby state and can accept commands. For additional information on hardware reset see
Section 12.3 Reset on page 121.

5.34 Interface Standby

When CS# is high the SPI interface is in standby state. Inputs other than RESET# are ignored. The interface waits for the beginning
of a new command. The next interface state is Instruction Cycle when CS# goes low to begin a new command.

While in interface standby state the memory device draws standby current (Igg) if no embedded algorithm is in progress. If an
embedded algorithm is in progress, the related current is drawn until the end of the algorithm when the entire device returns to standby
current draw.

5.3.5 Instruction Cycle (Legacy SPI Mode)

When the host drives the MSB of an instruction and CS# goes low, on the next rising edge of SCK the device captures the MSB of
the instruction that begins the new command. On each following rising edge of SCK the device captures the next lower significance
bit of the 8 bit instruction. The host keeps CS# low, and drives the Write Protect (WP#) and 103 / RESET# signals as needed for the
instruction. However, WP# is only relevant during instruction cycles of a WRR or WRAR command or any other commands which
affect Status registers, Configuration registers and DLR registers, and is other wise ignored. 103 / RESET# is driven high when the
device is not in Quad Mode (CR1V[1] = 0) or QPI Mode (CR2V[3] = 0) and hardware reset is not required.

Each instruction selects the address space that is operated on and the transfer format used during the remainder of the command.
The transfer format may be Single, Dual O, Quad O, Dual I/0, or Quad /O, or DDR Quad I/O. The expected next interface state
depends on the instruction received.

Some commands are stand alone, needing no address or data transfer to or from the memory. The host returns CS# high after the
rising edge of SCK for the eighth bit of the instruction in such commands. The next interface state in this case is Interface Standby.

5.3.6 Instruction Cycle (QPI Mode)

In QPI mode, when CR2V[3] = 1, instructions are transferred 4 bits per cycle. In this mode instruction cycles are the same as a Quad
Input Cycle (See Section 5.3.13 QPP or QOR Address Input Cycle on page 18).

5.3.7 Single Input Cycle — Host to Memory Transfer

Several commands transfer information after the instruction on the single serial input (Sl) signal from host to the memory device. The
host keeps RESET# high, CS# low, and drives Sl as needed for the command. The memory does not drive the Serial Output (SO)
signal.

The expected next interface state depends on the instruction. Some instructions continue sending address or data to the memory
using additional Single Input Cycles. Others may transition to Single Latency, or directly to Single, Dual, or Quad Output cycle states.

5.3.8 Single Latency (Dummy) Cycle

Read commands may have zero to several latency cycles during which read data is read from the main Flash memory array before
transfer to the host. The number of latency cycles are determined by the Latency Code in the configuration register (CR3V[3:0]).
During the latency cycles, the host keeps RESET# and 103 / RESET# high, CS# low and SCK toggles. The Write Protect (WP#) signal
is ignored. The host may drive the Sl signal during these cycles or the host may leave Sl floating. The memory does not use any data
driven on SO or other I/O signals during the latency cycles. The memory does not drive the Serial Output (SO) or I/O signals during
the latency cycles.

The next interface state depends on the command structure i.e. the number of latency cycles, and whether the read is single, dual,
or quad width.
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5.3.9 Single Output Cycle — Memory to Host Transfer

Several commands transfer information back to the host on the single Serial Output (SO) signal. The host keeps RESET# and 103 /
RESET# high, CS# low. The Write Protect (WP#) signal is ignored. The memory ignores the Serial Input (Sl) signal. The memory
drives SO with data.

The next interface state continues to be Single Output Cycle until the host returns CS# to high ending the command.

5.3.10 Dual Input Cycle — Host to Memory Transfer

The Read Dual /0O command transfers two address or mode bits to the memory in each cycle. The host keeps RESET# and 103 /
RESET# high, CS# low. The Write Protect (WP#) signal is ignored. The host drives address on SI /100 and SO / 101.

The next interface state following the delivery of address and mode bits is a Dual Latency Cycle if there are latency cycles needed or
Dual Output Cycle if no latency is required.

5.3.11 Dual Latency (Dummy) Cycle

Read commands may have zero to several latency cycles during which read data is read from the main Flash memory array before
transfer to the host. The number of latency cycles are determined by the Latency Code in the configuration register (CR3V[3:0]).
During the latency cycles, the host keeps RESET# and 103 / RESET# high, CS# low, and SCK continues to toggle. The Write Protect
(WP#) signal is ignored. The host may drive the SI /100 and SO / 101 signals during these cycles or the host may leave SI / 100 and
SO /101 floating. The memory does not use any data driven on Sl /100 and SO / 101 during the latency cycles. The host must stop
driving SI/ 100 and SO /101 on the falling edge of SCK at the end of the last latency cycle. It is recommended that the host stop
driving them during all latency cycles so that there is sufficient time for the host drivers to turn off before the memory begins to drive
at the end of the latency cycles. This prevents driver conflict between host and memory when the signal direction changes. The
memory does not drive the SI /100 and SO / 101 signals during the latency cycles.

The next interface state following the last latency cycle is a Dual Output Cycle.

5.3.12 Dual Output Cycle — Memory to Host Transfer

The Read Dual Output and Read Dual I/O return data to the host two bits in each cycle. The host keeps RESET# and |03 / RESET#
high, CS# low. The Write Protect (WP#) signal is ignored. The memory drives data on the SI /100 and SO /101 signals during the
dual output cycles on the falling edge of SCK.

The next interface state continues to be Dual Output Cycle until the host returns CS# to high ending the command.

5.3.13 QPP or QOR Address Input Cycle

The Quad Page Program and Quad Output Read commands send address to the memory only on 100. The other IO signals are
ignored. The host keeps RESET# and 103 / RESET# high, CS# low, and drives 100.

For QPP the next interface state following the delivery of address is the Quad Input Cycle. For QOR the next interface state following
address is a Quad Latency Cycle if there are latency cycles needed or Quad Output Cycle if no latency is required.

5.3.14 Quad Input Cycle — Host to Memory Transfer

The Quad I/0 Read command transfers four address or mode bits to the memory in each cycle. In QPI mode, the Quad I/0 Read and
Page Program commands transfer four data bits to the memory in each cycle, including the instruction cycles. The host keeps CS#
low, and drives the 10 signals.

For Quad I/O Read the next interface state following the delivery of address and mode bits is a Quad Latency Cycle if there are latency
cycles needed or Quad Output Cycle if no latency is required. For QPl mode Page Program, the host returns CS# high following the
delivery of data to be programmed and the interface returns to standby state.

5.3.15 Quad Latency (Dummy) Cycle

Read commands may have zero to several latency cycles during which read data is read from the main Flash memory array before
transfer to the host. The number of latency cycles are determined by the Latency Code in the configuration register (CR3V[3:0]).
During the latency cycles, the host keeps CS# low and continues to toggle SCK. The host may drive the 10 signals during these cycles
or the host may leave the 10 floating. The memory does not use any data driven on IO during the latency cycles. The host must stop
driving the 10 signals on the falling edge at the end of the last latency cycle. It is recommended that the host stop driving them during
all latency cycles so that there is sufficient time for the host drivers to turn off before the memory begins to drive at the end of the
latency cycles. This prevents driver conflict between host and memory when the signal direction changes. The memory does not drive
the 10 signals during the latency cycles.

The next interface state following the last latency cycle is a Quad Output Cycle.

Document Number: 002-18483 Rev. *C Page 18 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

5.3.16 Quad Output Cycle — Memory to Host Transfer
The Quad-O and Quad I/O Read returns data to the host four bits in each cycle. The host keeps CS# low. The memory drives data
on 100-103 signals during the Quad output cycles.

The next interface state continues to be Quad Output Cycle until the host returns CS# to high ending the command.

5.3.17 DDR Quad Input Cycle — Host to Memory Transfer
The DDR Quad I/0 Read command sends address, and mode bits to the memory on all the 10 signals. Four bits are transferred on
the rising edge of SCK and four bits on the falling edge in each cycle. The host keeps CS# low.

The next interface state following the delivery of address and mode bits is a DDR Latency Cycle.

5.3.18 DDR Latency Cycle

DDR Read commands may have one to several latency cycles during which read data is read from the main Flash memory array
before transfer to the host. The number of latency cycles are determined by the Latency Code in the configuration register (CR3V[3:0]).
During the latency cycles, the host keeps CS# low. The host may not drive the 10 signals during these cycles. So that there is sufficient
time for the host drivers to turn off before the memory begins to drive. This prevents driver conflict between host and memory when
the signal direction changes. The memory has an option to drive all the 10 signals with a Data Learning Pattern (DLP) during the last
4 latency cycles. The DLP option should not be enabled when there are fewer than five latency cycles so that there is at least one
cycle of high impedance for turn around of the 10 signals before the memory begins driving the DLP. When there are more than 4
cycles of latency the memory does not drive the 10 signals until the last four cycles of latency.

The next interface state following the last latency cycle is a DDR Quad Output Cycle, depending on the instruction.

5.3.19 DDR Quad Output Cycle — Memory to Host Transfer
The DDR Quad I/O Read command returns bits to the host on all the 10 signals. Four bits are transferred on the rising edge of SCK
and four bits on the falling edge in each cycle. The host keeps CS# low.

The next interface state continues to be DDR Quad Output Cycle until the host returns CS# to high ending the command.

54 Data Protection

Some basic protection against unintended changes to stored data are provided and controlled purely by the hardware design. These
are described below. Other software managed protection methods are discussed in the software section of this document.

5.4.1 Power-Up

When the core supply voltage is at or below the Vpp (Low) Voltage, the device is considered to be powered off. The device does not
react to external signals, and is prevented from performing any program or erase operation. User is not allowed to enter any valid
command during tPU

5.4.2 Low Power

When Vpp is less than Vpp (cut-off) the memory device will ignore commands to ensure that program and erase operations can not
start when the core supply voltage is out of the operating range.

5.4.3 Clock Pulse Count

The device verifies that all nonvolatile memory and register data modifying commands consist of a clock pulse count that is a multiple
of eight bit transfers (byte boundary) before executing them. A command not ending on an 8 bit (byte) boundary is ignored and no
error status is set for the command.

5.4.4 Deep Power Down (DPD)

In DPD mode the device responds only to the Resume from DPD command (RES ABh). All other commands are ignored during DPD
mode, thereby protecting the memory from program and erase operations. If the 103 / RESET# function has been enabled (CR2V[7]
=1)or if RESET# is active, I03 / RESET# or RESET# going low will start a hardware reset and release the device from DPD mode.
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6. Address Space Map

6.1 Overview

6.1.1 Extended Address

The CY16B family supports 32 bit (4 Byte) addresses to enable higher density devices than allowed by previous generation (legacy)
SPI devices that supported only 24 bit (3 Byte) addresses. A 24 bit, byte resolution, address can access only 16 MB (128 Mb)
maximum density. A 32 bit, byte resolution, address allows direct addressing of up to a 4 GB (32 Gb) address space.

Legacy commands continue to support 24 bit addresses for backward software compatibility. Extended 32 bit addresses are enabled
in two ways:

m Extended address mode — a volatile configuration register bit that changes all legacy commands to expect 32 bits of address
supplied from the host system.

m 4 Byte address commands — that perform both legacy and new functions, which always expect 32 bit address.

The default condition for extended address mode, after power-up or reset, is controlled by a nonvolatile configuration bit. The default
extended address mode may be set for 24- or 32-bit addresses. This enables legacy software compatible access to the first 128 Mb
of a device or for the device to start directly in 32-bit address mode.

6.1.2 Multiple Address Spaces

Many commands operate on the main Flash memory array. Some commands operate on address spaces separate from the main
Flash array. Each separate address space uses the full 24 or 32 bit address but may only define a small portion of the available address
space.

6.2 Flash Memory Array
The main Flash array is divided into uniform erase units called physical Blocks (64 KB), Half Blocks (32 KB) and Sectors (4KB).

Table 4. CYRS16B256 Sector Address Map

Block el Half Sector
Size Block | Block | Block Block Half Block Size Sector | Sector | Address Range Notes
(KB) Count | Range (SKIZBG; Count Range (KB) Count | Range | (Byte Address)
0000000h-
32 1 HBAOO 4 1 SA00 0000FFFh
o4 1 BA0OO : :
SA15 000F000h- Sector Startin
32 2 HBAO1 4 16 000FFFFh Addreas g
Sector Endin
1FF0000h- 9
32 1023 | HBA1022 4 8176 | SA8175 1FFOFFFh Address
64 512 BA511 :
1FFFO00h-
32 1024 | HBA1023 4 8192 | SA8191 1FFEFEEh

6.3 ID Address Space

The RDID command (9Fh) reads information from a separate Flash memory address space for device identification (ID). See
Section 10.2 Device ID Address Map on page 115 for the tables defining the contents of the ID address space. The ID address space
is programmed by Cypress and read-only for the host system.

6.3.1 Device Unique ID

A 64-bit unique number is located in 8 bytes of the Unique Device ID address space, see Table 47. Unique Device ID on page 115.
This Unique ID may be used as a software readable serial number that is unique for each device.
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6.4 JEDEC JESD216 Serial Flash Discoverable Parameters (SFDP) Space

The RSFDP command (5Ah) reads information from a separate Flash memory address space for device identification, feature, and
configuration information, in accord with the JEDEC JESD216 standard for Serial Flash Discoverable Parameters. The ID address
space is incorporated as one of the SFDP parameters. See Section 10.1 JEDEC JESD216B Serial Flash Discoverable Parameters
on page 108 for the tables defining the contents of the SFDP address space. The SFDP address space is programmed by Cypress
and read-only for the host system.

6.5 Security Regions Address Space

Each CY16B family memory device has a 1024-byte Security Regions address space that is separate from the main Flash array. The
Security Regions area is divided into 4, individually lockable 256-byte regions. The Security Regions memory space is intended to
hold information that can be temporarily protected or permanently locked from further program or erase.

The regions data bytes are erased to FFh when shipped from Cypress. The regions may be programmed and erased like any other
Flash memory address space when not protected or locked. Each region can be individually erased. The Security Region Lock Bits
(CR1NVI[5:2]) are located in the Configuration Register 1. The Security Region Lock Bits are One Time Programmable (OTP) and
after being programmed (set to 1) a Lock Bit permanently protects the related region from further erase or programming.

Regions 2 and 3 also have temporary protection from program or erase by the Protection Register (PR) NVLock bit. The NVLock bit
is volatile and set or cleared by the IRP logic and commands. See Section 6.6.8 Protection Register (PR) on page 33.

The Security Region Password Protection Bit in the IRP Register (IRP[2]) allows Regions 2 and 3 to be protected from Program and
Erase operations until a password is provided. The Security Region Read Protection Bit in the IRP Register (IRP[6]) allows Region 3
to also be protected from Read operations until a password is provided. Attempting to read in a region, that is protected from read,
returns invalid and undefined data. See Section 6.6.6 Individual and Region Protection Register (IRP) on page 32.

Attempting to erase or program in a region that is locked or protected will fail with the P_ERR or E_ERR bit in SR2V[6:5] set to “1”.
(see Section 6.6.2 Status Register 2 Volatile (SR2V) on page 24 for detail descriptions).

Table 5. Security Region Address Map

Region Byte Address Range (Hex) Initial Delivery State (Hex)
Region 0 000 to OFF All Bytes = FF
Region 1 100 to 1FF All Bytes = FF
Region 2 200 to 2FF All Bytes = FF
Region 3 300 to 3FF All Bytes = FF

6.6 Registers

Registers are small groups of memory cells used to configure how the CY16B family memory device operates or to report the status
of device operations. The registers are accessed by specific commands. The commands (and hexadecimal instruction codes) used
for each register are noted in each register description.

In legacy SPI memory devices the individual register bits could be a mixture of volatile, nonvolatile, or One Time Programmable (OTP)
bits within the same register. In some configuration options the type of a register bit could change e.g. from nonvolatile to volatile.

The CY16B family uses separate nonvolatile or volatile memory cell groups (areas) to implement the different register bit types.
However, the legacy registers and commands continue to appear and behave as they always have for legacy software compatibility.
There is a nonvolatile and a volatile version of each legacy register when that legacy register has volatile bits or when the command
to read the legacy register has zero read latency. During Power-On Reset (POR), hardware reset, or software reset, the nonvolatile
version of a register is copied to the volatile version to provide the default state of the volatile register. When nonvolatile register bits
are written, the nonvolatile version of the register is erased and programmed with the new bit values and the volatile version of the
register is updated with the new contents of the nonvolatile version. When either a nonvolatile or volatile register is read, the volatile
version of the register is delivered. When OTP bits are programmed the nonvolatile version of the register is programmed and the
appropriate bits are updated in the volatile version of the register. When volatile register bits are written, only the volatile version of
the register has the appropriate bits updated.

The type for each bit is noted in each register description. The default state shown for each bit refers to the state after power-on reset,
hardware reset, or software reset if the bit is volatile. If the bit is nonvolatile or OTP, the default state is the value of the bit when the
device is shipped from Cypress.
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6.6.1 Status Register 1
6.6.1.1 Status Register 1 Nonvolatile (SR1NV)

Related Commands: Nonvolatile Write Enable (WREN 06h), Write Disable (WRDI 04h), Write Registers (WRR 01h), Read Any
Register (RDAR 65h), Write Any Register (WRAR 71h).

Table 6. Status Register 1 Nonvolatile (SR1NV)

Bits | Field Name Function Type Default State Description

7 |SRPO_NV gteaftauusltReglster Protect 0 Nonvolatile 0 Provides the default state for SRPO.

6 |TBPROT_NV [TBPROT Default Nonvolatile 0 Provides the default state for TBPROT

5 |BP_NV3

4 |BP_NV2 ;

= Legacy Block Protection |, ojatile 0000b  |Provides the default state for BP bits.

3 BP_NV1 Default

2 |BP_NVO
N |atil i

1 WEL_D WEL Default onvolatile 0 Provides the default state for the WEL Status.
Read Only Not user programmable.
Nonvolatile Provides the default state for the WIP Status.

0 |WIP_D WIP Default Read Only 0 Not user programmable.

Status Register Protect Nonvolatile (SRP0_NV) SR1NV[7]: Provides the default state for SRP0. See Section 7.5 Status Register
Protect (SRP1, SRP0) on page 38.

Top or Bottom Protection (TBPROT_NV) SR1NV[6]: Provides the default state for TBPROT.
Legacy Block Protection (BP_NV3, BP_NV2, BP_NV1, BP_NV0) SR1NV[5:2]: Provides the default state for BP_3 to BP_0 bits.

Write Enable Latch Default (WEL_D) SR1NV[1]: Provides the default state for the WEL Status in SR1V[1]. This bit is programmed
by Cypress and is not user programmable.

Write In Progress Default (WIP_D) SR1NV[0]: Provides the default state for the WIP Status in SR1V[0]. This bit is programmed by
Cypress and is not user programmable.
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6.6.1.2 Status Register 1 Volatile (SR1V)

Related Commands: Read Status Register 1 (RDSR1 05h), Write Enable for Volatile (WRENYV 50h), Write Registers (WRR 01h), Clear
Status Register (CLSR 30h), Read Any Register (RDAR 65h), Write Any Register (WRAR 71h). This is the register displayed by the
RDSR1 command

Table 7. CYRS16B256 Status Register 1 Volatile (SR1V)

. Field - Default 2
Bits Name Function Type State Description
1 = Locks state of SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V,
CR3NV, DLRNV and DLRV
7 SRPO Status Register Volatile when WP# is low, by not executing any command that would affect
Protect 0 SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV
and DLRV
0 = No register protection, even when WP# is low.
Top or Bottom -
6 |TBPROT |Relative Volatile (1) - EE S:a:S a: fOttolT (r']‘o‘g daddress)
Protection = starts at top (High address)
5 BP3
4 BP2 |Legacy Block
Protection Volatile SRINV Protects the selected range of sectors (Blocks) from Program or
3 BP1 | Volatile Erase.
2 BPO
0 = Not write enabled, no embedded operation can start, 1= Write
1 WEL Write Enable  |Volatile Enable, embedded operation can start.
Latch Read Only This bit is not affected by WRR or WRAR, only WREN, WRENY,
WRDI and CLSR commands affect this bit.
1 = Device Busy, an embedded operation is in progress such as
Write i Volatil program or erase.
0 WIP Prg erclanss R:aadl eOnI 0 = Ready Device is in standby mode and can accept commands
9 y This bit is not affected by WRR or WRAR, it only provides WIP
status.

Status Register Protect 0 (SRP0) SR1V[7]: Places the device in the Hardware Protected mode when this bit is set to 1 and the
WP# input is driven low. In this mode, any commands that change status registers or configuration registers are ignored and not
accepted for execution, effectively locking the state of the Status Registers and Configuration Registers SR1NV, SR1V, CR1NV,
CR1V, CR2NV, CR2V, CR3NV, DLRNV and DLRYV bits, by making the registers read-only. If WP# is high, Status Registers and
Configuration Registers SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV and DLRV may be changed. If SRPO is 0,
WP# has no effect, the Status Registers and Configuration Registers SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV,
DLRNV and DLRV may be changed. WP# has no effect on the writing of any other registers. SRPO tracks any changes to the
nonvolatile version of this bit (SRP0_NV). When QPI or QIO mode is enabled (CR2V[3] or CR1V[1] = “1”) the internal WP# signal
level is = 1 because the WP# external input is used as 102 when either mode is active. This effectively turns off hardware protection.
The Register SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV and DLRYV are unlocked and can be written. See
Section 7.5 Status Register Protect (SRP1, SRP0) on page 38.

TBPROT SR1V[6]: This bit defines the reference point of the Legacy Block Protection bits BP3, BP2, BP1, and BPO in the Status
Register. As described in the status register section, the BP3-0 bits allow the user to optionally protect a portion of the array, ranging
from 1/64, V4, V%, etc., up to the entire array. When TBPROT is set to a “0” the Legacy Block Protection is defined to start from the top
(maximum address) of the array. When TBPROT is set to a “1” the Legacy Block Protection is defined to start from the bottom (zero
address) of the array. TBPROT tracks any changes to the nonvolatile version of this bit (TBPROT_NV).

Legacy Block Protection (BP3, BP2, BP1, BP0) SR1V[5:2]: These bits define the main Flash array area to be protected against
program and erase commands. See Section 7.6.1 Legacy Block Protection on page 39 for a description of how the BP bit values
select the memory array area protected.
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Write Enable Latch (WEL) SR1V[1]: The WEL bit must be set to 1 to enable program, write, or erase operations as a means to
provide protection against inadvertent changes to memory or register values. The Write Enable (WREN) command execution sets
the Write Enable Latch to a “1” to allow any program, erase, or write commands to execute afterwards. The Write Disable (WRDI)
command can be used to set the Write Enable Latch to a “0” to prevent all program, erase, and write commands from execution. The
WEL bit is cleared to 0 at the end of any successful program, write, or erase operation. Following a failed operation the WEL bit may
remain set and should be cleared with a CLSR command. After a power down / power up sequence, hardware reset, or software
reset, the Write Enable Latch is set to a WEL_D. The WRR or WRAR command does not affect this bit.

Write In Progress (WIP) SR1V[0]: Indicates whether the device is performing a program, write, erase operation, or any other
operation, during which a new operation command will be ignored. When the bit is set to a “1” the device is busy performing an
operation. While WIP is “1”, only Read Status Registers (RDSR1, RDSR2), Read Any Register (RDAR), Erase / Program Suspend
(EPS), Clear Status Register (CLSR), Read Configuration Registers (RDCR1, RDCR2, RDCR3) and Software Reset (RSTEN 66h
followed by RST 99h) commands are accepted. EPS command will only be accepted if memory array erase or program operations
are in progress. The status register E_ERR and P_ERR bits are updated while WIP = 1. When P_ERR or E_ERR bits are set to one,
the WIP bit will remain set to one indicating the device remains busy and unable to receive new operation commands. A Clear Status
Register (CLSR) command must be received to return the device to standby mode. When the WIP bit is cleared to 0 no operation is
in progress. This is a read-only bit.

6.6.2 Status Register 2 Volatile (SR2V)

Related Commands: Read Status Register 2 (RDSR2 07h), Read Any Register (RDAR 65h). Status Register 2 does not have user
programmable nonvolatile bits, all defined bits are volatile read only status. The default state of these bits are set by hardware.

Table 8. Status Register 2 Volatile (SR2V)

Bits Field Name Function Type Default State Description
7 RFU Reserved 0 Reserved for Future Use
Volatile 1= Error occurred
6 E_ERR Erase Error Occurred Read Only 0 0 = No Error
) Volatile 1 = Error occurred
5 P_ERR Programming Error Occurred Read Only 0 0 = No Error
RFU Reserved 0 Reserved for Future Use
RFU Reserved 0 Reserved for Future Use
RFU Reserved 0 Reserved for Future Use
Volatile 1 =In erase suspend mode.
! ES Erase Suspend Read Only 0 0 = Not in erase suspend mode.
Volatile 1 = In program suspend mode.
0 PS Program Suspend Read Only 0 0 = Not in program suspend mode.

Erase Error (E_ERR) SR2V[6]: The Erase Error Bit is used as an Erase operation success or failure indication. When the Erase Error
bit is setto a “1” it indicates that there was an error in the last erase operation. This bit will also be set when the user attempts to erase
an individual protected main memory sector or erase a locked Security Region. The Chip Erase command will set E_ERR if a protected
sector is found during the command execution. When the Erase Error bit is set to a “1” this bit can be cleared to zero with the Clear
Status Register (CLSR) command. This is a read-only bit and is not affected by the WRR or WRAR commands.

Program Error (P_ERR) SR2V[5]: The Program Error Bit is used as a program operation success or failure indication. When the
Program Error bit is set to a “1” it indicates that there was an error in the last program operation. This bit will also be set when the user
attempts to program within a protected main memory sector, or program within a locked Security Region. When the Program Error bit
is set to a “1” this bit can be cleared to zero with the Clear Status Register (CLSR) command. This is a read-only bit and is not affected
by the WRR or WRAR commands.

Erase Suspend (ES) SR2V[1]: The Erase Suspend bit is used to determine when the device is in Erase Suspend mode. This is a
status bit that cannot be written by the user. When Erase Suspend bit is set to “1”, the device is in erase suspend mode. When Erase
Suspend bit is cleared to “0”, the device is not in erase suspend mode. Refer to Section 8.6.5 Program or Erase Suspend (PES 75h)
on page 87 for details about the Erase Suspend/Resume commands.

Program Suspend (PS) SR2V[0]: The Program Suspend bit is used to determine when the device is in Program Suspend mode.
This is a status bit that cannot be written by the user. When Program Suspend bit is set to “1”, the device is in program suspend mode.
When the Program Suspend bit is cleared to “0”, the device is not in program suspend mode. Refer to Section 8.6.5 on page 87 for
details.
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6.6.3 Configuration Register 1

Configuration Register 1 controls certain interface and data protection functions. The register bits can be changed using the WRR
command with sixteen input cycles or with the WRAR command.

6.6.3.1 Configuration Register 1 Nonvolatile (CR1NV)

Related Commands: Nonvolatile Write Enable (WREN 06h), Write Registers (WRR 01h), Read Any Register (RDAR 65h), Write Any
Register (WRAR 71h).

Table 9. Configuration Register 1 Nonvolatile (CR1NV)

. . . Default L.
Bits | Field Name Function Type State Description
N latil i
7 SUS D |Suspend Status Default onvolatile 0 Provides the default state for the Suspend Status.
Read Only Not user programmable.
6 CMP_NV |Complement Protection Default [Nonvolatile 0 Provides the default state for CMP.
5 LB3 0
4 LB2 0 OTP lock Bits 3:0 for Security Regions 3:0
Security Region Lock Bits OTP 0 = Security Region not locked
3 LB1 0 1 = Security Region permanently locked
2 LBO 0
1 QUAD_NV |Quad Default Nonvolatile 0 Provides the default state for QUAD.
When IRP[2:0]= “111” SRP1_D bit is programmable.
. Lock current state of SR1NV, SR1V, CR1NV, CR1V,
0 | srp1 p |Status Register Protect 1 oTP 0  |CR2NV, CR2V, CR3NV, DLRNV and DLRV
Default .
1 = Registers permanently locked
0 = Registers not protected by SRP1 after POR

Suspend Erase/Program Status (SUS_D) CR1NV[7]: Provides the default state for the SUS bit in CR1V[7]. This bit is not user
programmable.

Complement Protect (CMP_NV) CR1NVI[6]: Provides the default state for the CMP bit in CR1V[6].

Security Region Lock Bits (LB3, LB2, LB1, LB0) CR1NV[5:2]: Provide the OTP write protection control of the Security Regions.
When an LB bit is set to 1 the related Security Region can no longer be programmed or erased.

Quad Data Width Nonvolatile (QUAD_NV) CR1NV[1]: Provides the default state for the QUAD bit in CR1V[1]. The WRR or WRAR
command affects this bit. Programming CR1NV[1] = 1 will default operation to allow Quad-data-width commands at Power-on or
Reset. Status Register Protect 1 Default (SRP1_D) CR1NV[0]: Provides the default state for the SRP1 bit in CR1V[0]. When
IRP[2:0] = “111” the SRP1_D OTP bit is user programmable. When SRP1_D = "1" Registers SR1NV, SR1V, CR1NV, CR1V, CR2NV,
CR2V, CR3NV, DLRNV and DLRYV are permanently locked. See Section 7.5 Status Register Protect (SRP1, SRP0) on page 38.
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6.6.3.2 Configuration Register 1 Volatile (CR1V)

Related Commands: Read Configuration Register 1 (RDCR1 35h), Write Enable for Volatile (WRENV 50h), Write Registers (WRR
01h), Read Any Register (RDAR 65h), Write Any Register (WRAR 71h). This is the register displayed by the RDCR1 command.

Table 10. Configuration Register 1 Volatile (CR1V)

Bits Field Name Function Type D;:::;" Description
Volatile 1 = Erase / Program suspended
7 Sus Suspend Status Read Only 0 = Erase / Program not suspended
Complement . 0 = Normal Protection Map
6 CMP Protection Volatile 1 = Inverted Protection Map
5 LB3 Not user writable
i See CR1NV[5:2
4 L2 |Jolatle copy of = ypatie > /15:2]  Eegione 3.
ecurity Region Read Onl OTP lock Bits 3:0 for Security Regions 3:0
3 LB1 Lock Bits y CR1NV |0 = Security Region not locked
2 LBO 1 = Security Region permanently locked
1 QUAD  |Quad/Omode |Volatile (1) : Sl‘jzldor Serial
Lock current state of SR1NV, SR1V, CR1NV, CR1V,
Status register . CR2NV, CR2V, CR3NV, DLRNV and DLRV
0 SRP1 Protect 1 Volatile 1 = Registers locked
0 = Registers unlocked

Suspend Status (SUS) CR1V[7]: The Suspend Status bit is used to determine when the device is in Erase or Program suspend
mode. This is a status bit that cannot be written by the user. When Suspend Status bit is set to “1”, the device is in erase or program
suspend mode. When Suspend Status bit is cleared to “0”, the device is not in erase or program suspend mode. Refer to Section 8.6.5
Program or Erase Suspend (PES 75h) on page 87 for details about the Erase/Program Suspend/Resume commands. Complement
Protection (CMP) CR1V[6]: CMP is used in conjunction with TBPROT, BP3, BP2, BP1 and BP0 bits to provide more flexibility for the
array protection map, to protect from 1/2 to all of the array.

LB[3:0] CR1V[5:2]: These bits are volatile copies of the related OTP bits of CR1NV. These bits track any changes to the related OTP
version of these bits.

Quad Data Width (QUAD) CR1V[1]: When set to 1, this bit switches the data width of the device to 4 bit - Quad mode. That is, WP#
becomes |02 and 103 / RESET# becomes an active I/O signal when CS# is low or the RESET# input when CS# is high. The WP#
input is not monitored for its normal function and is internally set to high (inactive). The commands for Serial, and Dual I/O Read still
function normally but, there is no need to drive the WP# input for those commands when switching between commands using different
data path widths. Similarly, there is no requirement to drive the I03 / RESET# during those commands (while CS# is low). The QUAD
bit must be set to one when using the Quad Output Read, Quad I/O Read, DDR Quad I/0O Read. The volatile register write for QIO
mode has a short and well defined time (tqgy) to switch the device interface into QIO mode and (tqex) to switch the device back to
SPI mode. Following commands can then be immediately sent in QIO protocol. While QPI mode is entered or exited by the QPIEN
and QPIEX commands, or by setting the CR2V[3] bit to 1, the Quad data width mode is in use whether the QUAD bit is set or not.

Status Register Protect 1(SRP1) CR1V[0]: The SRP1 Bit, when set to 1, protects the current state of the SR1NV, SR1V, CR1NV,
CR1V, CR2NV, CR2V, CR3NV, DLRNV and DLRYV registers by preventing any write of these registers. See See Status Register
Protect (SRP1, SRP0) on page 38.

As long as the SRP1 bit remains cleared to logic 0 the SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV, and DLRV
registers are not protected by SRP1. However, these registers may be protected by SRPO (SR1V[7]) and the WP# input.

Once the SRP1 bit has been written to a logic 1 it can only be cleared to a logic 0 by a power-off to power-on cycle or a hardware
reset. Software reset will not affect the state of the SRP1 bit.

The CR1V[0] SRP1 bit is volatile and the default state of SRP1 after power-on comes from SRP1_D in CR1NV[0]. The SRP1 bit can
be set in parallel with updating other values in CR1V by a single WRR or WRAR command.
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6.6.4 Configuration Register 2

Configuration Register 2 controls certain interface functions. The register bits can be read and changed using the Read Any Register
and Write Any Register commands. The nonvolatile version of the register provides the ability to set the POR, hardware reset, or
software reset state of the controls. The volatile version of the register controls the feature behavior during normal operation.

6.6.4.1 Configuration Register 2 Nonvolatile (CR2NV)

Related Commands: Nonvolatile Write Enable (WREN 06h), Write Registers (WRR 01h), Read Any Register (RDAR 65h), Write Any
Register (WRAR 71h).

Table 11. Configuration Register 2 Nonvolatile (CR2NV)

. - - Default et
Bits Field Name Function Type State Description
1 = Enabled -- IO3_RESET is used as |03 / RESET# input
when CS# is high or Quad Mode is disabled CR1V[1] =0 or
QP is disabled (CR3V[3] = 0)

7 IO3R_NV 1103_Reset 0 0 = Disabled -- IO3 has no alternate function, hardware reset
is disabled.Provides the default state for the I03 / RESET#
function enable.

6 1 Provides the default output impedance state.

5 OI_NV Output Impedance 1 See Table 12 on page 27.

RFU Reserved 0 Reserved for Future Use
Nonvolatile 1= Epabled -- QPI (4-4-4) protocol in'use . o
3 QPI NV QP 0 0= Dlsablgd -- Legacy SPI protocols in use, instruction is
- always serial on Sl
Provides the default state for QPI mode.
Write Protect Provides the default state for WPS

2 WPS_NV Serlleectiorr? ec 0 0 = Legacy Protection
1 = Individual Block Lock
Provides the default state for Address Length

1 |ADP NV é‘gsvrgf_ﬁ ;-ength at 0  |1=4byte address
0 = 3 byte address

0 RFU Reserved 0 Reserved for Future Use

103 _Reset Nonvolatile CR2NV[7]: This bit controls the POR, hardware reset, or software reset state of the 103 signal behavior.
Most legacy SPI devices do not have a hardware reset input signal due to the limited signal count and connections available in
traditional SPI device packages. The CY16B family provides the option to use the |03 signal as a hardware reset input when the 103
signal is not in use for transferring information between the host system and the memory. This nonvolatile IO3_Reset configuration
bit enables the device to start immediately (boot) with 103 enabled for use as a RESET# signal.

Output Impedance Nonvolatile CR2NV[6:5]: These bits control the POR, hardware reset, or software reset state of the 10 signal
output impedance (drive strength). Multiple drive strength are available to help match the output impedance with the system printed
circuit board environment to minimize overshoot and ringing. These nonvolatile output impedance configuration bits enable the device
to start immediately (boot) with the appropriate drive strength.

Table 12. Output Impedance Control

CR2NV[6:5] ) Typical Impedance to Vgg Typical Impedance to Vpp Notes
Impedance Selection (Ohms) (Ohms)
00 18 21
01 26 28
10 47 45
1 71 64 Factory Default
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QPI Nonvolatile CR2NV[3]: This bit controls the POR, hardware reset, or software reset state of the expected instruction width for
all commands. Legacy SPI commands always send the instruction one bit wide (serial I/O) on the S| (I00) signal. The CY16B family
also supports the QPI mode in which all transfers between the host system and memory are 4 bits wide on 100 to 103, including all
instructions. This nonvolatile QPI configuration bit enables the device to start immediately (boot) in QPI mode rather than the legacy
serial instruction mode. The recommended procedure for moving to QPI mode is to first use the QPIEN (38h) command, the WRR or
WRAR command can also set CR2V[3] = 1, QPI mode. The volatile register write for QPl mode has a short and well defined time
(tqen) to switch the device interface into QPl mode and (tqex) to switch the device back to SPI mode Following commands can then
be immediately sent in QPI protocol. The WRAR command can be used to program CR2NV[3] = 1, followed by polling of SR1V[0] to
know when the programming operation is completed. Similarly, to exit QPl mode use the QPIEX (F5h) command. The WRR or WRAR
command can also be used to clear CR2V[3] = 0.

Write Protect Selection Nonvolatile CR2NV[2]: This bit controls the POR, hardware reset, or software reset state of the Write Protect
Method. This nonvolatile configuration bit enables the device to start immediately (boot) with Individual Block Lock protection rather
than Legacy Block protection.

Address Length at Power-up Nonvolatile CR2NV[1]: This bit controls the POR, hardware reset, or software reset state of the
expected address length for all commands that require address and are not fixed 3 Byte or 4 Byte only address. Most commands that
need an address are legacy SPI commands that traditionally used 3 byte (24 bit) address. For device densities greater than 128 Mb
a 4 Byte (32 bit) address is required to access the entire memory array. The address length configuration bit is used to change all
3 Byte address commands to expect 4 Byte address. See Table 36 on page 51 for command address length. This nonvolatile Address
Length configuration bit enables the device to start immediately (boot) in 4 Byte address mode rather than the legacy 3 Byte address
mode.

6.6.4.2 Configuration Register 2 Volatile (CR2V)

Related Commands: Read Configuration Register 2 (RDCR2 15h), Read Any Register (RDAR 65h), Write Enable for Volatile (WRENV
50h), Write Register (WRR 01h), Write Any Register (WRAR 71h), Enter 4 Byte address mode (4BEN B7h), Exit 4 Byte address mode
(4BEX E9h), Enter QPI (38h), Exit QPI (F5h). This is the register displayed by the RDCR2 command.

Table 13. Configuration Register 2 Volatile (CR2V)

Default

State Description

Bits |Field Name Function Type

1 = Enabled -- 103 is used as RESET# input when CS# is
high or Quad Mode is disabled CR1V[1] = 0 or QPI is

7 |IO3R I03_Reset disabled (CR3V[3] = 0).

0 = Disabled -- I03 has no alternate function, hardware reset
through 103 / RESET# input is disabled.

Ol Output Impedance See Table 12 on page 27.
Volatile
RFU Reserved CRONV Reserved for Future Use
1 = Enabled -- QPI (4-4-4) protocol in use
3 |QPI QPI 0 = Disabled -- Legacy SPI protocols in use, instruction is
always serial on Sl
2 |wes Write Protect 0 = Legacy Block Protection
Selection 1 = Individual Block Lock
. Read Status Only Bit
Address Length at Volatile
1 |ADP 1 = 4 byte address
Power-up Read Only 0 = 3 byte address
Current Address Mode
0 |ADs Address Length Volatile | CR2NV[1] |1 = 4 byte address

Status

0 = 3 byte address

103 Reset CR2V[7]: This bit controls the |03 / RESET# signal behavior. This volatile IO3 Reset configuration bit enables the use of
103 as a RESET# input during normal operation when CS# is high or Quad Mode is disabled (CR1V[1] = 0) or QPl is disabled (CR3V([3]
=0).

Output Impedance CR2V[6:5]: These bits control the 10 signal output impedance (drive strength). This volatile output impedance
configuration bit enables the user to adjust the drive strength during normal operation.
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QPI CR2V[3]: This bit controls the expected instruction width for all commands. This volatile QPI configuration bit enables the device
to enter and exit QPI mode during normal operation. When this bit is set to QPI mode, the QUAD mode is active, independent of the
setting of QIO mode (CR1V[1]). When this bit is cleared to legacy SPI mode, the QUAD bit is not affected. The QPI CR2V[3] bit can
also be set to “1” by the QPIEN (38h) command and set to “0” by the QPIEX (F5h) command.

Table 14. QPI and QIO Mode Control Bits

QPI I
CR2V[3] QUAD CR1V[1] Description
SI0 mode: Single and Dual Read, WP#/102 input is in use as WP# pin and |03 / RESET# input is in
0 0 h
use as RESET# pin
0 1 QIO mode: Single, Dual, and Quad Read, WP#/102 input is in use as |02 and 103 / RESET# input is
in use as |03 or RESET# pin
QPI mode: Quad Read, WP#/I02 input is in use as 102 and 103 / RESET# input is in use as 103 or
1 X .
RESET# pin

Write Protect Selection CR2V[2]: This bit selects which Array protection method is used; see Section 7.6.1 Legacy Block Protection
on page 39) or Section 7.6.2 Individual Block Lock (IBL) Protection on page 42. These volatile configuration bits enable the user to
change Protection method during normal operation.

Address Length at Power-on (ADP) CR2V[1]: This bit is read only and shows what the address length will be after power-on reset,
hardware reset, or software reset for all commands that require address and are not fixed 3 Byte or 4 Byte address.

Address Length Status (ADS) CR2V[0]: This bit controls the expected address length for all commands that require address and
are not fixed 3 Byte or 4 Byte address. See Table 36 on page 51 for command address length. This volatile Address Length config-
uration bit enables the address length to be changed during normal operation. The four byte address mode (4BEN) command directly
sets this bit into 4 byte address mode and the (4BEX) command exits sets this bit back into 3 byte address mode. This bit is also
updated when the Address Length Nonvolatile CR2NV[1] bit is updated.

6.6.5 Configuration Register 3

Configuration Register 3 controls the main Flash array read commands burst wrap behavior and read latency. The burst wrap
configuration does not affect commands reading from areas other than the main Flash array e.g. read commands for registers or
Security Regions. The nonvolatile version of the register provides the ability to set the start up (boot) state of the controls as the
contents are copied to the volatile version of the register during the POR, hardware reset, or software reset. The volatile version of
the register controls the feature behavior during normal operation.

The register bits can be read and changed using the, Read Configuration 3 (RDCR3 33h), Write Registers (WRR 01h), Read Any
Register (RDAR 65h), Write Any Register (WRAR 71h). The volatile version of the register can also be written by the Set Burst Length
(77h) command.

6.6.5.1 Configuration Register 3 Nonvolatile (CR3NV)

Related Commands: Nonvolatile Write Enable (WREN 06h), Write Registers (WRR 01h), Read Any Register (RDAR 65h), Write Any
Register (WRAR 71h).

Table 16. Configuration Register 3 Nonvolatile (CR3NV)

Default
State

RFU Reserved 0 Reserved for Future Use

Bits Field Name Function Type Description

1 00 = 8-byte wrap
01 = 16-byte wrap

5 WL_NV Wrap Length Default ] 10 = 32-byte wrap

11 = 64-byte wrap

0 = Wrap Enabled

Nonvolatile
4 WE_NV Wrap Enable Default 1 1 = Wrap Disabled
3 1
2 RL NV Read Latency 0 0 to 15 latency (dummy) cycles following read
1 - Default 0 address or continuous mode bits.
0 0
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Wrap Length Nonvolatile CR3NV[6:5]: These bits controls the POR, hardware reset, or software reset state of the wrapped read
length and alignment.

Wrap Enable Nonvolatile CR3NV[4]: This bit controls the POR, hardware reset, or software reset state of the wrap enable. The
commands affected by Wrap Enable are: Quad I/O Read, QPI Read, DDR Quad I/0 Read and DDR QPI Read. This configuration bit
enables the device to start immediately (boot) in wrapped burst read mode rather than the legacy sequential read mode.

Read Latency Nonvolatile CR3NV[3:0]: These bits control the POR, hardware reset, or software reset state of the read latency
(dummy cycle) delay in all variable latency read commands. The following read commands have a variable latency period between
the end of address or mode and the beginning of read data returning to the host:

m The latency delay per clock frequency for the following commands are: One dummy cycle for all clock frequency's. The default
latency code of “0” is one dummy cycle.
a Data Learning pattern Read DLPRD (1-1-1) or (4-4-4)
a IRP Read IRPRD (1-1-1) or (4-4-4))
o Protect Register Read PRRD (1-1-1) or (4-4-4)
0 Password Read PASSRD (1-1-1) or (4-4-4)

m The latency delay per clock frequency for the following commands are shown in Table 17 and Table 18. The default latency code
of “0” is 8 dummy cycles.
0 Fast Read FAST_READ (1-1-1)
a Quad-O Read QOR, 4QOR (1-1-4)
A Dual-O Read DOR, 4DOR (1-1-2)
a Dual I/O Read DIOR, 4DIOR (1-2-2)
A Quad I/0 Read QIOR, 4QIOR (1-4-4) or (4-4-4)
a DDR Quad I/0O Read DDRQIOR, 4DDRQIOR(1-4-4)
o Security Regions Read SECRR (1-1-1) or (4-4-4)
a Read Any Register RDAR (1-1-1) or (4-4-4)
o Read Serial Flash Discoverable Parameters RSFDP (1-1-1) or (4-4-4)

The nonvolatile read latency configuration bits set the number of read latency (dummy cycles) in use so the device can start immedi-
ately (boot) with an appropriate read latency for the host system..

Table 17. Latency Code (Cycles) Versus Frequency

Read Command Maximum Frequency (MHz)
DDR
Fast Read Dual-O Read Dual I/O Read Quad-O Read Quad I/0 Read Quad I/O Read Quad I/O
Latency (1-1-1) (1-1-2) (1-2-2) (1-1-4) (1-4-4) QPI (4-4-4) (1-4-4)
Code 0 QPI (4-4-4)
Mode Cycles =0 | Mode Cycles =0 | Mode Cycles=4 | Mode Cycles=0 | Mode Cycles =2 | Mode Cycles =2 | Mode Cycles =1
Dummy Cycles = 8 [ Dummy Cycles = 8| Dummy Cycles = 8 | Dummy Cycles = 8 |[ Dummy Cycles = 8 Dummy Cycles =8 | Dummy Cycles = 8
1 50 50 75 35 35 35 20
2 65 65 85 45 45 45 25
3 75 75 95 55 55 55 35
4 85 85 108 65 65 65 45
5 95 95 108 75 75 75 55
6 108 105 108 85 85 85 60
7 108 108 133 95 95 95 66
8 108 108 133 108 108 108 66
9 133 133 133 115 115 115 66
10 133 133 133 115 115 115 66
11 133 133 133 120 120 120 66
12 133 133 133 120 120 120 66
13 133 133 133 133 133 133 66
14 133 133 133 133 133 133 66
15 133 133 133 133 133 133 66
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Table 18. Latency Code (Cycles) Versus Frequency

Read Command Maximum Frequency (MHz)
Read Any Register Read Any Register | Security Region Read | Security Region Read Read SFDP Read SFDP
Latency Code 0 - QPI (4-4-4) (1-1-1) QPI (4-4-4) RSFDP (1-1-1) RSFDP QPI (4-4-4)
Mode Cycles =0 Mode Cycles =0 Mode Cycles =0 Mode Cycles = 0 Mode Cycles = 0 Mode Cycles = 0
Dummy Cycles = 8 Dummy Cycles = 8 Dummy Cycles = 8 Dummy Cycles = 8 Dummy Cycles = 8 Dummy Cycles = 8
1 50 15 50 15 50 15
2 65 25 65 25 65 25
3 75 35 75 35 75 35
4 85 45 85 45 85 45
5 95 55 95 55 95 55
6 108 65 108 65 108 65
7 108 75 108 75 108 75
8 108 85 108 85 108 85
9 133 95 133 95 133 95
10 133 108 133 108 133 108
1 133 115 133 115 133 115
12 133 115 133 115 133 115
13 133 120 133 120 133 120
14 133 120 133 120 133 120
15 133 133 133 133 133 133

Notes

5. SCK frequency > 133 MHz SDR, or 66 MHz DDR is not supported by this family of devices.
6. The Dual I/O, Quad I/O, QPI, DDR Quad I/0, and DDR QPI command protocols include Continuous Read Mode bits following the address. The clock cycles for these
bits are not counted as part of the latency cycles shown in the table. Example: the legacy Quad I/O command has 2 Continuous Read Mode cycles following the

address. Therefore, the legacy Quad 1/0 command without additional read latency is supported only up to the frequency shown in the table for a read latency of 0

cycles. By increasing the variable read latency the frequency of the Quad I/O command can be increased to allow operation up to the maximum supported 133 MHz

frequency and QPI maximum supported 133 MHz.
7. Other commands have fixed latency, e.g. Read always has zero read latency, Read Unique ID has 32 dummy cycles and release from Deep Power-Down has 24

dummy cycles.

6.6.5.2

Configuration Register 3 Volatile (CR3V)

Related Commands: Read Configuration 3 (RDCR3 33h), Write Enable for Volatile (WRENV 50h), Write Registers (WRR 01h),
Read Any Register (RDAR 65h), Write Any Register (WRAR 71h), Set Burst Length (SBL 77h). This is the register displayed by the

RDCR3 command.
Table 19. Configuration Register 3 Volatile (CR3V)
Bits Field Name Function Type D;:aatl;" Description
RFU Reserved Reserved for Future Use
00 = 8-byte wrap
01 = 16-byte wrap
5 WL Wrap Length 10 = 32-byte wrap
11 = 64-byte wrap
: 0 = Wrap Enabled
Volatile CR3NV
4 WE Wrap Enable 1 = Wrap Disabled
3
2 0 to 15 latency (dummy) cycles following read
1 RL Read Latency address or continuous mode bits.
0
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Wrap Length CR3V[6:5]: These bits controls the wrapped read length and alignment during normal operation. These volatile config-
uration bits enable the user to adjust the burst wrapped read length during normal operation.

Wrap Enable CR3V[4]: This bit controls the burst wrap feature. This volatile configuration bit enables the device to enter and exit
burst wrapped read mode during normal operation.

When CR3V[4] = 1, the wrap mode is not enabled and unlimited length sequential read is performed.

When CR3V[4] = 0, the wrap mode is enabled and a fixed length and aligned group of 8-, 16-, 32-, or 64-bytes is read starting at the
byte address provided by the read command and wrapping around at the group alignment boundary.

Read Latency CR3V[3:0]: These bits set the read latency (dummy cycle) delay in variable latency read commands. These volatile
configuration bits enable the user to adjust the read latency during normal operation to optimize the latency for different commands
or, at different operating frequencies, as needed.

6.6.6 Individual and Region Protection Register (IRP)

Related Commands: IRP Read (IRPRD 2Bh) and IRP Program (IRPP 2Fh), Read Any Register (RDAR 65h), Write Any Register
(WRAR 71h).

The IRP register is a 16 bit OTP memory location used to permanently configure the behavior of Individual and Region Protection
(IRP) features. IRP does not have user programmable volatile bits, all defined bits are OTP.

The default state of the IRP bits are programmed by Cypress.
Table 20. IRP Register (IRP)

Bits Field Name Function Type Dgtf:tl;“ Description
15to 7 |RFU Reserved OoTP All bits are 1|Reserved for Future Use
. ; 0 = Security Region 3 Read password mode selected

6 SECRRP g:ggugﬁﬁ%ﬁg ?I’Er'?aetﬁg Bit oTP 1 1 = Security Region 3 Read Password not selected
IRP[6] is programmable if IRP[2:0]= “111”

5 RFU Reserved OTP 1 Reserved for Future Use
0 = All individual IBL bits are set to “1” at power-up in the
unprotected state

4 IBLLBB IBL Lock Boot Bit OTP 1 1 = All individual IBL bits are set to “0” at power-up in the protected
state
IRP[4] is programmable if IRP[2:0]= “111”

3 RFU Reserved OTP 1 Reserved for Future Use

. 0 = Password Protection Mode permanently enabled.

2 PWDMLB Eggsvgciird Protection Mode oTP 1 1 = Password Protection Mode not permanently enabled.
IRP[2] is programmable if IRP[2:0]= “111”
0 = Power Supply Lock-down protection Mode permanently

bled.
Power Supply Lock-down ena :

1 PSLMLB protection Mode Lock Bit OTP 1 ;n—agcé\éver Supply Lock-down protection Mode not permanently
IRP[1] is programmable if this is enabled by IRP[2:0]= “111”
0 = Permanent Protection Mode permanently enabled.

0 PERMLB Permanent Protection Lock OTP 1 1 = Permanent Protection Mode not permanently enabled.
IRP[0] is programmable if IRP[2:0]= “111”

Security Regions Read Password Mode Enable (SECRRP) IRP[6]: When programmed to “0”, SECRRP enables the Security
Region 3 read password mode when PWDMLB bit IRP[2] is program at same time or later. The SECRRP bit can only be programmed
when IRP[2:0] = “111”, if not programming will fail with P_ERR set to 1. See Section 7.7.4 Security Region Read Password Protection
on page 48.

IBL Lock Boot Bit (IBLLBB) IRP[4]: The default state is 1, all individual IBL bits are set to “0” in the protected state, following power-
up, hardware reset, or software reset. In order to Program or Erase the Array the Global IBL Unlock or the Sector / Block IBL Unlock
command must be given before the Program or Erase commands. When programmed to 0, all the individual IBL bits are in the
unprotected state following power-up, hardware reset, or software reset. The IBLLBB bit can only be programmed when IRP[2:0] =
“111”, if not programming will fail with P_ERR set to “1”. See Section 7.6.2 Individual Block Lock (IBL) Protection on page 42.

Password Protection Mode Lock Bit (PWDMLB) IRP[2]: When programmed to “0”, the Password Protection Mode is permanently
selected to protect the Security Regions 2 and 3 and Pointer Region. The PWDMLB bit can only be programmed when IRP[2:0] =
“111”, if not programming will fail with P_ERR set to 1. See Section 7.7.3 Password Protection Mode on page 47.

After the Password protection mode is selected by programming IRP[2] = “0”, the state of all IRP bits are locked and permanently
protected from further programming. Attempting to program any IRP bits will result in a programming error with P_ERR set to 1.
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The Password must be programmed and verified, before the Password Mode (IRP[2] = 0) is set.

Power Supply Lock-down protection Mode Lock Bit (PSLMLB) IRP[1]: When programmed to 0, the Power Supply Lock-down
protection Mode is permanently selected. The PSLMLB bit can only be programmed when IRP[2:0] = “111”, if not programming will
fail with P_ERR set to “1”.

After the Power Supply Lock-down protection mode is selected by programming IRP[1] = 0”, the state of all IRP bits are locked and
permanently protected from further programming. Attempting to program any IRP bits will result in a programming error with P_ERR
set to “1”. See Section 7.7.1 IRP Register on page 46.

Permanent Protection Lock Bit (PERMLB) IRP[0]: When programmed to 0, the Permanent Protection Lock Bit permanently protects
the Pointer Region and Security Regions 2 and 3, This bit provides a simple way to permanently protect the Pointer Region and
Security Regions 2 and 3 without the use of a password or the PRL command. See Section 7.7.1 on page 46.

PWDMLB (IRP[2]), PSLMLB (IRP[1]) and PERMLB(IRP[0]) are mutually exclusive, only one may be programmed to zero. IRP bits
may only be programmed while IRP[2:0] = “111”. Attempting to program IRP bits when IRP[2:0] is not = “111” will result in a
programming error with P_ERR set to “1”. The IRP protection mode should be selected during system configuration to ensure that a
malicious program does not select an undesired protection mode at a later time. By locking all the protection configuration via the IRP
mode selection, later alteration of the protection methods by malicious programs is prevented.

6.6.7 Password Register (PASS)

Related Commands: Password Read (PASSRD E7h) and Password Program (PASSP E8h), Read Any Register (RDAR 65h), Write
Any Register (WRAR 71h). The PASS register is a 64 bit OTP memory location used to permanently define a password for the
Individual and Region Protection (IRP) feature. PASS does not have user programmable volatile bits, all defined bits are OTP. A volatile
copy of PASS is used to satisfy read latency requirements but the volatile register is not user writable or further described. The
Password can not be read or programmed after IRP[2] is programmed to “0”. See Table 20 on page 32.

Table 21. Password Register (PASS)

Bits r\ll: — Function | Type Default State Description
ame
. : Nonvolatile OTP storage of 64 bit password. The password is no longer
63to 0 |PWD E;jsdsewnord OTP IEIEIEIEIEIEIEIEh readable after the password protection mode is selected by
programming IRP register bit 2 to zero.
6.6.8 Protection Register (PR)

Related Commands: Protection Register Read (PRRD A7h) Protection Register Lock (PRL A6h), Read Any Register (RDAR 65h).

PR does not have separate user programmable nonvolatile bits, all defined bits are volatile read only status. The default state of the
RFU bits is set by hardware. There is no nonvolatile version of the PR register.

The NVLOCK bit is used to protect the Security Regions 2 and 3 and Pointer Region Protection. When NVLOCK(|0] = 0, the Security
Regions 2 and 3 and Pointer Region Protection can not be changed.

Table 22. Protection Status Register (PR)

Bits Field Name Function Type Default State Description
7 RFU Reserved 00h Reserved for Future Use
Security Regions 0 = Security Region 3 password protected from read
6 |SECRRP |20 P’;ssvgor g IRP[6] when NVLOCK = 0
1 = Security Region 3 not password protected from read
5 RFU Reserved 0 Reserved for Future Use
4 RFU Reserved Volatile |0 Reserved for Future Use
3 RFU Reserved (R;e?d 0 Reserved for Future Use
n
2 RFU Reserved y 0 Reserved for Future Use
1 RFU Reserved 0 Reserved for Future Use
0 = Security Regions 2 and 3 and Pointer Region write
Protect protected
0 NVLOCK Nonvolatile IRP[2] and IRP[0] 1=5 itv Redi 2 and 3 and Pointer Regi
configuration = Security Regions 2 and 3 and Pointer Region may
be written.
Note

8. The Command Protection Register Lock (PRL), sets the NVLOCK ="1".
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6.6.9

Table 23. IBL Access Register (IBLAR)

Individual Block Lock Access Register (IBLAR)

Related Commands: IBL Read (IBLRD 3Dh or 4IBLRD EOh), IBL Lock (IBL 36h or 41BL E1h), IBL Unlock (IBLUL 39h or 4IBUL E2h),
Global IBL lock (GBL 7Eh), Global IBL unlock (GBUL 98h).

IBLAR does not have user programmable nonvolatile bits, all bits are a representation of the volatile bits in the IBL array. The default
state of the IBL array bits is set by hardware. There is no nonvolatile version of the IBLAR register.

Bits |Field Name Function Type |DefaultState Description
00h = IBL for the sector / block addressed is set to “0” by the IBL,
Read or write _ 41BL and GBL commands protecting that sector from program or
IRP[4]=1then ;
7t00 |IBL IBL for Volatile |00h erase operations.
individual else FFh FFh = IBL for the sector / block addressed is cleared to “1” by the
sectors / blocks IBUL, 4IBUL and GBUL commands not protecting that sector
from program or erase operations.
Notes

9. See Figure 21 on page 42.
10. The IBL bits maybe read by the IBLRD and 4IBLRD commands.

6.6.10

71h).

Pointer Region Protection Register (PRPR)
Related Commands: Set Pointer Region (SPRP FBh or 4SPRP E3h), Read Any Register (RDAR 65h), Write Any Register (WRAR

PRPR contains user programmable nonvolatile bits. The default state of the PRPR bits is set by hardware. There is no volatile version
of the PRPR register. See Section 7.6.3 Pointer Region Protection (PRP) on page 43 for additional details.

Table 24. PRP Register (PRPR)

. Field . Default .
Bits Name Function Type State Description
A31 to A25 |RFU Reserved 11111111b Reserved for Future Use
A24 PRPAD PRP Address 1 Pointer Address A24
A23 to A16 FFh Pointer Address A23 to A16
A15t0 A12 Fh Pointer Address A15 to A12
A1 PRPALL PRP Protect 1 0=Protect Pointer Region selected sectors
All . 1=Protect All sectors
Nonvolati
le 0=Enable Pointer Region Protection
A10 PRPEN PRP Enable L 1=Disable Pointer Region Protection
PRP Tob/ 0=Pointer Region Protection starts from the top (high address)
A9 PRPTB P 1 1=Pointer Region Protection starts from the bottom (low
Bottom
address)
A8 RFU Reserved 1 Reserved for Future Use
A7to A0 |RFU Reserved FFh Reserved for Future Use
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6.6.11 DDR Data Learning Registers

Related Commands: Program DLRNV (PDLRNV 43h), Write DLRV (WDLRYV 4Ah), Data Learning Pattern Read (DLPRD 41h), Read
Any Register (RDAR 65h), Write Any Register (WRAR 71h).

The Data Learning Pattern (DLP) resides in an 8-bit Nonvolatile Data Learning Register (DLRNV) as well as an 8-bit Volatile Data
Learning Register (DLRV). When shipped from Cypress, the DLRNV value is 00h. Once programmed, the DLRNV cannot be repro-
grammed or erased; a copy of the data pattern in the DLRNV will also be written to the DLRV. The DLRV can be written to at any time,
but on hardware and software reset or power cycles the data pattern will revert back to what is in the DLRNV. During the learning
phase described in the SPI DDR modes, the DLP will come from the DLRV. Each 1/O will output the same DLP value for every clock
edge. For example, if the DLP is 34h (or binary 00110100) then during the first clock edge, all I/Os will output 0; subsequently, the
2nd clock edge all 1/0Os will output 0, the 3rd will output 1, and so on.

When the DLRV value is 00h, no preamble data pattern is presented during the dummy phase in the DDR commands.
Table 25. Nonvolatile Data Learning Register (DLRNV)

. Field . Default i
Bits Name Function Type State Description
Nonvolatile OTP value that may be transferred to the host during DDR read com-
. mand latency (dummy) cycles to provide a training pattern to help the
7100 INVDLP B::%:_neamlng OTP100h host more accurately center the data capture point in the received data
bits.
Table 26. Volatile Data Learning Register (DLRV)
Bits il Function Type Default State Description
Name
Volatile Data Takes the value of | Volatile copy of the NVDLP used to enable and deliver the Data
7to0 |VDLP . Volatile |DLRNV during Learning Pattern (DLP) to the outputs. The VDLP may be changed
Learning Pattern - :
POR or Reset by the host during system operation.
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7. Data Protection

71 Security Regions
The device has a 1024-byte address space that is separate from the main Flash array. This area is divided into 4, individually lockable,
256 byte length regions. See Section 6.5 Security Regions Address Space on page 21.

The Security Region memory space is intended for increased system security. The data values can “mate” a flash component with
the system CPU/ASIC to prevent device substitution. The Security Region address space is protected by the Security Region Lock
bits or the Protection Register NVLOCK bit (PR[0]). See Section 7.1.4 Security Region Lock Bits (LB3, LB2, LB1, LB0) on page 36.

711 Reading Security Region Memory Regions
The Security Region Read command (SECRR) uses the same protocol as Fast Read. Read operations outside the valid 1024-byte
Security Region address range will yield indeterminate data. See Section 8.7.3 Security Regions Read (SECRR 48h) on page 91.

Security Region 3 may be password protected from read by setting the PWDMLB bit IRP[2] = 0 and SECRRP bit IRP[6] = 0 when
NVLOCK = 0.

7.1.2 Programming the Security Regions
The protocol of the Security Region programming command (SECRP) is the same as Page Program. See Section 8.7.2 Security
Region Program (SECRP 42h) on page 91.

The valid address range for Security Region Program is depicted in Table 5 on page 21. Security Region Program operations outside
the valid Security Region address range will be ignored, without P_ERR in SR2V[5] set to “1”.
Security Regions 2 and 3 may be password protected from programming by setting the PWDMLB bit IRP[2] = 0.

71.3 Erasing the Security Regions
The protocol of the Security Region erasing command (SECRE) is the same as Sector erase. See Section 8.7.1 Security Region
Erase (SECRE 44h) on page 90.

The valid address range for Security Region Erase is depicted in Table 5. Security Region Erase operations outside the valid Security
Region address range will be ignored, without E_ERR in SR2V set to “1”.

Security Regions 2 and 3 may be password protected from erasing by setting the PWDMLB bit IRP[2] = 0.

71.4 Security Region Lock Bits (LB3, LB2, LB1, LB0)

The Security Region Lock Bits (LB3, LB2, LB1, LBO) are nonvolatile One Time Program (OTP) bits in Configuration Register
1(CR1NVI[5:2]) that provide the write protect control and status to the Security Regions. The default state of Security Regions 0 to 3
are unlocked. LB[3:0] can be set to 1 individually using the Write Status Registers or Write Any Register command. LB[3:0] are One
Time Programmable (OTP), once it’s set to 1, the corresponding 256 Byte Security Region will become read-only permanently.

7.2 Deep Power Down

The Deep Power Down (DPD) command offers an alternative means of data protection as all commands are ignored during the DPD
state, except for the Release from Deep Power Down (RES ABh) command and hardware reset. Thus, preventing any program or
erase during the DPD state.
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7.3 Write Enable Commands
7.31 Write Enable (WREN)

The Write Enable (WREN) command must be written prior to any command that modifies nonvolatile data. The WREN command sets
the Write Enable Latch (WEL) bit. The WEL bit is cleared to 0 (disables writes) during power-up, hardware and software reset, or after
the device completes the following commands:

m Reset

m Page Program (PP or 4PP)

m Quad Page Program (QPP or 4QPP)

m Sector Erase (SE or 4SE)

m Half Block Erase (HBE or 4HBE)

m Block Erase (BE or 4BE)

m Chip Erase (CE)

m Write Disable (WRDI)

m Write Registers (WRR)

m Write Any Register (WRAR)

m Security Region Erase (SECRE)

m Security Region Byte Programming (SECRP)

m Individual and Region Protection Register Program (IRPP)
m Password Program (PASSP)

m Clear Status Register (CLSR)

m Set Pointer Region Protection (SPRP or 4SPRP)

m Program Nonvolatile Data Learning Register (PDLRNV)
m Write Volatile Data Learning Register (WDLRV)

7.3.2 Write Enable for Volatile Registers (WRENV)

The Write Enable Volatile (WRENV) command must be written prior to Write Register (WRR) command that modifies volatile registers
data.

7.4 Write Protect Signal

When not in Quad mode (CR1V[1] = 0) or QPI mode (CR2V[3] = 0), the Write Protect (WP#) input in combination with the Status
Register Protect 0 (SRPO) bit (SR1NV[7]) provide hardware input signal controlled protection. When WP# is Low and SRPO is set to
“1” Status Register 1 (SR1NV and SR1V), Configuration register (CR1NV, CR1V, CR2NV, CR2V, CR2NV and CR3NV) and DDR Data
Learning Registers (DLRNV and DLRV) are protected from alteration. This prevents disabling or changing the protection defined by
the Legacy Block Protect bits or Security Region Lock Bits. See Section 6.6.1 Status Register 1 on page 22.
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7.5 Status Register Protect (SRP1, SRP0)

The Status Register Protect bits (SRP1 and SRPO) are volatile bits in the configuration and status registers (CR1V[0] and SR1V[7]).
The SRP bits control the method of write protection for SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV and DLRV: software
protection, hardware protection, or power supply lock-down

Table 28. Status Register Protection Bits (High Security)

SRP1_D | SRP1 | SRPO
CR1NV[0]| CR1V[0] | SR1V[7]

WP# Status Register Description

WP# pin has no control. SR1NV, SR1V, CR1NV, CR1V,
0 0 0 X Software Protection CR2NV, CR2V, CR3NV, DLRNV and DLRYV can be written.
[Factory Default]

When WP# pin is low SR1NV, SR1V, CR1NV, CR1V, CR2NV,
0 0 1 0 Hardware Protected CR2V, [%F\:%NV, DLRNV and DLRYV are locked and can not be
writtent'"> ',

When WP# pin is high SR1NV, SR1V, CR1NV, CR1V, CR2NV,
0 0 1 1 Hardware Unprotected |CR2V, [%RSNV, DLRNV and DLRYV are unlocked and can be
written'"'..

SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV

Power Supply Lock-

0 1 X X D and DLRV are protected and can not be written to again until
own [12]
the next power-down, power-up cycle!'<..
SRP1_D CR1NV[0] = 1 SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V,
1 1 X X One Time Program CR3NV1 DLRNV and DLRYV are permanently protected and can not be
written['31.
Notes

11. SRPO is reloaded from SRPO_NV (SR1NV[7]) default state after a power-down, power-up cycle, software or hardware reset. To enable hardware protection mode
by the WP# pin at power-up set the SRPO_NV bit to “1”.

12. When SRP1 = 1, a power-down, power-up cycle, or hardware reset, will change SRP1 to 0 as SRP1 is reloaded from SRP1_D.

13. SRP1_D can be written only when IRP[2:0] ="111”. When SRP1_D CR1NV[0]="1" a power-down, power-up cycle, or hardware reset, will reload SRP1 from SRP1_D
="1” the volatile bit SRP1 is not writable, thus providing OTP protection. When SRP1_D is programmed to 1, Recommended that SRPO_NV should also be
programmed to 1 as an indication that OTP protection is in use.

14. When QP! or QIO mode is enabled (CR2V[3] or CR1V[1] = “1”) the internal WP# signal level is = 1 because the WP# external input is used as 102 when either mode
is active. This effectively turns off hardware protection when SRP1-SRP0 = 01b. The Register SR1NV, SR1V, CR1NV, CR1V, CR2NV, CR2V, CR3NV, DLRNV and
DLRYV are unlocked and can be written.

15. WIP, WEL, and SUS (SR1[1:0] and CR1[7]) are volatile read only status bits that are never affected by the Write Status Registers command.

16. The nonvolatile version of SR1NV, CR1NV, CR2NV and CR3NV are not writable when protected by the SRP bits and WP# as shown in the table. The nonvolatile
version of these status register bits are selected for writing when the Write Enable (06h) command precedes the Write Status Registers (01h) command or the Write
Any Register (71h) command.

. The volatile version of registers SR1V, CR1V and CR2V are not writable when protected by the SRP bits and WP# as shown in the table. The volatile version of these
status register bits are selected for writing when the Write Enable for volatile Status Register (50h) command precedes the Write Status Registers (01h) commandor
the Write Enable (06h) command precedes the Write Any Register (71h) command.

18. The volatile CR3V bits are not protected by the SRP bits and may be written at any time by volatile (50h) Write Enable command preceding the Write Status Registers

(01h) command. The WRAR (71h) and SBL (77h) commands are alternative ways to write bits in the CR3V register.

19. During system power up and boot code execution: Trusted boot code can determine whether there is any need to change SR1NV, SR1V, CR1NV, CR1V, CR2NV,
CR2V, CR3NV, DLRNV and DLRYV values. If no changes are needed the SRP1 bit (CR1V[0]) can be set to 1 to protect the SR1NV, SR1V, CR1NV, CR1V, CR2NV,
CR2V, CR3NV, DLRNV and DLRYV registers from changes during the remainder of normal system operation while power remains on.

1

~
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7.6 Array Protection

There are three types of memory array protection: Legacy Block (LBP), Individual Block Lock (IBL) and Pointer Region (PRP). The
Write Protect Selection (WPS) bit is used by the user to enable one of two protection mechanisms: Legacy Block (LBP) protection
(WPS CR2V[2] = 0)or Individual Block Lock (IBL) protection (WPS CR2V[2] = 1). See Section 6.6.4.2 Configuration Register 2 Volatile
(CR2V) on page 28. Only one protection mechanism can be enabled at one time. The Legacy Block Protection is the default protection
and is mutually exclusive with the IBL protection scheme. The Pointer Region Protection is enabled by the Set Pointer Region
Protection command or the WRAR command by the value of A10 = 0. See Section 8.9 Pointer Region Command on page 96. When
the Pointer Region Protection is enabled it is logically ORed with the Legacy Block Protection or Individual Block Lock protection.

Figure 20. WPS Selection of LBP or IBL and PRP Array Protection

BP Bits —p Legacy Block
Protection Logic >
(Address Range _
Command > Compare) WPS =0
Address
Mux
Individual Block
> Protection Logic >
(IBL Bit Array) - y
IBLBOOT ——» WPS =1
A T Array
wPS OR [—» Location
Protected
Pointer Region
o Protection Logic f
v (Address range
compare)
NVLOCK —
7.6.1 Legacy Block Protection

The Legacy Block Protect bits (CYRS16B256) Status Register bits BP3, BP2, BP1, BP0 -- SR1V[5:2]) in combination with the
Configuration Register TBPROT SR1V[6] bit, CMP CR1V[6] bit can be used to protect an address range of the main Flash array from
program and erase operations. The size of the range is determined by the value of the BP bits and the upper or lower starting point
of the range is selected by the TBPROT bit of the configuration register SR1V[6]. The protection is complemented when the CMP bit
(CR1V[6]) is set to 1.

If the Pointer Region Protection is enabled this region protection is logically ORed with the Legacy Block protection region.
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Table 29. CYRS16B256 (256Mb) Upper Array Complement Legacy Block Protection (TBPROT =0, CMP = 1)

Status Register Content

CYRS16B256 Legacy Block Protection (TBPROT =0, CMP = 1)

BP3 | BP2 | BP1 | Bpo | NumberProtected potocted Blocks Pr°‘e°t(f(dB')3e“s“y Protected Portion
0 0 0 0 512 0-511 32768 All
0 0 0 1 511 0-510 32704 Lower 511/512
0 0 1 0 510 0-509 32640 Lower 255/256
0 0 1 1 508 0-507 32512 Lower 127/128
0 1 0 0 504 0-503 32256 Lower 63/64
0 1 0 1 496 0-495 31744 Lower 31/32
0 1 1 0 480 0-479 30720 Lower 15/16
0 1 1 1 448 0-447 28672 Lower 7/8
1 0 0 0 384 0-383 24576 Lower 3/4
1 0 0 1 256 0-255 16384 Lower 1/2
1 0 1 0 0 None 0 None
1 0 1 1 0 None 0 None
1 1 0 0 0 None 0 None
1 1 0 1 0 None 0 None
1 1 1 0 0 None 0 None
1 1 1 1 0 None 0 None

Table 30. CYRS16B256 (256Mb) Lower Array Complement Legacy Block Protection (TBPROT =1, CMP = 1)

Status Register Content CYRS16B256 Legacy Block Protection (TBPROT =1, CMP =1)
BP3 BP2 | BP1 gpo | NumberProtected | Protected P’°te°t(f(dB§’°"s"y Protected Portion

0 0 0 0 512 0-511 32768 All
0 0 0 1 511 1-511 32704 Upper 511/512
0 0 1 0 510 2-511 32640 Upper 255/256
0 0 1 1 508 4-511 32512 Upper 127/128
0 1 0 0 504 8-511 32256 Upper 63/64
0 1 0 1 496 16-511 31744 Upper 31/32
0 1 1 0 480 32-511 30720 Upper 15/16
0 1 1 1 448 64-511 28672 Upper 7/8
1 0 0 0 384 128-511 24576 Upper 3/4
1 0 0 1 256 256-511 16384 Upper 1/2
1 0 1 0 0 None 0 None
1 0 1 1 0 None 0 None
1 1 0 0 0 None 0 None
1 1 0 1 0 None 0 None
1 1 1 0 0 None 0 None
1 1 1 1 0 None 0 None
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Table 31. CYRS16B256(256Mb) Upper Array Legacy Block Protection (TBPROT = 0, CMP = 0)

Status Register Content CYRS16B256 Legacy Block Protection (TBPROT = 0, CMP = 0)
BP3 | BP2 | BP1 po | Number Protected | protected Blocks P’°te°t(f(dB')De"s“y Protected Portion

0 0 0 0 0 None 0 None

0 0 0 1 1 511 64 Upper 1/512
0 0 1 0 2 510-511 128 Upper 1/256
0 0 1 1 4 508-511 256 Upper 1/128
0 1 0 0 8 504-511 512 Upper 1/64
0 1 0 1 16 496-511 1024 Upper 1/32
0 1 1 0 32 480-511 2048 Upper 1/16
0 1 1 1 64 448-511 4096 Upper 1/8
1 0 0 0 128 384-511 8192 Upper 1/4
1 0 0 1 256 256-511 16384 Upper 1/2
1 0 1 0 512 0-511 32768 ALL

1 0 1 1 512 0-511 32768 ALL

1 1 0 0 512 0-511 32768 ALL

1 1 0 1 512 0-511 32768 ALL

1 1 1 0 512 0-511 32768 ALL

1 1 1 1 512 0-511 32768 ALL

Table 32. CYRS16B256 (256Mb) Lower Array Legacy Block Protection (TBPROT =1, CMP = 0)

Status Register Content CYRS16B256 Legacy Block Protection (TBPROT = 0, CMP = 0)

BP3 BP2 BP1 BPO Pmt;‘i‘t‘g“jb;{ocks Protected Blocks DZ;Z:f;t(fkdB) P{,‘::f;ﬁd

0 0 0 0 0 None 0 None

0 0 0 1 1 0 64 Lower 1/512

0 0 1 0 2 0-1 128 Lower 1/256

0 0 1 1 4 0-3 256 Lower 1/128

0 1 0 0 8 0-7 512 Lower 1/64

0 1 0 1 16 0-15 1024 Lower 1/32

0 1 1 0 32 0-31 2048 Lower 1/16

0 1 1 1 64 0-63 4096 Lower 1/8

1 0 0 0 128 0-127 8192 Lower 1/4

1 0 0 1 256 0-255 16384 Lower 1/2

1 0 1 0 512 0-511 32768 ALL

1 0 1 1 512 0-511 32768 ALL

1 1 0 0 512 0-511 32768 ALL

1 1 0 1 512 0-511 32768 ALL

1 1 1 0 512 0-511 32768 ALL

1 1 1 1 512 0-511 32768 ALL
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7.6.2 Individual Block Lock (IBL) Protection

Individual Block Lock Bits (IBL) are volatile, with one bit for each sector / block, and each bit can be individually modified. By issuing
the IBL or GBL commands, a IBL bit is set to “0” protecting each related sector / block. By issuing the IBUL or GUL commands, a IBL
bit is cleared to “1” unprotecting each related sector or block. By issuing the IBLRD command the state of each IBL bit can be read.
This feature allows software to easily protect individual sectors / blocks against inadvertent changes, yet does not prevent the easy
removal of protection when changes are needed. The IBLs can be set or cleared as often as needed as they are volatile bits.

Every main 64-KB Block and the 4-KB Sectors in bottom and top blocks has a volatile Individual Block Lock Bit (IBL) associated with
it. When a sector / block IBL bit is “0”, the related sector/block is protected from program and erase operations.

If the Pointer Region Protection is enabled this protected region is logically ORed with the IBL bits.

Following power-up, hardware reset, or software reset the default state [IBLLBB = 1] (see Table 20 on page 32) all individual IBL bits
are set to “0” in the protected state. In order to Program or Erase the Array the Global IBL Unlock or the Sector / Block IBL Unlock
command must be given before the Program or Erase commands. When [IBLLBB = 0], all the individual IBL bits are set to “1” in the
unprotected state following power-up, hardware reset, or software reset.

Figure 21. Individual Block Lock / Pointer Region Protection Control
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Notes
20. The “M” is the top 64KB Block.
21.The “N is the top 4KB Sector.
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7.6.3 Pointer Region Protection (PRP)

The Pointer Region Protection is defined by a nonvolatile address pointer that selects any 4KB sector as the boundary between
protected and unprotected regions in the memory. This provides a protection scheme with individual sector granularity that remains
in effect across power cycles and reset operations. PRP settings can also be protected from modification until the next power cycle,
until a password is supplied, or can be permanently locked. PRP can be used in combination with either the Legacy Block Protection
or Individual Block Lock protection methods. When enabled, PRP protection is logically ORed with the protection method selected by
the WPS bit (CR2V[2])

The Set Pointer Region Protection (SPRP FBh or 4SPRP E3h) command (see Section 8.9 Pointer Region Command on page 96) or
Write Any Register (WRAR 71h) command to write the PRPR register (see Section 8.3.15 on page 69) is used to enable or disable
PRP, and set the pointer value.

The CYRS16B256 device must have 4 Byte addressing enabled (CR2V[0] = 1) to set the Pointer Region Protection register PRPR
(see Section 6.6.10 Pointer Region Protection Register (PRPR) on page 34) this insures that A24 and A25 are set correctly.

After the Set Block/Pointer Protection command is given or Write Any Register (WRAR 71h) command to write the PRPR register,
the value of A10 enables or disables the pointer protection mechanism. If A10 = 1, then the pointer protection region is disabled. This
is the default state, and the rest of pointer values are don'’t care. If A10 = 0, then the pointer protection region is enabled. The value
of A10 is written in the nonvolatile pointer bit in the PRPR. The pointer address values for RFU bits are don’t care but these bit locations
will read back as ones. See Section 6.6.10 on page 34 for additional information on the PRPR.

If the pointer protection mechanism is enabled, the pointer value determines the block boundary between the protected and the
unprotected regions in the memory. The pointer boundary is set by the three (A23-A12) or four (A31-A12) address bytes written to
the nonvolatile pointer value in the PRPR. The area that is unprotected will be inclusive of the 4KB sector selected by the pointer value.

The value of A9 is used to determine whether the region that is unprotected will start from the top (highest address) or bottom (lowest
address) of the memory array to the location of the pointer. If A9 = 0 when the SPRP or 4SPRP command is issued followed by a the
address, then the 4-kB sector which includes that address and all the sectors from the bottom up (zero to higher address) will be
unprotected. If A9 = 1 when the SPRP or 4SPRPcommand is issued followed by address then the 4-kB sector which includes that
address and all the sectors from the Top down (max to lower address) will be unprotected. The value of A9 is in the nonvolatile pointer
value in the PRPR.

The A11 bit can be used to protect all sectors. If A11 = 1, then all sectors are protected. If A11 = 0, then the unprotected range will be
determined by Amax-A12. The value of A11 is in the nonvolatile pointer value in the PRPR.

The SPRP or 4SPRP command is ignored during a suspend operation because the pointer value cannot be erased and re-
programmed during a suspend.

The SPRP or 4SPRP command is ignored if NVLOCK PR[0] = 0.

The Read Any Register 65h command (see Section 8.3.14 Read Any Register (RDAR 65h) on page 68) reads the contents of PRP
access register. This allows the contents of the pointer to be read out for test and verification.

Table 33. PRP Table

Protect Unprotect
A11| A10 | A9 Address Address Comment
Range Range
X 1 % |None All A10 = 1 is PRP disabled (this is the default state and the rest of pointer value is don't
care).
ol o 0 1FFFFFF to  |A[31:12] The 4-kB sector which includes that address and all the sectors from the bottom up
(A[31:12]+1) |to 0000000 |(zero to higher address) will be unprotected.
ol o 1 |(AB1;12]-1) 1FFFFFF | The 4-kB sector which includes that address and all the sectors from the Top down
to 0000000 |to A[31:12 max to lower address) will be unprotected.
[ ]
1 0 X (1)50F(|):()FOFF to r,;j\g;talicable A10 =0 and A11 =1 means protect all sectors and Amax-A12 are don't care.

If the pointer protect scheme is active (A10 = 0), and the pointer protects any portion of the address space to which an erase command
is applied, the erase command fails. For example, if the pointer protection is protecting 4KB of the array that would be affected by a
Block erase command, that erase command fails. Chip Erase CEh command is ignored if PRP is enabled (A10 = 0) and this will set
the E_ERR status bit.

If the Pointer Region Protection is enabled this protection is logically ORed with either the Legacy Block protection region if WPS
CR2VI[2] = 0 or Individual Block Lock protection if WPS CR2V[2] = 1 (see Figure 20 on page 39).
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1.7 Individual and Region Protection

Individual and Region Protection (IRP) is the name used for a set of independent hardware and software methods used to disable or
enable programming or erase operations on Security Regions 2 and 3 and the Pointer Region Protection Register.

Each method manages the state of the NVLOCK bit (PR[0]). When NVLOCK = 1, the Security Regions 2 and 3 and the Pointer Region
Protection Register (PRPR) may be programmed and erased. When NVLOCK = 0, the Security Regions 2 and 3 and PRPR can not
be programmed or erased. Note, the Security Regions 2 and 3 are also protected respectively by LB2 or LB3 = 1 (CR1NV[4:5]).

Power Supply Lock-down protection is the default method. This method sets the NVLOCK bit to “1” during POR or Hardware Reset
so that the NVLOCK related areas and registers are unprotected by a device reset. The PRL (A6h) command clears the NVLOCK bit
to “0” to protect the NVLOCK related areas and registers. There is no command in the Power Supply Lock-down method to set the
NVLOCK bit to “1”, therefore the NVLOCK bit will remain at “0” until the next power-off or hardware reset. The Power Supply Lock-
down method allows boot code the option of changing Security Regions 2 and 3 or the value in PRPR, by programming or erasing
these nonvolatile areas, then protecting these nonvolatile areas from further change for the remainder of normal system operation by
clearing the NVLOCK bit to “0”. This is sometimes called Boot-code controlled protection.

The Password method clears the Protection Register NVLOCK bit to 0 and sets the SECRRP bit = IRP[6] during POR or Hardware
Reset to protect the NVLOCK related areas and registers. The SECRRP bit determines whether Security Region 3 is readable. A 64
bit password may be permanently programmed and hidden for the password method. The PASSU (EAh) command can be used to
provide a password for comparison with the hidden password. If the password matches, the NVLOCK bit is set to “1” to unprotect the
NVLOCK related areas and registers. The PRL (A6h) command can be used to clear the NVLOCK bit to “0” to turn on protection again.

The Permanent method permanently sets the SECRRP bit = 1 and clears NVLOCK to ‘0’. This permanently protects the Security
Regions 2 and 3 and the PRPR.

The selection of the NVLOCK bit management method is made by programming OTP bits in the IRP Register (IRP[2 or 1 or 0] so as
to permanently select the method used. An overview of all methods is shown in Figure 22.
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Figure 22. Permanent, Password and Power Supply Lock-down Protection Overview
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powerup. A password unlock
Command will enable changes to
Security Region 2 & 3 and Pointer
Region Protection. A NVLOCK bit
write command turns the protection
back on.

Permanent Protection Mode
Permanently protects Security
Regions 2 & 3 and Pointer Region
Protection from Erase and
Programming

Note

If Security Region Lock bits LB 2 &
3 are protected CR1NV[5:4]=1, this
overrides the NVLOCK and the
Security Regions protected by the
LB bits will be permanently
protected from erase and
programming. If Read Password is
enabled Security Region 3 can still
be read password protected.
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7.71 IRP Register

The IRP register is used to permanently configure the behavior of Individual and Region Protection (IRP) features (see Table 20 on
page 32).

As shipped from the factory, all devices default to the Power Supply Lock-down protection mode, with all regions unprotected.

The device programmer or host system must then choose which protection method to use by programming one of the, one-time
programmable bits, Permanent, Power Supply Lock-down or Password Protection Mode. Programming one of these bits locks the
part permanently in the selected mode:

Factory Defaults IRP Register:

m IRP[6] = “1” = Read Password Protection Mode not enabled.

m IRP[4] = “1” = IBL bits power-up in protected state.

m IRP[2] = “1” = Password Protection Mode not enabled.

m IRP[1] = “1” = Power Supply Lock-down protection Mode not enabled but is the default mode.

m IRP[0] = “1” = Permanent Protection Mode not enabled.
IRP register programming rules:

m If the Read Password mode is chosen, the SECRRP bit must be programmed prior or at the same time as setting the Password
Protection mode Lock Bits IRP[2].

m If the IBL bits power-up in unprotected mode is chosen, the IBLLBB bit must be programmed prior or at the same time as setting
one of the Protection mode Lock Bits IRP[2:0].

m If the password mode is chosen, the password must be programmed prior to setting the Password Protection mode Lock Bits IRP[2].

m The protection modes are mutually exclusive, only one may be selected. Once one of the Protection Modes is selected IPRP[2:0],
the IRP Register bits are permanently protected from programming and no further changes to the OTP register bits is allowed. If an
attempt to change any of the register bits above, after the Protection mode is selected, the operation will fail and P_ERR (SR2V[5])
will be set to 1.

The programming time of the IRP Register is the same as the typical page programming time. The system can determine the status
of the IRP register programming operation by reading the WIP bit in the Status Register. See Section 6.6.1 Status Register 1
on page 22 for information on WIP. See Section 7.7.3 Password Protection Mode on page 47.

7.711 IBL Lock Boot Bit

The default IBL Lock Bit IRP[4] = 1, all the IBL bits on power-up or reset (after a hardware reset or software reset) to the “protected
state”. If the IBL Lock Bit IRP[4] = 0 (programmed), the IBL power-up or reset to the “unprotected state.”

7.7.2 Protection Register (PR)

7.7.21 NVLOCK Bit (PR[0])
The NVLOCK bit is a volatile bit for protecting:
m Pointer Region Protection Register

m Security Regions 2 and 3

When cleared to “0”, NVLOCK locks the related regions. When set to “1”, it allows the related regions to be changed. See Section 6.6.8
Protection Register (PR) on page 33 for more information.

The PRL command is used to clear the NVLOCK bit to “0”. The NVLOCK Bit should be cleared to “0” only after all the related regions
are configured to the desired settings.

In Power Supply Lock-down protection mode, the NVLOCK is set to “1” during POR or a hardware reset. A software reset command
does not affect the NVLOCK bit. When cleared to “0”, no software command sequence can set the NVLOCK bit to “1”, only another
hardware reset or power-up can set the NVLOCK bit.

In the Password Protection mode, the NVLOCK bit is cleared to “0” during POR, or a hardware reset. The NVLOCK bit can only be
set to “1” by the Password Unlock command.

The Permanent method permanently clears NVLOCK to 0. This permanently protects the Security Regions 2 and 3 and the PRPR.
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7.7.2.2 Security Region Read Password Lock Bit (SECRRP, PR[6])

The SECRRP Bit is a volatile bit for read protecting Security Region 3. When SECRRP[6] = 0 the Security Region 3 can not be read,
See Section 6.6.8 Protection Register (PR) on page 33 for more information.

In the Password Protection mode, the SECRRP bit is set equal to IRP[6] during POR or software or hardware reset. The NVLOCK
bit can only be set to “1” by the Password Unlock command. A software reset does not affect the NVLOCK bit.

The Permanent method permanently sets the SECRRP bit = 1. This permanently leaves Security Region 3 readable.

7.7.3 Password Protection Mode

Password Protection Mode allows an even higher level of security than the Power Supply Lock-down protection Mode, by requiring
a 64-bit password for unlocking the NVLOCK bit. In addition to this password requirement, after power up, hardware reset, the
NVLOCK bit is cleared to “0” to ensure protection after power-up or reset. Successful execution of the Password Unlock command
by entering the entire password sets the NVLOCK bit to 1, allowing for sector NVLOCK related areas and registers modifications.

Password Protection Notes:
m Once the Password is programmed and verified, the Password Mode (IRP[2] = 0) must be setin order to prevent reading the password.

m The Password Program Command is only capable of programming “0”s. Programming a “1” after a cell is programmed as a “0”
results in the cell left as a “0” with no programming error set.

m The password is all “1”s when shipped from Cypress. It is located in its own memory space and is accessible through the use of the
Password Program, Password Read, RDAR, and WRAR commands.

m All 64-bit password combinations are valid as a password.

m The Password Mode, once programmed, prevents reading the 64-bit password and further password programming. All further
program and read commands to the password region are disabled and these commands are ignored or return undefined data. There
is no means to verify what the password is after the Password Mode Lock Bit is selected. Password verification is only allowed
before selecting the Password Protection mode.

m The Protection Mode Lock Bits are not erasable.

m The exact password must be entered in order for the unlocking function to occur. If the password unlock command provided password
does not match the hidden internal password, the unlock operation fails in the same manner as a programming operation on a
protected sector. The P_ERR bit is set to one, the WIP Bit remains set, and the NVLOCK bit remains cleared to 0.

m The Password Unlock command cannot be accepted any faster than once every 100 ps + 20 ps. This makes it take an unreasonably
long time (58 million years) for a hacker to run through all the 64-bit combinations in an attempt to correctly match a password. The
Read Status Register 1 command may be used to read the WIP bit to determine when the device has completed the password
unlock command or is ready to accept a new password command. When a valid password is provided the password unlock command
does not insert the 100 us delay before returning the WIP bit to zero.

m If the password is lost after selecting the Password Mode, there is no way to set the NVLOCK bit = 1.
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7.7.4 Security Region Read Password Protection
The Security Region Read Password Protection enables protecting Security Region 3 from read, program and erase.

Security Region Read Password Protection is an optional addition to the Password Protection Mode (described above). The Security
Regions Read Password Protection is enabled when the user programs SECRRP bit ‘IRP[6] = 0. The SECRRP bit IRP[6] must be
programmed prior or at the same time as setting the Password Protection mode Lock Bits IRP[2].

The Security Regions Read Password Protection is not active until the password is programmed, IRP[2] is programmed to 0.

When the SECRRP (PR[6]) bit is set to 0 the Security Region 3 is not readable. If these regions are read the resulting data is invalid
and undefined.

7.7.5 Recommended IRP Protection Process

During system manufacture, the Flash device configuration should be defined by:
1. Programming the Security Regions as desired.

. Set Pointer Region Protection Register as desired

. Program the Password register (PASS) if password protection will be used.

. Program the IRP Register as desired, including the selection of Permanent, Power Supply Lock-down or password IRP protection
mode in IRP[2:0]. It is very important to explicitly select a protection mode so that later accidental or malicious programming of the
IRP register is prevented. This is to ensure that only the intended protection features are enabled. Before or while programming
the IRP register:

a. The IBLLBB bit (IRP[4]) may be used to cause all the IBL bits to power up in the unprotected state.

b. The SECRRP bit (IRP[6]) may be programmed to select Security Regions Read Password Protection to use the password to
control read access to the Security Region 3.

A WODN

During system power up and boot code execution: If the Power Supply Lock-down protection mode is in use, trusted boot code can
determine whether there is any need to modify the NVLOCK related areas or registers. If no changes are needed the NVLOCK bit
can be cleared to 0 via the PRL command to protect the NVLOCK related areas or registers from changes during the remainder of
normal system operation while power remains on.
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8. Commands

All communication between the host system and CY16B family memory devices is in the form of units called commands. See
Section 5.2 Command Protocol on page 12 for details on command protocols.

Although host software in some cases is used to directly control the SPI interface signals, the hardware interfaces of the host system
and the memory device generally handle the details of signal relationships and timing. For this reason, signal relationships and timing
are not covered in detail within this software interface focused section of the document. Instead, the focus is on the logical sequence
of bits transferred in each command rather than the signal timing and relationships. Following are some general signal relationship
descriptions to keep in mind. For additional information on the bit level format and signal timing relationships of commands, see

Section 5.2 on page 12.

m The host always controls the Chip Select (CS#), Serial Clock (SCK), and Serial Input (Sl) - Sl for single bit wide transfers. The
memory drives Serial Output (SO) for single bit read transfers. The host and memory alternately drive the 100-103 signals during

Dual and Quad transfers.

m All commands begin with the host selecting the memory by driving CS# low before the first rising edge of SCK. CS# is kept low
throughout a command and when CS# is returned high the command ends. Generally, CS# remains low for eight bit transfer multiples
to transfer byte granularity information. No commands will be accepted if CS# is returned high not at an 8 bit boundary.

8.1 Command Set Summary
8.1.1 Extended Addressing

To accommodate addressing above 128 Mb, there are two options:

1. Instructions that always require a 4-Byte address, used to access up to 32 Gb of memory.

Table 34. Extended Address 4-Byte Address Commands

Command Name Function Instruction (Hex)
4READ Read 13
4FAST_READ Read Fast 0oCc
4DOR Dual Output Read 3C
4QO0R Quad Output Read 6C
4DIOR Dual I/O Read BC
4QIOR Quad I/0 Read EC
4DDRQIOR DDR Quad I/O Read EE
4PP Page Program 12
4QPP Quad Page Program 34
4SE Sector Erase 21
4HBE Half Block Erase 53
4BE Block Erase DC
4|1BLRD IBL Read EO
41BL IBL Lock E1
4|1BUL IBL Unlock E2
4SPRP Set Pointer Region Protection E3
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2. A4 Byte address mode for backward compatibility to the 3 Byte address instructions. The standard 3 Byte instructions can be used
in conjunction with a 4 Byte address mode controlled by the Address Length configuration bit (CR2V[0]). The default value of
CR2VI[0] is loaded from CR2NV[1] (following power up, hardware reset, or software reset), to enable default 3-Byte (24-bit) or
4 Byte (32 bit) addressing. When the address length (CR2V[0]) set to 1, the legacy commands are changed to require 4-Bytes (32-
bits) for the address field. The following instructions can be used in conjunction with the 4 Byte address mode configuration to
switch from 3-Bytes to 4-Bytes of address field.

Table 35. Extended Address 4-Byte Address Mode with 3-Byte Address Commands

Command Name Function Instruction (Hex)

RSFDP Read SFDP 5A
READ Read 03
FAST_READ Read Fast 0B
DOR Dual Output Read 3B
QOR Quad Output Read 6B
DIOR Dual I/0 Read BB
QIOR Quad I/0 Read EB
DDRQIOR DDR Quad I/O Read) ED
PP Page Program 02
QPP Quad Page Program 32
SE Sector Erase 20
HBE Half Block Erase 52
BE Block Erase D8
RDAR Read Any Register 65
WRAR Write Any Register 7
SECRE Security Region Erase 44
SECRP Security Region Program 42
SECRR Security Region Read 48
IBLRD IBL Read 3D
IBL IBL Lock 36
IBUL IBL Unlock 39
SPRP Set Pointer Region Protection FB
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8.1.2 Command Summary by Function

Table 36. CY16B Family Command Set (sorted by function)

Function | Command Name Command Description \II';SI::;'?S:;) Frequaeﬂ::n;TMHz) Len%?ﬁ?%systes) QPI
RDID Read ID (JEDEC Manufacturer ID) 9F 108 0 Yes

Read RSFDP Read JEDEC Serial Flash Discoverable Parameters 5A 133 3or4 Yes

Device ID |rpqID Read Quad ID AF 108 0 Yes
RUID Read Unique ID 4B 133 0 Yes
RDSR1 Read Status Register 1 05 108 0 Yes
RDSR2 Read Status Register 2 07 108 0 No
RDCR1 Read Configuration Register 1 35 108 0 No
RDCR2 Read Configuration Register 2 15 108 0 No
RDCR3 Read Configuration Register 3 33 108 0 No
RDAR Read Any Register 65 133 3oréd Yes
WRR Write Register (Status-1 and Configuration-1,2,3) 01 133 0 Yes
WRDI Write Disable 04 133 0 Yes
WREN Write Enable for Nonvolatile data change 06 133 0 Yes

Register WRENV \I/Qvezigtiesti?:ble for Volatile Status and Configuration 50 133 0 Yes

Access
WRAR Write Any Register 71 133 3ord Yes
CLSR Clear Status Register 30 133 0 Yes
4BEN Enter 4 Byte Address Mode B7 133 0 Yes
4BEX Exit 4 Byte Address Mode E9 133 0 Yes
SBL Set Burst Length 77 133 0 Yes
QPIEN Enter QPI 38 133 0 No
QPIEX Exit QPI F5 133 0 Yes
DLPRD Data Learning Pattern Read 41 133 0 Yes
PDLRNV Program NV Data Learning Register 43 133 0 Yes
WDLRV Write Volatile Data Learning Register 4A 133 0 Yes
READ Read 03 50 3or4 No
4READ Read 13 50 4 No
FAST_READ Fast Read 0B 133 3or4 No
4FAST_READ Fast Read ocC 133 4 No
DOR Dual Output Read 3B 133 3or4 No
4DOR Dual Output Read 3C 133 4 No

Elzzﬂ QOR Quad Output Read 6B 133 3or4 No

Array 4QO0R Quad Output Read 6C 133 4 No
DIOR Dual I/O Read BB 133 3or4 No
4DIOR Dual I/0 Read BC 133 4 No
QIOR Quad I/0 Read (CR1V[1] = 1) or CR2V[3] =1 EB 133 3or4 Yes
4QIOR Quad I/0 Read (CR1V[1] = 1) or CR2V[3] = 1 EC 133 4 Yes
DDRQIOR DDR Quad I/0 Read (CR1V[1] = 1 or CR2V[3] = 1) ED 66 3or4 Yes
4DDRQIOR DDR Quad I/0 Read (CR1V[1] = 1 or CR2V[3] = 1) EE 66 4 Yes

Notes

22. Commands not supported in QPI mode have undefined behavior if sent when the device is in QPI mode.
23. For CYRS16B256 device, the SPRP command must be in 4 byte address mode with CR2V[0] = 1.
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Table 36. CY16B Family Command Set (sorted by function) (Continued)
Function | Command Name Command Description \Ilr;slar;lz:ﬁi:;) Frequaeﬂ::n;TMHz) Len%?ﬁ?%systes) QPI
PP Page Program 02 133 3or4 Yes
::Irgsgr:am 4PP Page Program 12 133 4 Yes
Array QPP Quad Page Program 32 133 3or4 No
4QPP Quad Page Program 34 133 4 No
SE Sector Erase 20 133 3or4 Yes
4SE Sector Erase 21 133 4 Yes
HBE Half Block Erase 52 133 3oréd Yes
Elr:ssﬁ 4HBE Half Block Erase 53 133 4 Yes
Array BE Block Erase D8 133 3or4 Yes
4BE Block Erase DC 133 4 Yes
CE Chip Erase 60 133 0 Yes
CE Chip Erase (alternate instruction) C7 133 0 Yes
Erase / EPS Erase / Program Suspend 75 133 0 Yes
Program
Suspend / |EpR Erase / Program Resume 7A 133 0 Yes
Resume
Security SECRE Security Region Erase 44 133 3or4 Yes
Region SECRP Security Region Program 42 133 3or4 Yes
Array SECRR Security Region Read 48 133 3oré4 Yes
IBLRD IBL Read 3D 133 3or4 Yes
4|BLRD IBL Read EO 133 4 Yes
IBL IBL Lock 36 133 3or4 Yes
41BL IBL Lock E1 133 4 Yes
Array IBUL IBL Unlock 39 133 3or4 Yes
Protection 418y IBL Unlock E2 133 4 Yes
GBL Global IBL Lock 7E 133 0 Yes
GBUL Global IBL Unlock 98 133 0 Yes
SPRP Set Pointer Region Protection FB 133 3 or4(23) Yes
4SPRP Set Pointer Region Protection E3 133 4 Yes
IRPRD IRP Register Read 2B 133 0 Yes
IRPP IRP Register Program 2F 133 0 Yes
Individual |PRRD Protection Register Read A7 133 0 Yes
aRr;céi on PRL Protection Register Lock (NVLOCK Bit Write) A6 133 0 Yes
Protection | PASSRD Password Read E7 133 0 Yes
PASSP Password Program E8 133 0 Yes
PASSU Password Unlock EA 133 0 Yes
RSTEN Software Reset Enable 66 133 0 Yes
Reset RST Software Reset 99 133 0 Yes
MBR Mode Bit Reset FF 133 0 Yes
Deep DPD Deep Power Down B9 133 0 Yes
Power
Down RES Release from Deep Power Down / Device Id AB 133 0 Yes
Notes

22. Commands not supported in QPI mode have undefined behavior if sent when the device is in QPI mode.
23. For CYRS16B256 device, the SPRP command must be in 4 byte address mode with CR2V[0] = 1.
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Table 36. CY16B Family Command Set (sorted by function) (Continued)

Function | Command Name Command Description \I;;shtjr;ﬁfli:)g Freq“a:ﬂ::nyuanHz) Len%?l??%systes) QPI
RFU Reserved-18 Reserved 18
RFU Reserved-41 Reserved 41
RFU Reserved-43 Reserved 43
RFU Reserved-4A Reserved 4A
RFU Reserved-ED Reserved ED
RFU Reserved-EE Reserved EE

Notes
22. Commands not supported in QPI mode have undefined behavior if sent when the device is in QPI mode.
23. For CYRS16B256 device, the SPRP command must be in 4 byte address mode with CR2V[0] = 1.

8.1.3 Read Device Identification

There are multiple commands to read information about the device manufacturer, device type, and device features. SPI memories
from different vendors have used different commands and formats for reading information about the memories. The CY16B family
supports the three device information commands.

8.1.4 Register Read or Write

There are multiple registers for reporting embedded operation status or controlling device configuration options. There are commands
for reading or writing these registers. Registers contain both volatile and nonvolatile bits. Nonvolatile bits in registers are automatically
erased and programmed as a single (write) operation.

8.1.41 Monitoring Operation Status

The host system can determine when a write, program, erase, suspend or other embedded operation is complete by monitoring the
Write in Progress (WIP) bit in the Status Register. The Read from Status Register 1 command or Read Any Register command provides
the state of the WIP bit. The Read from Status Register 2 or Read Any Register command provides the state of the program error
(P_ERR) and erase error (E_ERR) bits in the status register indicate whether the most recent program or erase command has not
completed successfully. When P_ERR or E_ERR bits are set to one, the WIP bit will remain set to one indicating the device remains
busy and unable to receive most new operation commands. Only status reads (RDSR1 05h, RDSR2 07h), Read Any Register (RDAR
65h), Read Configuration RDCR1 and RDCR3, status clear (CLSR 30h), and software reset (RSTEN 66h followed by RST 99h) are
valid commands when P_ERR or E_ERR is set to 1. A Clear Status Register (CLSR) command must be sent to return the device to
standby state. Alternatively, Hardware Reset, or Software Reset (RSTEN 66h followed by RST 99h) may be used to return the device
to standby state.

8.1.4.2 Configuration

There are commands to read, write, and protect registers that control interface path width, interface timing, interface address length,
and some aspects of data protection.

Document Number: 002-18483 Rev. *C Page 53 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

8.1.5 Read Flash Array

Data may be read from the memory starting at any byte boundary. Data bytes are sequentially read from incrementally higher byte
addresses until the host ends the data transfer by driving CS# input High. If the byte address reaches the maximum address of the
memory array, the read will continue at address zero of the array.

Burst Wrap read can be enabled by the Set Burst Length (SBL 77h) command with the requested wrapped read length and
alignment, see Section 8.3.16 Set Burst Length (SBL 77h) on page 70. Burst Wrap read is only for Quad I/O and QPI modes

There are several different read commands to specify different access latency and data path widths. Double Data Rate (DDR)
commands also define the address and data bit relationship to both SCK edges:

m The Read command provides a single address bit per SCK rising edge on the SI/IO0 signal with read data returning a single bit per
SCK falling edge on the SO/IO1signal. This command has zero latency between the address and the returning data but is limited
to a maximum SCK rate of 50MHz.

m Other read commands have a latency period between the address and returning data but can operate at higher SCK frequencies.
The latency depends on a configuration register read latency value.

m The Fast Read command provides a single address bit per SCK rising edge on the SI/I00 signal with read data returning a single
bit per SCK falling edge on the SO/IO1 signal.

m Dual or Quad Output Read commands provide address on SI/I00 pin on the SCK rising edge with read data returning two bits, or
four bits of data per SCK falling edge on the 100 - 103 signals.

m Dual or Quad I/O Read commands provide address two bits or four bits per SCK rising edge with read data returning two bits, or
four bits of data per SCK falling edge on the 100 - |03 signals. Continuous read feature is enabled if the mode bits value is Axh.

m Quad Double Data Rate read commands provide address four bits per every SCK edge with read data returning four bits of data
per every SCK edge on the 100 - 103 signals. Continuous read feature is enabled if the mode bits value is Axh.

8.1.6 Program Flash Array

Programming data requires two commands: Write Enable (WREN), and Page Program (PP, 4PP, QPP, 4QPP). The Page Program
command accepts from 1 byte up to 256 consecutive bytes of data (page) to be programmed in one operation. Programming means
that bits can either be left at 1, or programmed from 1 to 0. Changing bits from 0 to 1 requires an erase operation.

8.1.7 Erase Flash Array

The Sector Erase, Half Block Erase, Block Erase, or Chip Erase commands set all the bits in a sector or the entire memory array to
1. A bit needs to be first erased to 1 before programming can change it to a 0. While bits can be individually programmed from a 1 to
0, erasing bits from 0 to 1 must be done on a sector-wide, half block-wide, block-wide or array-wide (Chip) level. The Write Enable
(WREN) command must precede an erase command.

8.1.8 Security Regions, Legacy Block Protection, and Individual and Region
Protection

There are commands to read and program a separate One Time Protection (OTP) array for permanently protected data such as a
serial number. There are commands to control a contiguous group (block) of Flash memory array sectors that are protected from
program and erase operations.There are commands to control which individual Flash memory array sectors are protected from
program and erase operations. There is a mode to limit read access of Security Region 3 until a password is supplied.

8.1.9 Reset

There are commands to reset to the default conditions present after power on to the device. However, the software reset commands
do not affect the current state of the SRP1 or NVLOCK Bits. In all other respects a software reset is the same as a hardware reset.

There is a command to reset (exit from) the Continuous Read Mode.

8.1.10 Reserved

Some instructions are reserved for future use. In this generation of the CY16B family some of these command instructions may be
unused and not affect device operation, some may have undefined results.

Some commands are reserved to ensure that a legacy or alternate source device command is allowed without effect. This allows
legacy software to issue some commands that are not relevant for the current generation CY16B family with the assurance these
commands do not cause some unexpected action.

Some commands are reserved for use in special versions of the CY16B not addressed by this document or for a future generation.
This allows new host memory controller designs to plan the flexibility to issue these command instructions. The command format is
defined if known at the time this document revision is published.
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8.2 Identification Commands
8.2.1 Read Identification (RDID 9Fh)

The Read Identification (RDID) command provides read access to manufacturer identification, device identification. The manufacturer
identification is assigned by JEDEC. The device identification values are assigned by Cypress.

Any RDID command issued while a program, erase, or write cycle is in progress is ignored and has no effect on execution of the
program, erase, or write cycle that is in progress.

The RDID instruction is shifted on SI / 00. After the last bit of the RDID instruction is shifted into the device, a byte of manufacturer
identification, two bytes of device identification, will be shifted sequentially out on SO /101, As a whole this information is referred to
as ID. See Section 10.2 Device ID Address Map on page 115 for the detail description of the ID contents.

Continued shifting of output beyond the end of the defined ID address space will provide undefined data. The RDID command
sequence is terminated by driving CS# to the logic high state anytime during data output. The RDID command is supported up to 108
MHz.

Figure 23. Read ldentification (RDID) Command Sequence

CS# | ) [

seck_ 1My ryyuyyuiyyyuyyyuys
s_1o0 M 7 [6[5]4 3210 ) e
SO_IO1 (71654321 ]0[\[6[5]4l3]2]1]0]

Phase | Instruction | Datat______ W\ DataN [

This command is also supported in QPI mode. In QPl mode, the instruction is shifted in on 100-103 and the returning data is shifted
out on 100-103.

Figure 24. Read Identification (RDID) QPI Mode Command

cs# |

sk ] LML 1L ririeririererererere
00— 4 [ o [ 4 [ o T 4 [ o[ 4 1T o1l 41 o1 41 o]
ot—— 5 [ 1+ [ 5 [ 1+ [ 5 [ 1 [ 5 [ 1+ [ 5 [ 1 [ 5 [ 1 ]
o2—— 6 | 2 [ 6 | 2 [ 6 [ 2 [ 6 [ 2 [ 6 [ 2 [ 6 [ 2 |
o3— 7 | 3 | 7 | 3 | 7 | 3 | 7 |1 3 [ 7 1 3 | 7 [ 3 ]
Phase | Instruction , _ D1 ___j_ _ D2 ___ [ _ D3 ___, _ D4 _ | DaaN__ | ____
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8.2.2 Read Quad Identification (RDQID AFh)

The Read Quad Identification (RDQID) command provides read access to manufacturer identification, device identification. This
command is an alternate way of reading the same information provided by the RDID command while in QPI mode. In all other respects
the command behaves the same as the RDID command.

The command is recognized only when the device is in QPl Mode (CR2V[3] = 1) or Quad Mode (CR1V[1] = 1). The instruction is
shifted in on 100-I103 for QPI Mode and 100 for Quad Mode. After the last bit of the instruction is shifted into the device, a byte of
manufacturer identification, two bytes of device identification will be shifted sequentially out on 100-103. As a whole this information
is referred to as ID. See Section 10.2 Device ID Address Map on page 115 for the detail description of the ID contents.

Continued shifting of output beyond the end of the defined ID address space will provide undefined data. The command sequence is
terminated by driving CS# to the logic high state anytime during data output.

Figure 25. Read Quad Identification (RDQID) Command Sequence QPI Mode

cs# |

sk ] L LIl Il ririrerererere
00— 4 [ o [ 4 T o T 4 1T o [ 4 1T o [ 4 1T o I 4 1T o1
ot——— 5 | 1+ [ 5 [ 1+ [ 5 [ 1+ [ 65 [ 1+ [ 5 [ 1 [ 5 [ 1 ]
o2—— 6 [ 2 1 6 | 2 T 6 [ 2 1T 6 | 2 1T 6 [ 2 T 6 [ 2 1]
o3—— 7 | 3 [ 7 | 3 [ 7 "3 "7 ["3 | 7 [ 3 | 7 [ 3 ]
Phase | Instructon  _ D1___, _ D2 __ _ D3 ___ _ D4 __ | DaaN__ | ___

Figure 26. Read Quad Identification (RDQID) Command Sequence Quad Mode
cs# |

00—— 7 [ 6 [ 5 T 4 T 3 T 2 1T 1 T o [ 4 1T o 1T 4 T o ]
101 [ 5 T 1+ 1T 5 T 1 1]
102 [ 6 | 2 | 6 [ 2 ]
103 L 7 T 3 1T 7 1T 3 1]
Phase [~ _stucton __________________Di____[__DaaN___ ____
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8.2.3 Read Serial Flash Discoverable Parameters (RSFDP 5Ah)

The command is initiated by shifting on Sl the instruction code “5Ah”, followed by a 24-bit (3 byte) address or 32-bit (4 byte) address
(depending on the current Address Length configuration of CR2V[0]), followed by the number of read latency (dummy cycles) set by
the Variable Read Latency configuration in CR3V[3:0].

The SFDP bytes are then shifted out on SO/IO1 starting at the falling edge of SCK after the dummy cycles. The SFDP bytes are
always shifted out with the MSB first. If the 24-bit (3 byte) address or 32-bit (4 byte) address is set to any non-zero value, the selected
location in the SFDP space is the starting point of the data read. This enables random access to any parameter in the SFDP space.
In SPI mode the RSFDP command is supported up to 133 MHz.

The Variable Read Latency should be set to 8 cycles for compliance with the JEDEC JESD216 SFDP standard. The nonvolatile default
Variable Read Latency in CR3NV is set to 8 dummy cycles when the device is shipped from Cypress. However, because the RSFDP
command uses the same implementation as other variable address length and latency read commands, users are free to modify the
address length and latency of the command if desired.

Continuous (sequential) read is supported with the Read SFDP command.

Figure 27. RSFDP Command Sequence!®*!

cs# | \ i\ B
sek | MM s U L L L e
silool7[6]5 4321 oAl [1]o e

SO_IO1 i\ \! (71654 32]1]0]

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103 and the returning data is shifted
out on 100-103.

Figure 28. RSFDP QPI Mode Command Sequence

cst | i\ i\
100—a [0 [20[ VT2 [0 {4]of4fofaJofa o]
1o1—5 [ 1 [21 [\WT5 [ 1 {s[1]s]1]5[1]5[1]

o

N

o2—T6 2 [22[V{T6 [2 6l2]el2]6]2]6]2]
03— 7[5 [23[\{T7 [5

Phase  |instruct | §\ Address | \\  Dummy | D1 | D2 | D3 | D4 |

|
,LI ,,,,, L))y =T L

7lsl7]3]7]3f7]3]

Note
24. A = MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command 13h.
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8.2.4 Read Unique ID (RUID 4Bh)

The Read Identification (RUID) command provides read access to factory set read only 64 bit number that is unique to each device.

The RUID instruction is shifted on Sl followed by four dummy bytes or 16 dummy bytes QPI (32 clock cycles). This latency period
(i.e., dummy bytes) allows the device’s internal circuitry enough time to access data at the initial address. During latency cycles, the
data value on 100-103 are “don’t care” and may be high impedance.

Then the 8 bytes of Unique ID will be shifted sequentially out on SO / 101.

Continued shifting of output beyond the end of the defined Unique ID address space will provide undefined data. The RUID command
sequence is terminated by driving CS# to the logic high state anytime during data output.

Figure 29. Read Unique ID (RUID) Command Sequence
Cs# | \ \ [
sslihnnnnnnnnnnnniEnnnnnhuEnihEnhnEnnnnnns
si_too l[76]5 ]3] 2[1]o R S .

SO_IOf1 \ l6362l61[60|5958]57]56(55\\\[ 5] 4[ 3 [2[1] 0]

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103 and the returning data is shifted
out on 100-103.

Figure 30. Read Unique ID (RUID) QPI Mode Command

cs# | % )

St ipipipigigigigipippigigipipipipipipigipipigipinis
00— 4o} ) (60l 56\ 4 [ 84 0]
01— 51 1] % (611575 [ 0[5 1]
102—{6 ]2} 4 (621 58\\6 [ 101 61 2]

(’( I
\

103 (713 {63][59W\7 [11] 7 [ 3]

Phase [InstructigBummy Dummy Dummy 3\ Dummy Bummy Bummy Bummy 16 64 bit
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8.3 Register Access Commands

8.3.1 Read Status Register 1 (RDSR1 05h)
The Read Status Register 1 (RDSR1) command allows the Status Register 1 contents to be read from SO/IO1.

The volatile version of Status Register 1 (SR1V) contents may be read at any time, even while a program, erase, or write operation
is in progress. It is possible to read Status Register 1 continuously by providing multiples of eight clock cycles. The status is updated
for each eight cycle read.

Figure 31. Read Status Register 1 (RDSR1) Command Sequence
cs# | ) [
sk _ 1M s L L L L LE
si_lcoMM 761543210 N

SO_I01 [716[5[4[3[2[1]0\[6[5[4[3[2[1]0]

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103 and the returning data is shifted
out on 100-103. In QPI mode, the read status register can be supported up to 108MHz clock frequency. To read Status Register 1
above 108MHz use the Read Any Register command, see Section 8.3.14 Read Any Register (RDAR 65h) on page 68.

Figure 32. Read Status Register 1 (RDSR1) QPI Mode Command

cs# |

SCLK [ I I = I 4 LI L1 L
00— 4 | o | 4 | o | 4 | o | a4 [ o |
o1t——— 5 | 1 | 5 | 1 [ 5 [ 1 [ 5 [ 1 ]
o2——— 6 | 2 | 6 | 2 | 6 | 2 | 6 | 2 ]
o3——— 7 | 3 | 7 | 3 | 7 | 3 | 7 [ 3 1]

Phase | nstruct. | __ Status | Updated Status| Updated Status|

8.3.2 Read Status Register 2 (RDSR2 07h)

The Read Status Register 2 (RDSR2) command allows the Status Register 2 contents to be read from SO/I01.

The volatile Status Register 2 SR2V contents may be read at any time, even while a program, erase, or write operation is in progress.
It is possible to read the Status Register 2 continuously by providing multiples of eight clock cycles. The status is updated for each
eight cycle read.

Figure 33. Read Status Register 2 (RDSR2) Command
cs# | i\ [
SCK “
si_ioo M 7 [6[5 4 32110 I

SO _101 [716[5]4a]3]2]1]Jo[\WI6l5]4[3][2]1]0]

In QPI mode, status register 2 may be read via the Read Any Register command, see Section 8.3.14 Read Any Register (RDAR 65h)
on page 68.
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8.3.3 Read Configuration Registers (RDCR1 35h) (RDCR2 15h) (RDCR3 33h)

The Read Configuration Register (RDCR1, RDCR2, RDCR3) commands allows the volatile Configuration Registers (CR1V, CR2V,
CR3V) contents to be read from SO/IO1.

It is possible to read CR1V, CR2V and CR3V continuously by providing multiples of eight clock cycles. The Configuration Registers
contents may be read at any time, even while a program, erase, or write operation is in progress. To read the Configuration Register
1, 2 and 3 at higher frequencies use the read any register command, see Section 8.3.14 Read Any Register (RDAR 65h) on page 68.

Figure 34. Read Configuration Register (RDCR1) (RDCR2) (RDCR3) Command Sequence

cs# | 0\ l_

sek 1 MM L LU L LLe
siioo M 765 4 3 210 ) .

SO_I01 [716[514[3[2[1]o\[6[5[4[3[21]0]

In QPI mode, configuration register 1, 2 and 3 may be read via the Read Any Register command, see Section 8.3.14 on page 68.

8.34 Write Registers (WRR 01h)

The Write Registers (WRR) command allows new values to be written to the Status Register 1, Configuration Register 1, Configuration
Register 2 and Configuration Register 3. Before the Write Registers (WRR) command can be accepted by the device, a Write Enable
(WREN) or Write Enable for Volatile Registers (WRENV) command must be received. After the Write Enable (WREN) command has
been decoded successfully, the device will set the Write Enable Latch (WEL) in the Status Register to enable nonvolatile write
operations and direct the values in the following WRR command to the nonvolatile SR1NV, CR1NV, CR2NV and CR3NV registers.
After the Write Enable for Volatile Registers (WRENV) command has been decoded successfully, the device directs the values in the
following WRR command to the volatile SR1V, CR1V, CR2V and CRV3 registers.

The Write Registers (WRR) command is entered by shifting the instruction and the data bytes on SI/I00. The Status Register is one
data byte in length.

A WRR operation directed to nonvolatile registers by a preceding WREN command, first erases nonvolatile registers then programs
the new value as a single operation, then copies the new nonvolatile values to the volatile version of the registers. A WRR operation
directed to volatile registers by a preceding WRENV command, updates the volatile registers without affecting the related nonvolatile
register values. The Write Registers (WRR) command will set the P_ERR or E_ERR bits if there is a failure in the WRR operation.
See Section 6.6.2 Status Register 2 Volatile (SR2V) on page 24 for a description of the error bits. The device hangs busy until clear
status register (CLSR) is used to clear the error and WIP for return to standby. Any Status or Configuration Register bit reserved for
the future must be written as a “0”.

CS# must be driven to the logic high state after the eighth, sixteenth, twenty-fourth, or thirty-second bit of data has been latched. If
not, the Write Registers (WRR) command is not executed.

If CS# is driven high after the:

m eighth cycle then only the Status Register 1 is written

m sixteenth cycle both the Status 1 and Configuration 1 Registers are written;
m twenty-fourth cycle Status 1 and Configuration 1 and 2 Registers are written;

m thirty-second cycle Status 1and Configuration 1, 2 and 3 Registers are written.

As soon as CS# is driven to the logic high state, the self-timed Write Registers (WRR) operation is initiated. While the Write Registers
(WRR) operation is in progress, the Status Register may still be read to check the value of the Write-In Progress (WIP) bit. The Write-
In Progress (WIP) bitis a “1” during the self-timed Write Registers (WRR) operation, and is a “0” when it is completed. When the Write
Registers (WRR) operation is completed, the Write Enable Latch (WEL) is set to a “0”.

The WRR command is protected from a hardware and software reset, the hardware reset and software reset command are ignored
and have no effect on the execution of the WRR command.
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Figure 35. Write Register (WRR) Command Sequence
cs# | [
SCK

si_ioo ll7Te[5]4]z]2]1]o]7[6]5]4[3]2]1Jo]7]6]5]a[3]2]1]o]7]6]5]4[3]2]1 [o]7]6]5 2 3 2] [o IB
SO_IO1

Phase L Instruction ‘LlnputStatus Register-1 ‘L Input Conf Register-1 L Input Conf Register-2 L Input Conf Register-3 ‘L*

This command is also supported in QPI mode. In QPI mode, the instruction and data is shifted in on 100-103.

Figure 36. Write Register (WRR) Command Sequence QPI Mode

cs#™ | |—
SCLK
00— 4 [ o [ 4 [ o [ 4 [ o [ 4 [ o [ 4 [ 0o F——
o1t——— 5 [ 1+ | 5 [ + [ 5 | 1+ [ 5 [ 1+ | 5 [ 1 }—
o2—— 6 | 2 | 6 | 2 | 6 [ 2 [ 6 | 2 | & | 2 +—
03— 7 | 3 | 7 | 3 1 7 1 3 1 7 1T 3 [ 7 [ 3 }—
Phase | _ Instruct. __ | _ InputStatus1 | __InputConfig1 | _ InputConfig2 | __InputConfig3 =~~~

The Write Registers (WRR) command allows the user to change the values of the Legacy Block Protection bits in either the nonvolatile
Status Register 1 or in the volatile Status Register 1, to define the size of the area that is to be treated as read-only.

The Write Registers (WRR) command also allows the user to set the Status Register Protect 0 (SRPO0) bit to a “1” or a “0”. The Status
Register Protect 0 (SRPO) bit and Write Protect (WP#) signal allow the BP bits to be hardware protected.

When the Status Register Protect 0 (SRP0 SR1V[7]) bit is a “0”, it is possible to write to the Status Register provided that the WREN
or WRENV command has previously been sent, regardless of whether Write Protect (WP#) signal is driven to the logic high or logic
low state.

When the Status Register Protect 0 (SRPO) bit is set to a “1”, two cases need to be considered, depending on the state of Write Protect
(WP#):

m If Write Protect (WP#) signal is driven to the logic high state, it is possible to write to the Status and Configuration Registers provided
that the WREN or WRENV command has previously been sent before the WRR command.

m If Write Protect (WP#) signal is driven to the logic low state, it is not possible to write to the Status and Configuration Registers even
if the WREN or WRENV command has previously been sent before the WRR command. Attempts to write to the Status and
Configuration Registers are rejected, not accepted for execution, and no error indication is provided. As a consequence, all the data
bytes in the memory area that are protected by the Legacy Block Protection bits of the Status Register, are also hardware protected
by WP#.

Note It is recommended not to change Write Protect WP# signal during a command cycle because it may The WP# hardware
protection can be provided:

m by setting the Status Register Protect 0 (SRPO) bit after driving Write Protect (WP#) signal to the logic low state;

m or by driving Write Protect (WP#) signal to the logic low state after setting the Status Register Protect 0 (SRPO) bit to a “1”.

The only way to release the hardware protection is to pull the Write Protect (WP#) signal to the logic high state. If WP# is permanently
tied high, hardware protection of the BP bits can never be activated.

Hardware protection is disabled when Quad Mode is enabled (CR1V[1] = 1) or QPI mode is enabled (CR2V[3] = 1) because WP#
becomes |02; therefore, it cannot be utilized.

See Section 7.5 Status Register Protect (SRP1, SRP0) on page 38 for a table showing the SRP and WP# control of Status and
Configuration protection.
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8.3.5 Write Enable (WREN 06h)

The Write Enable (WREN) command sets the Write Enable Latch (WEL) bit of the Status Register 1 (SR1V[1]) to a “1”. The Write
Enable Latch (WEL) bit must be set to a “1” by issuing the Write Enable (WREN) command to enable write, program and erase
commands.

CS# must be driven into the logic high state after the eighth bit of the instruction byte has been latched in on SI/I00. Without CS#
being driven to the logic high state after the eighth bit of the instruction byte has been latched in on SI/I00, the write enable operation
will not be executed.

Figure 37. Write Enable (WREN) Command Sequence

cs#

ScK | 0 b 5 5 L L [
scoo N 7 [ 6 [ 5 | 4 | 3 [ 2 | 1 1 o e
s0_I01

Phase | et [

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 38. Write Enable (WREN) Command Sequence QPI Mode

cs#— ] —
SOLK | I S — ——
100 { 4 [ 0 I

101 I 5 I 1 |

102 { 6 [ 2 I

103 I 7 I 3 |
Phase | ______________Imstrwcon ____________ 1 _____________

8.3.6 Write Disable (WRDI 04h)

The Write Disable (WRDI) command clears the Write Enable Latch (WEL) bit of the Status Register 1 (SR1V[1]) to a “0”.

The Write Enable Latch (WEL) bit may be cleared to a “0” by issuing the Write Disable (WRDI) command to disable Page Program
(PP, 4PP, QPP, 4QPP), Sector Erase (SE), Half Block Erase (HBE), Block Erase (BE), Chip Erase (CE), Write Registers (WRR or
WRAR), Security Region Erase (SECRE), Security Region Program (SECRP), and other commands, that require WEL be set to “1”
for execution. The WRDI command can be used by the user to protect memory areas against inadvertent writes that can possibly
corrupt the contents of the memory. The WRDI command is ignored during an embedded operation while WIP bit = 1.

CS# must be driven into the logic high state after the eighth bit of the instruction byte has been latched in on SI/I00. Without CS#
being driven to the logic high state after the eighth bit of the instruction byte has been latched in on SI/I00, the write disable operation
will not be executed.

Figure 39. Write Disable (WRDI) Command Sequence

CS#

SCK I A O I R S N R O O
sco 7 [ v T = T + [ 5 T = [ + 1 o [
SO_l01

erase T e

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.
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Figure 40. Write Disable (WRDI) Command Sequence QPI Mode

cs#— | —
SCLK I I e I
100 { 4 [ 0 I
101 I 5 | 1 I
102 : 6 I 2 |
103 { 7 [ 3 I
Phase . ____________nstucton ___________ 1 _____________
8.3.7 Write Enable for Volatile Registers (WRENV 50h)

The volatile SR1V, CR1V, CR2V and CR3V registers described in Section 6.6 Registers on page 21, can be written by sending the
WRENV command followed by the WRR command. This gives more flexibility to change the system configuration and memory
protection schemes quickly without waiting for the typical nonvolatile bit write cycles or affecting the endurance of the status or
configuration nonvolatile register bits. The WRENV command will not set the Write Enable Latch (WEL) bit, WRENV is used only to
direct the following WRR command to change the volatile status and configuration register bit values.

CS# must be driven into the logic high state after the eighth bit of the instruction byte has been latched in on SI/I00. Without CS#
being driven to the logic high state after the eighth bit of the instruction byte has been latched in on SI/I00, the write enable operation
will not be executed.

Figure 41. Write Enable for Volatile Registers (WRENV) Command Sequence

CS#

scx N e e Y e Y e s Y s O e N
sco 7 [ [ 5 [+« [ 3 [ 2 [ + [ o [
SO_l01

T S

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 42. Write Enable for Volatile Registers (WRENV) Command Sequence QPI Mode

cs# ] —
SCLK | I S R ——
100 { 4 [ 0 I

101 { 5 [ 1 I

102 I 6 I 2 |

103 { 7 [ 3 I
Phase [ _____ _nstucton __ [
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8.3.8 Clear Status Register (CLSR 30h)

The Clear Status Register command clears the WIP (SR1V[0]), WEL (SR1V[1]), P_ERR (SR2V[5]), and E_ERR (SR2V[6]) bits to “0”.
It is not necessary to set the WEL bit before a Clear Status Register command is executed. The Clear Status Register command will
be accepted even when the device remains busy with WIP set to 1, as the device does remain busy when either error bit is set.

Figure 43. Clear Status Register (CLSR) Command Sequence

Cs#
SCK o 7 = = L L L]

; h
Phase .. lnstrycton

- -

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 44. Clear Status Register (CLSR) QPI Mode

cs# | —
SCLK I 1 I
100 I 4 I 0 |
101 I 5 | 1 |
102 I 6 I 2 |
103 I 7 I 3 |
Phase ______ _________(_____________mstucdion ___________ [ _____________
8.3.9 Program DLRNV (PDLRNYV 43h)

Before the Program DLRNV (PDLRNV) command can be accepted by the device, a Write Enable (WREN) command must be issued
and decoded by the device. After the Write Enable (WREN) command has been decoded successfully, the device will set the Write
Enable Latch (WEL) to enable the PDLRNV operation.

The PDLRNV command is entered by shifting the instruction and the data byte on SI/100.

CS# must be driven to the logic high state after the eighth (8th) bit of data has been latched. If not, the PDLRNV command is not
executed. As soon as CS# is driven to the logic high state, the self-timed PDLRNV operation is initiated. While the PDLRNV operation
is in progress, the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit
is a “1” during the self-timed PDLRNV cycle, and a is 0 when it is completed. The PDLRNV operation can report a program error in
the P_ERR bit of the status register. When the PDLRNV operation is completed, the Write Enable Latch (WEL) is set to a “0”. The
maximum clock frequency for the PDLRNV command is 133 MHz.

Figure 45. Program DLRNV (PDLRNV) Command Sequence

cs# | [

Phase ! i
,,,,, L___________/Instucton __________, __________[InputData | __
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This command is also supported in QPI mode. In QPI mode, the instruction and data is shifted in on 100-103.

Figure 46. Program DLRNV (PDLRNV) Command Sequence — QPI Mode

cs#— | —
SCLK I [ I [ 1 [ | L
100 { 4 [ 0 [ 4 [ 0  E—
101 I 5 I 1 I 5 I 1 —
102 { 6 [ 2 [ 6 [ 2  E—
103 I 7 | 3 I 7 I 3 —
Phase | _______nstuct________ | _______ _InputData_______ | _______

8.3.10 Write DLRV (WDLRV 4Ah)

Before the Write DLRV (WDLRV) command can be accepted by the device, a Write Enable (WREN) command must be issued and
decoded by the device. After the Write Enable (WREN) command has been decoded successfully, the device will set the Write Enable
Latch (WEL) to enable WDLRYV operation.

The WDLRV command is entered by shifting the instruction and the data byte on SI/100.

CS# must be driven to the logic high state after the eighth (8th) bit of data has been latched. If not, the WDLRV command is not
executed. As soon as CS# is driven to the logic high state, the WDLRV operation is initiated with no delays. The maximum clock
frequency for the WDLRV command is 133 MHz.

Figure 47. Write DLRV (WDLRV) Command Sequence

cst | [

SO_IO1
Phase | esweon | nputDaa |
This command is also supported in QPI mode. In QPI mode, the instruction and data is shifted in on 100-103.
Figure 48. Write DLRV (WDLRV) Command Sequence — QPI Mode
cs# | —
SCLK I [ 1 [ 1 [
100 I 4 | 0 | 4 | 0 ——
101 I 5 | 1 | 5 | 1 ———
102 I 6 | 2 I 6 I 2 —
103 { 7 [ 3 [ 7 [ 3 —
Phase . _nstuet_ . ______ _InputData |
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8.3.11 Data Learning Pattern Read (DLPRD 41h)

The instruction 41h is shifted into SI/IO0 by the rising edge of the SCK signal followed by one dummy cycle. This latency period allows
the device’s internal circuitry enough time to access data at the initial address. During latency cycles, the data value on 100-103 are
“don’t care” and may be high impedance. Then the 8-bit DLP is shifted out on SO/IO1. It is possible to read the DLP continuously by
providing multiples of eight clock cycles. The maximum operating clock frequency for the DLPRD command is 133MHz.

Figure 49. DLP Read (DLPRD) Command Sequence
cs# | [
se« 1M ULy
ool 7Te s[4 521 o

SO_lO1 [7]6]5]a]3]2[1]o]7]6][5[4]3]2]1]0]

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in and returning data out on 100-103.

Figure 50. DLP Read (DLPRD) Command Sequence — QPI Mode

cs# |

SCLK 7 I I =7 7 °L—] |
00— 4 | 0 ———1 4 [ o 1 4 | o |
ol— 5 | 1 F— 5 1 1 | 5 | 1 ]
02— 6 [ 2 - 6 | 2 | & [ 2 |
o3— 7 ] 3 — 7 | 3 [ 7 1T 3 ]

Phase L Instruct. | Dummy |  RegisterRead | Register Read

8.3.12 Enter 4 Byte Address Mode (4BEN B7h)

The enter 4 Byte Address Mode (4BEN) command sets the volatile Address Length status (ADS) bit (CR2V[0]) to ‘1’ to change all
3 Byte address commands to require 4 Bytes of address. This command will not affect 4 Byte only commands which will still continue
to expect 4 Bytes of address.

To return to 3 Byte Address mode the 4BEX command clears the volatile Address Length bit CR2V[0] = 0). The WRAR command can
also clear the volatile Address Length bit CR2V[0] = 0). Also, a hardware or software reset may be used to return to the 3 byte address
mode if the nonvolatile Address Length bit CR2NV[1] = 0.

Figure 51. Enter 4 Byte Address Mode (4BEN B7h) Command Sequence

CS#

SCK I N O O A O T T e T
s I 7 [ & [ = T+ [ = [ > 1 + [ - [
SO_I01

Prase T
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This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 52. Enter 4 Byte Address QPI Mode

cs#— ] [
scLk | I S E— —
100 { 4 [ 0 I
101 { 5 [ 1 f
102 I 6 I 2 |
103 { 7 [ 3 I
Phase  __ ____________Istucon ___ [

8.3.13 Exit 4 Byte Address Mode (4BEX E9h)

The exit 4 Byte Address Mode (4BEX) command sets the volatile Address Length Status (ADS) bit (CR2V[0]) to 0 to change most
4 Byte address commands to require 3 Bytes of address. This command will not affect 4 Byte only commands which will still continue
to expect 4 Bytes of address.

Figure 53. Exit 4 Byte Address Mode (4BEX E9h) Command Sequence

CS#

SCK I Y A A R O S O O R
ool 7 [ & [ 5 T « [ 3 [ 2 [ + [ o [mmmm
SO_101

Prase L ey

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 54. Exit 4 Byte Address QPI Mode

cs#— ] —
SCLK | L 1 ——
100 { 4 [ 0 I

101 I 5 I 1 I

102 { 6 [ 2 I

103 { 7 [ 3 I
Phase [ _____________mstuction ____________ 1 _____________
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8.3.14 Read Any Register (RDAR 65h)

The Read Any Register (RDAR) command provides a way to read device registers. The instruction is followed by a 3 or 4 Byte address
(depending on the address length configuration CR2V[0]), followed by a number of latency (dummy) cycles set by CR3V[3:0]. Then
the selected register contents are returned. If the read access is continued the same addressed register contents are returned until
the command is terminated - only one register is read by each RDAR command.

Reading undefined locations provides undefined data.

The RDAR command may be used during embedded operations to read Status Register 1 (SR1V).

The RDAR command is not used for reading registers that act as a window into a larger array: IBLAR. There are separate commands
required to select and read the location in the array accessed.

The RDAR command will read invalid data from the PASS register locations if the IRP Password protection mode is selected by
programming IRP[2] to 0.

Table 37. Register Address Map

Byte Address (Hex) Register Name Description
000000 SR1NV
000001 N/A
000002 CR1NV Nonvolatile Status and Configuration Registers
Reading of Nonvolatile Status and Configuration Registers actually reads
000003 CR2NV the volatile registers
000004 CR3NV
000005 NVDLP
N/A
000020 PASS[7:0]
000021 PASS[15:8]
000022 PASS[23:16]
000023 PASS[31:24]
Nonvolatile Password Register
000024 PASS[39:32]
000025 PASS[47:40]
000026 PASS[55:48]
000027 PASS[63:56]
N/A
000030 IRP[7:0] Nonvolatile
000031 IRP[15:8]
N/A
000039 PRPR[A15:A8] Pointer Region Protection Register A15:A8
00003A PRPR[A23:A16] Pointer Region Protection Register A23:A16
00003B PRPR[A31:A24] Pointer Region Protection Register A31:A24
N/A
800000 SR1V
800001 SR2v
800002 CR1V
Volatile Status and Configuration Registers
800003 CR2V
800004 CR3V
800005 VDLP
N/A
800040 PR Volatile Protection Register
N/A
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Figure 55. Read Any Register Read Command Sequence®®!
CS#_I ) \\ i\
c MM UUUwuUiwUU U UUuUuy
sl IOOl7|<”3|5|4|3|2|1|0|A| |1|0-_|

S0_101 \ \ [7]6e]5]a]3]2]1]o] \

This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in and returning data out on |00-103.

Figure 56. Read Any Register, QPl Mode, Command Sequence?®!

cst | )\ )

Sanipipipiyipipiipipigipipipipipipgipininipis
00— 2 [ o [A3[\\ T4 [0 -\ {4]oJ4fo]afof4]o]
01— 5 [ 1 [Aa2[ V{5 [ 1 {515 [1]5]1[5][1]
lo2—6 [ 2 [a1] V6 [ 2 - {6]2]6f2]6]2[6]2]
03— 7 [ 3 [A]\WT7 3} {737 [3]7]3[7][3]
Phase | nstruct | |\ Address | §)  Dummy | Data | Data | Data | Data | _

8.3.15 Write Any Register (WRAR 71h)

The Write Any Register (WRAR) command provides a way to write any device register - nonvolatile or volatile. The instruction is
followed by a 3 or 4 Byte address (depending on the address length configuration CR2V[0]), followed by one byte of data to write in
the address selected register.

The CYRS16B256 device must have 4 Byte addressing enabled (CR2V[0] = 1) to set the Pointer Region Protection register PRPR
(see Section 6.6.10 Pointer Region Protection Register (PRPR) on page 34).

Before the WRAR command can be accepted by the device, a Write Enable (WREN) command must be issued and decoded by the
device, which sets the Write Enable Latch (WEL) in the Status Register to enable any write operations. The WIP bit in SR1V may be
checked to determine when the operation is completed. The P_ERR and E_ERR bits in SR2V may be checked to determine if any
error occurred during the operation.

Some registers have a mixture of bit types and individual rules controlling which bits may be modified. Some bits are read only, some
are OTP.

Read only bits are never modified and the related bits in the WRAR command data byte are ignored without setting a program or
erase error indication (P_ERR or E_ERR in SR2V). Hence, the value of these bits in the WRAR data byte do not matter.

OTP bits may only be programmed to the level opposite of their default state. Writing of OTP bits back to their default state is ignored
and no error is set.

Nonvolatile bits which are changed by the WRAR data, require nonvolatile register write time (ty) to be updated. The update process
involves an erase and a program operation on the nonvolatile register bits. If either the erase or program portion of the update fails
the related error bit in SR2V and WIP in SR1V will be set to 1.

Volatile bits which are changed by the WRAR data, require the volatile register write time (tcg) to be updated.

Status Register 1 may be repeatedly read (polled) to monitor the Write-In-Progress (WIP) bit (SR1V[0]) to determine when the register
write is completed and Status Register 2 for the error bits (SR2V[6,5]) to determine if there is write failure. If there is a write failure,
the clear status command is used to clear the error status and enable the device to return to standby state. When the WRAR operation
is completed, the Write Enable Latch (WEL) is set to a “0”

However, the PR register can not be written by the WRAR command. The PR register contents are treated as read only bits. Only the
NVLOCK Bit Write (PRL) command can write the PR register.

The WRAR command to write the SR1NV, CR1NV CR2NV and CR3NV is protected from a hardware and software reset, the WRAR
command to all other register are reset from a hardware or software reset.

The WRAR command sequence and behavior is the same as the PP or 4PP command with only a single byte of data provided. See
Section 8.5.2 Page Program (PP 02h or 4PP 12H) on page 81.

The address map of the registers is the same as shown for Table 37 on page 68.
Note
25. A = MSB of address = 23 for Address length CR2V[0] = 0, or 31 for CR2V[0] = 1.
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8.3.16 Set Burst Length (SBL 77h)

The Set Burst Length (SBL) command is used to configure the Burst Wrap feature. Burst Wrap is used in conjunction with Quad I/O
Read and DDR Quad I/O Read, in QIO or QPI modes, to access a fixed length and alignment of data. Certain applications can benefit
from this feature by improving the overall system code execution performance. The Burst Wrap feature allows applications that use
cache, to start filling a cache line with instruction or data from a critical address first, then fill the remainder of the cache line afterwards
within a fixed length (8-/16-/32-/64-bytes) of data, without issuing multiple read commands.

The Set Burst Length command is initiated by driving the CS# pin low and then shifting the instruction code “77h” followed by 24
dummy bits and 8 “Wrap Length Bits (WL[7]-WL[0])". The command sequence is shown in Figure 57 on page 71 and Figure 58 on
page 71. Wrap Length bit WL[7] and the lower nibble WL[3:0] are not used. See Configuration Register 3 (CR3V[6:4]) for the encoding
of WL[6]-WL[4] in Section 6.6.5 Configuration Register 3 on page 29.

Once WL[6:4] is set by a Set Burst Length command, all the following “Quad 1/0O Read” commands will use the WL[6:4] setting to
access the 8/16/32/64-byte section of data. Note, Configuration Register 1 Quad bit CR1V[1] or Configuration Register 2 QPI bit
CR2V[3] must be set to 1 in order to use the Quad I/O read and Set Burst Length commands. To exit the “Wrap Around” function and
return to normal read operation, another Set Burst with Wrap command should be issued to set WL4 = 1. The default value of WL[6:4]
upon power on, hardware or software reset as set in the CR2NV[6:5]. Use WRR or WRAR command to set the default wrap length
in CR2NVI[6;2].

The Set Burst Length (SBL) command writes only to CR3V[6:4] bits to enable or disable the wrapped read feature and set the wrap
boundary. The SBL command cannot be used to set the read latency in CR3V[3:0]. The WRAR command must be used to set the
read latency in CR3V or CR3NV.

See Table 38 on page 70 for CR3V[6:5] values for wrap boundary's and start address. When enabled the wrapped read feature
changes the related read commands from sequentially reading until the command ends, to reading sequentially wrapped within a
group of bytes.

When the wrap mode is not enabled (Table 16 on page 29 and Table 19), an unlimited length sequential read is performed.

When the wrap mode is enabled (Table 16 and Table 19) a fixed length and aligned group of 8-, 16-, 32-, or 64-bytes is read starting
at the byte address provided by the read command and wrapping around at the group alignment boundary.

The group of bytes is of length and aligned on an 8-, 16-, 32-, or 64-byte boundary. CR3V[6:5] selects the boundary. See
Section 6.6.5.2 Configuration Register 3 Volatile (CR3V) on page 31.

The starting address of the read command selects the group of bytes and the first data returned is the addressed byte. Bytes are then
read sequentially until the end of the group boundary is reached. If the read continues the address wraps to the beginning of the group
and continues to read sequentially. This wrapped read sequence continues until the command is ended by CS# returning high.

Table 38. Example Burst Wrap Sequences

CR3V Wrap Start
Value Boundary Address Address Sequence (Hex)
(Hex) (Bytes) (Hex)
1X Sequential | XXXXXX03 |03, 04, 05, 06, 07, 08, 09, 0A, 0B, 0C, 0D, OE, OF, 10, 11, 12, 13, 14, 15, 16, 17, 18, ...
00 8 XXXXXX00 |00, 01, 02, 03, 04, 05, 06, 07, 00, 01, 02, ...
00 8 XXXXXX07 |07, 00, 01, 02, 03, 04, 05, 06, 07, 00, 01, ...
01 16 XXXXXX02 |02, 03, 04, 05, 06, 07, 08, 09, 0A, 0B, 0C, 0D, OE, OF, 00, 01, 02, 03, ...
01 16 XXXXXXO0C [0C, 0D, OE, OF, 00, 01, 02, 03, 02, 03, 04, 05, 06, 07, 08, 09, OA, 0B, 0C, 0D, OE, ...
0A, 0B, 0C, 0D, OE, OF, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 00,
02 32 |XOOXX0A 1047 02,03, 04, 05, 06, 07, 08, 09, 0A, 0B, OC, 0D, OE, OF, ...
1E, 1F, 00, 01, 02, 03, 04, 05, 06, 07, 08, 09, 0A, 0B, 0C, 0D, O, OF, 10, 11, 12, 13, 14, 15,
02 32 XXXXXX1E 46,17, 18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 00, ...
03, 04, 05, 06, 07, 08, 09, 0A, 0B, 0C, 0D, OE, OF, 10, 11,12, 13, 14, 15, 16, 17, 18, 19, 1A,
03 64 XXXXXX03 [1B, 1C, 1D, 1E, 1F, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 2A, 2B, 2C, 2D, 2E, 2F, 30, 31,
32, 33, 34, 35, 36, 37, 38, 39, 3A, 3B, 3C, 3D, 3E, 3F, 00, 01, 02, ...
2E, 2F, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 3A, 3B, 3C, 3D, 3E, 3F, 00, 01, 02, 03, 04, 05,
03 64 XXXXXX2E |06, 07, 08, 09, 0A, 0B, 0C, 0D, OE, OF, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 1A, 1B, 1C,
1D, 1E, 1F, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 2A, 2B, 2C, 2D,, ...
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The power-on reset, hardware reset, or software reset default burst length can be changed by programming CR3NV with the desired
value using the WRAR command.

Figure 57. Set Burst Length Command Sequence Quad I/O Mode
cs# | [~
SCLK

woo—— 7 [6 [ 5 a3 2]1]Tox [x [ xIx [x]x[wa]lx }
101 i x [ x I x I x [ x [ x Jws] x —
102 {x [ x I x I x [ x [ x [we] x —
103 I X [ x I x I x I x [ x[Ix][]x P+
Phase T instueon _ | ______ DontCare _______ Wrap__
Figure 58. Set Burst Length Command Sequence QPI Mode

cs# | B
oo—— 4 [ o [ x [ x T x T x T x T x 1T wsa | x }—
ot—— 5 [ 1+ [ x | x [ x T x [ x T x 1T ws [ x }—
o2—— 6 [ 2 | x | x T x T x [ x T x T ws [ x }—
o3—— 7 [ 3 [ x [ x T x | x | x T x 1T x T x
Phase [ nstuct __ | ____________ DomtCae ____________| ___ Wap_ __ | _

8.3.17 Enter QPI Mode (QPIEN 38h)

The enter QPI Mode (QPIEN) command enables the QPI mode by setting the volatile QPI bit (CR2V[3] = 1). See Table 13 on page
28. The time required to enter QP Mode is tqgy, see Table 55 on page 124, no other commands are allowed during the tqgy transition
time to QPI mode.

To return to SPI mode the QPIEX command or a write to register (CR2V[3] = 0) is required. A power on reset, hardware, or software
reset will also return the part to SPI mode if the Nonvolatile QPI (CR2NV[3] = 0). See Table 11 on page 27.

Figure 59. Enter QPI Mode (QPIEN 38h) Command Sequence

| .
Phase .. lInstrycton I

8.3.18 Exit QPI Mode (QPIEX F5h)

The exit QPI Mode (QPIEX) command disables the QPI mode by setting the volatile QPI bit (CR2V[3] = 0) and returning to SPI mode.
See Table 13. The time required to exit QPI Mode is tqey, see Table 55 on page 124, no other commands are allowed during the
tqex transition time to exit the QP mode.

Figure 60. Exit QPI (QPIEX F5h) Command Sequence

cs# | —
SCLK e N — —
100 { 4 [ 0 I

101 { 5 [ 1 ;

102 I 6 [ 2 ;

103 { 7 [ 3 |
o 1V S
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8.4 Read Memory Array Commands

Read commands for the main Flash array provide many options for prior generation SPI compatibility or enhanced performance SPI:
m Some commands transfer address or data on each rising edge of SCK. These are called Single Data Rate commands (SDR).

m Some SDR commands transfer address one bit per falling edge of SCK and return data 1bit of data per rising edge of SCK. These
are called Single width commands.

m Some SDR commands transfer both address and data 2 or 4 bits per rising edge of SCK. These are called Dual I/O for 2 bit, Quad
1/0, and QPI for 4 bit. QPI also transfers instructions 4 bits per rising edge.

m Some commands transfer address and data on both the rising edge and falling edge of SCK. These are called Double Data Rate
(DDR) commands.

m There are DDR commands for 4 bits of address or data per SCK edge. These are called Quad 1/0 DDR and QPI DDR for 4 bit per
edge transfer.

All of these commands, except QPI Read, begin with an instruction code that is transferred one bit per SCK rising edge. QPI Read
transfers the instruction 4 bits per SCK rising edge.The instruction is followed by either a 3 or 4 byte address transferred at SDR or
DDR. Commands transferring address or data 2 or 4 bits per clock edge are called Multiple I/O (MIO) commands. For CY16B family
devices at 256Mb or higher density, the traditional SPI 3 byte addresses are unable to directly address all locations in the memory
array. Separate 4 Byte address read commands are provided for access to the entire address space. These devices may be configured
to take a 4 byte address from the host system with the traditional 3 byte address commands. The 4 byte address mode for traditional
commands is activated by setting the Address Length bit in configuration register 2 to “1”.

The Dual I/0, Quad I/0 and QPl commands provide a performance improvement option controlled by mode bits that are sent following
the address bits. The mode bits indicate whether the command following the end of the current read will be another read of the same
type, without an instruction at the beginning of the read. These mode bits give the option to eliminate the instruction cycles when doing
a series of Dual or Quad read accesses.

Some commands require delay cycles following the address or mode bits to allow time to access the memory array - read latency.
The delay or read latency cycles are traditionally called dummy cycles. The dummy cycles are ignored by the memory thus any data
provided by the host during these cycles is “don’t care” and the host may also leave the Sl signal at high impedance during the dummy
cycles. When MIO commands are used the host must stop driving the 10 signals (outputs are high impedance) before the end of last
dummy cycle. When DDR commands are used the host must not drive the 1/O signals during any dummy cycle. The number of dummy
cycles varies with the SCK frequency or performance option selected via the Configuration Register 2 (CR3V[3:0]) Latency Code.
Dummy cycles are measured from SCK falling edge to next SCK falling edge. SPI outputs are traditionally driven to a new value on
the falling edge of each SCK. Zero dummy cycles means the returning data is driven by the memory on the same falling edge of SCK
that the host stops driving address or mode bits.

The DDR commands may optionally have an 8 edge Data Learning Pattern (DLP) driven by the memory, on all data outputs, in the
dummy cycles immediately before the start of data. The DLP can help the host memory controller determine the phase shift from SCK
to data edges so that the memory controller can capture data at the center of the data eye.

When using SDR 1/0 commands at higher SCK frequencies (>50 MHz), an LC that provides 1 or more dummy cycles should be
selected to allow additional time for the host to stop driving before the memory starts driving data, to minimize 1/O driver conflict. When
using DDR I/O commands with the DLP enabled, an LC that provides 5 or more dummy cycles should be selected to allow 1 cycle of
additional time for the host to stop driving before the memory starts driving the 4 cycle DLP.

Each read command ends when CS# is returned High at any point during data return. CS# must not be returned High during the mode
or dummy cycles before data returns as this may cause mode bits to be captured incorrectly; making it indeterminate as to whether
the device remains in continuous read mode.
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8.4.1 Read (Read 03h or 4READ 13h)

The instruction
m 03h (CR2V[0] = 0) is followed by a 3-byte address (A23-A0) or
m 03h (CR2VI[0] = 1) is followed by a 4-byte address (A31-A0) or

m 13h is followed by a 4-byte address (A31-A0)
Then the memory contents, at the address given, are shifted out on SO/IO1.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

Figure 61. Read Command Sequence?®

cs# ] \ )\ [
ek 1w s U L
siioo [l 7T6 5 4 3] 2[1 oAl 1] o N

SO_I01 \! 7Te(5]4(3]2]1]o|\W[6]5]a][3]2][1]0]
Phase7T:::::lﬁs:tr:@@:::g7K:@d:dié{:::D:aia:{:::[\ ~ DaaN |
8.4.2 Fast Read (FAST_READ 0Bh or 4FAST_READ 0Ch)

The instruction
m 0Bh (CR2VI[0] = 0) is followed by a 3-byte address (A23-A0) or
m 0Bh (CR2VI[0] = 1) is followed by a 4-byte address (A31-A0) or

m 0Ch is followed by a 4-byte address (A31-A0)

The address is followed by dummy cycles depending on the latency code set in the Configuration Register CR3V[3:0]. The dummy
cycles allow the device internal circuits additional time for accessing the initial address location. During the dummy cycles the data
value on SO/IO1 is “don’t care” and may be high impedance. Then the memory contents, at the address given, are shifted out on SO/
101.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

Figure 62. Fast Read (FAST_READ) Command Sequencel?’!

cs# | \ \ W
e MU W s U U L L
siicol[7Te[s 42 1o Alf |1|0ﬂ_|

SO_lo1 i\ i\ (716514 3 [2[1]o]\{
102-103 ‘,‘, i\ \
Phase | Instrucon | \\ Address |\ Dummycydes |~~~ pata1______[\|

Notes
26. A = MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command 13h.
27. A = MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command 0Ch.
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8.4.3 Dual Output Read (DOR 3Bh or 4DOR 3Ch)

The instruction
m 3Bh (CR2V[0] = 0) is followed by a 3-byte address (A23-A0) or
m 3Bh (CR2VI[0] = 1) is followed by a 4-byte address (A31-A0) or

m 3Ch is followed by a 4-byte address (A31-A0)

The address is followed by dummy cycles depending on the latency code set in the Configuration Register CR3V[3:0]. The dummy
cycles allow the device internal circuits additional time for accessing the initial address location. During the dummy cycles the data
value on 100 (Sl) and 101 (S0) is “don’t care” and may be high impedance.

Then the memory contents, at the address given, is shifted out two bits at a time through 100 (SI) and 101 (SO). Two bits are shifted
out at the SCK frequency by the falling edge of the SCK signal.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

For Dual Output Read commands, there are dummy cycles required after the last address bit is shifted into |00 (SI) before data begins
shifting out of 100 and 101.

Figure 63. Dual Output Read Command Sequence/?®!

cs# ] i\
10— 7]6|s5[4]3[2[1]ofA[W[1]0] le[4]2]ofe6[4af2]0
01 ) [71s(sl 1 [7[s[a]q
Phase | nstucon | \\Address | DummyCyces | Datal | Daa2
8.4.4 Quad Output Read (QOR 6Bh or 4QOR 6Ch)

The instruction
m 6Bh (CR2VI[0] = 0) is followed by a 3-byte address (A23-A0) or
m 6Bh (CR2V[0] = 1) is followed by a 4-byte address (A31-A0) or

m 6Ch is followed by a 4-byte address (A31-AQ0)

The address is followed by dummy cycles depending on the latency code set in the Configuration Register CR3V[3:0]. The dummy
cycles allow the device internal circuits additional time for accessing the initial address location. During the dummy cycles the data
value on 100 - |03 is “don’t care” and may be high impedance.

Then the memory contents, at the address given, is shifted out four bits at a time through 100 - IO3. Each nibble (4 bits) is shifted out
at the SCK frequency by the falling edge of the SCK signal.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

Note
28. A= MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command 3Ch.
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For Quad Output Read commands, there are dummy cycles required after the last address bit is shifted into 100 before data begins
shifting out of 100 - 103.

Figure 64. Quad Output Read Command Sequence®

cst ] |
ssnnnnnnnnhnnnhLGLROHROHGH

lo0—{7[6]s[4[3[2]1]o]Aa[W[1]o]} {4]of4fof4]o]4f0f4]0]4
101 4\ [5{1]s5]1]s5[1]5[1[5]1]5
102 ) [6[2]6l2]6]2]6]2]6]2]6
103 ) [7]s]7]3]7[3[7]3]7]3]7
Phase | nstucon | Afdress | Dummy | D1 D2 | D3 | D4 | D5 |
8.4.5 Dual I/O Read (DIOR BBh or 4DIOR BCh)

The instruction
m BBh (CR2V[0] = 0) is followed by a 3-byte address (A23-A0) or
m BBh (CR2V[0] = 1) is followed by a 4-byte address (A31-A0) or

m BCh is followed by a 4-byte address (A31-A0)

The Dual I/O Read commands improve throughput with two I/O signals — 100 (SI) and 101 (SO). This command takes input of the
address and returns read data two bits per SCK rising edge. In some applications, the reduced address input and data output time
might allow for code execution in place (XIP) i.e. directly from the memory device.

The Dual I/0 Read command has continuous read mode bits that follow the address so, a series of Dual /O Read commands may
eliminate the 8 bit instruction after the first Dual I/O Read command sends a mode bit pattern of Axh that indicates the following
command will also be a Dual /0O Read command. The first Dual I/O Read command in a series starts with the 8 bit instruction, followed
by address, followed by four cycles of mode bits, followed by an optional latency period. If the mode bit pattern is Axh the next
command is assumed to be an additional Dual /O Read command that does not provide instruction bits. That command starts with
address, followed by mode bits, followed by optional latency.

Variable latency may be added after the mode bits are shifted into SI and SO before data begins shifting out of IO0 and 101. This
latency period (dummy cycles) allows the device internal circuitry enough time to access data at the initial address. During the dummy
cycles, the data value on Sl and SO are “don’t care” and may be high impedance. The number of dummy cycles is determined by the
frequency of SCK. The latency is configured in CR3V[3:0].

The continuous read feature removes the need for the instruction bits in a sequence of read accesses and greatly improves code
execution (XIP) performance. The upper nibble (bits 7-4) of the Mode bits control the length of the next Dual /O Read command
through the inclusion or exclusion of the first byte instruction code. The lower nibble (bits 3-0) of the Mode bits are “don’t care” (“x”)
and may be high impedance. If the Mode bits equal Axh, then the device remains in Dual I/O Continuous Read Mode and the next
address can be entered (after CS# is raised high and then asserted low) without the BBh or BCh instruction, as shown in Figure 66;
thus, eliminating eight cycles of the command sequence. The following sequences will release the device from Dual /0 Continuous
Read mode; after which, the device can accept standard SPI commands:

1. During the Dual I/0O continuous read command sequence, if the Mode bits are any value other than Axh, then the next time CS#
is raised high the device will be released from Dual I/O continuous read mode.
2. Send the Mode Reset command.

Note that the four mode bit cycles are part of the device’s internal circuitry latency time to access the initial address after the last
address cycle that is clocked into 100 (SI) and 101 (SO).

It is important that the 1/0O signals be set to high-impedance at or before the falling edge of the first data out clock. At higher clock
speeds the time available to turn off the host outputs before the memory device begins to drive (bus turn around) is diminished. It is
allowed and may be helpful in preventing I/O signal contention, for the host system to turn off the 1/0 signal outputs (make them high
impedance) during the last two “don’t care” mode cycles or during any dummy cycles.

Note
29. A= MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command 6Ch.
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Following the latency period the memory content, at the address given, is shifted out two bits at a time through 100 (SlI) and 101 (SO).
Two bits are shifted out at the SCK frequency at the falling edge of SCK signal.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

CS# should not be driven high during mode or dummy bits as this may make the mode bits indeterminate.

Figure 65. Dual /0 Read Command Sequencel®® 3"

cst | ) )

sek 1A A A S U A e e e e
oo—— 7 e[s[alal2 1 o]ai\2[ol6[4[2o—e6[al2]0]6[4]2]0]
01 (ATWTsTi 7 st —W7ls[a[r[7[5[3]1]

Phase ‘ Instruction " Mdress | Mode | Dum{ Data1 | Data2 |

[ —— L T | E—

Figure 66. Dual I/O Continuous Read Command Sequencel®”

cs# ) )

sck LUy ey
0046 [4f[2]0] AflWT2lolelalalot—\ 6420 6[4]2]0]
o141 7[5[3]1] AWTal1l7]s6 a3 17163l 1[7[6[3]1]

Notes
30. A= MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command BCh.
31. Least significant 4 bits of Mode are don’t care and it is optional for the host to drive these bits. The host may turn off drive during these cycles to increase bus turn
around time between Mode bits from host and returning data from the memory.
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8.4.6 Quad I/0 Read (QIOR EBh or 4QIOR ECh)

The instruction,
m EBh (CR2V[0] = 0) is followed by a 3-byte address (A23-A0) or
m EBh (CR2V[0] = 1) is followed by a 4-byte address (A31-A0) or

m ECh is followed by a 4-byte address (A31-A0)

The Quad I/0 Read command improves throughput with four 1/0 signals I00-103. It allows input of the address bits four bits per serial
SCK clock. In some applications, the reduced instruction overhead might allow for code execution (XIP) directly from CY16B family
devices. The QUAD bit of the Configuration Register 1 must be set (CR1V[1] = 1) or the QPI bit of Configuration Register 2 must be
set (CR2V[1] = 1 to enable the Quad capability of CY16B family devices.

For the Quad I/0O Read command, there is a latency required after the mode bits (described below) before data begins shifting out of
I00-103. This latency period (i.e., dummy cycles) allows the device’s internal circuitry enough time to access data at the initial address.
During latency cycles, the data value on 100-103 are “don’t care” and may be high impedance. The number of dummy cycles is
determined by the frequency of SCK. The latency is configured in CR3V[3:0].

Following the latency period, the memory contents at the address given, is shifted out four bits at a time through 100-103. Each nibble
(4 bits) is shifted out at the SCK frequency by the falling edge of the SCK signal.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

Address jumps can be done without the need for additional Quad 1/O Read instructions. This is controlled through the setting of the
Mode bits (after the address sequence, as shown in Figure 67. This added feature removes the need for the instruction sequence
and greatly improves code execution (XIP). The upper nibble (bits 7-4) of the Mode bits control the length of the next Quad 1/O
instruction through the inclusion or exclusion of the first byte instruction code. The lower nibble (bits 3-0) of the Mode bits are “don’t
care” (“X”). If the Mode bits equal Axh, then the device remains in Quad I/O High Performance Read Mode and the next address can
be entered (after CS# is raised high and then asserted low) without requiring the EBh or ECh instruction, as shown in Figure 68; thus,
eliminating eight cycles for the command sequence. The following sequences will release the device from Quad I/0 High Performance
Read mode; after which, the device can accept standard SPI commands:

1. During the Quad I/0O Read Command Sequence, if the Mode bits are any value other than Axh, then the next time CS# is raised
high the device will be released from Quad I/O High Performance Read mode.

2. Send the Mode Reset command.

Note that the two mode bit clock cycles and additional wait states (i.e., dummy cycles) allow the device’s internal circuitry latency time
to access the initial address after the last address cycle that is clocked into 100-103.

It is important that the 100-103 signals be set to high-impedance at or before the falling edge of the first data out clock. At higher clock
speeds the time available to turn off the host outputs before the memory device begins to drive (bus turn around) is diminished. It is
allowed and may be helpful in preventing 100-103 signal contention, for the host system to turn off the I00-103 signal outputs (make
them high impedance) during the last “don’t care” mode cycle or during any dummy cycles.

CS# should not be driven high during mode or dummy bits as this may make the mode bits indeterminate.

In QPI mode (CR2V[3] = 1), the Quad /O instructions are sent 4 bits per SCK rising edge. The remainder of the command protocol
is identical to the Quad /0 commands.
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Figure 67. Quad I/O Read Initial Access Command Sequence*?

cst | )\ \
SCLK “ “
l00—{7 65 ala]2[1]olas\\ [4]o]s O\ 2lol4]0l4lolal0]
101 2\ T5 [1 5] \—[5[1[5][1[5[1]5]1]
102 I\ Te 216 \—J6[2]6]2[6]2]6]2]
103 AW T7 (e[ 7 INY—7[sl7[3[7[3]7[3]

Figure 68. Quad I/0 Read Initial Access Command Sequence QPI mode*?

cs# ] | i

SRR

00— 2 o [as[\\ 404 WON——2 o040 alo[4]0]

101——5 [ 1 [A2[\\ [5[1[5 - N———5[1[5[1][5][1][5]1]

[e[2 e M@F\N——f6]2]6]2]6]2]6]2]
|

02— 6 [ 2 [A1]})
oo —{7 s [alW[7[s[ 7Py A7[s]7[3[7[s[7]s]
Phase | Instruct. |\ _ Address] Mode | \\ Dummy | D1 | D2 | D3 | D4 | _

Figure 69. Continuous Quad I/0 Read Command Sequence® 33

est_ [ W\ \!

sek LW S L
10044 [o 4o F——a3l\ 2o 4 Mo \——T4lolalolelal2]0]
o1 {5 [ 51— a2\ 1516 M N——-A 51517 5][a]1]
026 [ 2 [6 ]2 —a1)\ [6 [2 6 MO 6 2617 5][3][1]
o3s{7 373 —_ AW [7 a7 WON——{7[3[7[1[7]5[3][1]

Phase | DN-1 | DN_| | _\\ Addess | Mode |\ Dummy _ | Di | D2_| D3 | D4 | _

Notes
32. A= MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command ECh.
33. The same sequence is used in QPI mode.
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8.4.7 DDR Quad I/0 Read (EDh, EEh)

The DDR Quad I/0 Read command improves throughput with four I/O signals 100-103. It is similar to the Quad 1/0O Read command
but allows input of the address four bits on every edge of the clock. In some applications, the reduced instruction overhead might allow
for code execution (XIP) directly from CY16B Family devices. The QUAD bit of the Configuration Register 1 must be set (CR1V[1] =
1) or the QPI bit of Configuration Register 2 must be set (CR2V[1] = 1 to enable the Quad capability of CY16B family devices.

The instruction
m EDh (CR2V[0] = 0) is followed by a 3-byte address (A23-A0) or
m EDh (CR2V[0] = 1) is followed by a 4-byte address (A31-A0) or

m EEh is followed by a 4-byte address (A31-A0)

The address is followed by mode bits. Then the memory contents, at the address given, is shifted out, in a DDR fashion, with four bits
at a time on each clock edge through 100-103.

The maximum operating clock frequency for DDR Quad I/O Read command is 66 MHz.

For DDR Quad I/0 Read, there is a latency required after the last address and mode bits are shifted into the 100-103 signals before
data begins shifting out of I00-103. This latency period (dummy cycles) allows the device’s internal circuitry enough time to access
the initial address. During these latency cycles, the data value on 100-I03 are “don’t care” and may be high impedance. When the
Data Learning Pattern (DLP) is enabled the host system must not drive the 1O signals during the dummy cycles. The 10 signals must
be left high impedance by the host so that the memory device can drive the DLP during the dummy cycles.

The number of dummy cycles is determined by the frequency of SCK. The latency is configured in CR3V[3:0].

Mode bits allow a series of Quad I/O DDR commands to eliminate the 8 bit instruction after the first command sends a complementary
mode bit pattern. This feature removes the need for the eight bit SDR instruction sequence and dramatically reduces initial access
times (improves XIP performance). The Mode bits control the length of the next DDR Quad I/0O Read operation through the inclusion
or exclusion of the first byte instruction code. If the upper nibble (I0[7:4]) and lower nibble (I0[3:0]) of the Mode bits are complementary
(i.e. 5h and Ah) the device transitions to Continuous DDR Quad I/O Read Mode and the next address can be entered (after CS# is
raised high and then asserted low) without requiring the EDh or EEh instruction, thus eliminating eight cycles from the command
sequence. The following sequences will release the device from Continuous DDR Quad I/0 Read mode; after which, the device can
accept standard SPI commands:

1. During the DDR Quad I/0 Read Command Sequence, if the Mode bits are not complementary the next time CS# is raised high
and then asserted low the device will be released from DDR Quad I/O Read mode.

2. Send the Mode Reset command.

The address can start at any byte location of the memory array. The address is automatically incremented to the next higher address
in sequential order after each byte of data is shifted out. The entire memory can therefore be read out with one single read instruction
and address 000000h provided. When the highest address is reached, the address counter will wrap around and roll back to 000000h,
allowing the read sequence to be continued indefinitely.

CS# should not be driven high during mode or dummy bits as this may make the mode bits indeterminate. Note that the memory
devices may drive the 10s with a preamble prior to the first data value. The preamble is a Data Learning Pattern (DLP) that is used
by the host controller to optimize data capture at higher frequencies. The preamble drives the 10 bus for the four clock cycles
immediately before data is output. The host must be sure to stop driving the 10 bus prior to the time that the memory starts outputting
the preamble.

The preamble is intended to give the host controller an indication about the round trip time from when the host drives a clock edge to
when the corresponding data value returns from the memory device. The host controller will skew the data capture point during the
preamble period to optimize timing margins and then use the same skew time to capture the data during the rest of the read operation.
The optimized capture point will be determined during the preamble period of every read operation. This optimization strategy is
intended to compensate for both the PVT (process, voltage, temperature) of both the memory device and the host controller as well
as any system level delays caused by flight time on the PCB.

Although the data learning pattern (DLP) is programmable, the following example shows example of the DLP of 34h. The DLP 34h
(or 00110100) will be driven on each of the active outputs (i.e. all four IOs). This pattern was chosen to cover both “DC” and “AC” data
transition scenarios. The two DC transition scenarios include data low for a long period of time (two half clocks) followed by a high
going transition (001) and the complementary low going transition (110). The two AC transition scenarios include data low for a short
period of time (one half clock) followed by a high going transition (101) and the complementary low going transition (010). The DC
transitions will typically occur with a starting point closer to the supply rail than the AC transitions that may not have fully settled to
their steady state (DC) levels. In many cases the DC transitions will bound the beginning of the data valid period and the AC transitions
will bound the ending of the data valid period. These transitions will allow the host controller to identify the beginning and ending of
the valid data eye. Once the data eye has been characterized the optimal data capture point can be chosen. In QPI mode (CR2V[3]
= 1), the DDR Quad /O instructions are sent 4 bits at SCK rising edge. The remainder of the command protocol is identical to the
DDR Quad I/0 commands.

Document Number: 002-18483 Rev. *C Page 79 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

Figure 70. DDR Quad I/O Read Initial Access>* 3°!
Csit | )\ \!
sek ] LML L LML L e M L LWL L L L L
o0—7 65 ]a]3][2]1]oph\elao[a[op\—{7[e[s[a[s[2[1[o[4[0[4]0]
101 pA\ToTs[[s[1F\\—7Te[s[43[2[1[o[5[]5]1]
102 P\l 6T2[6 {2\ 7[e[5[a[3[2[[o[6]2[6]2]
103 (A7 [e] 7 [sFA\——{7Te[5]4[3]2[ o[ 7[3] 7[3]

Phase | Instruction | Vadress [Mode {\pummy ~ T DLP D1 D2|

Figure 71. DDR Quad I/O Read Initial Access QPI Mode!* 3%

cs# | ) )

oo —{"a T o [as[\\[e[a]o a0} 17]e]s]a]s2]1]of4fo]4]o0]
or—{5 T 1 [ao[W[o s r[5] 1} 17]e]sla]s2]r]ofs5[1]5]1]
02— [ 2 [at\{[wo[e 2 62} {7]es]a]s]2]1]o]6[2]6]2]
o3 —{7 T s [alW[m[7]s]7]s}—\ 1 7]e]sla]s]2]1]o]7[3]7]3]
Phase | nstruct | \\address | Mode] _ \\ oummy [~ " ote ot | b2

Figure 72. Continuous DDR Quad I/0O Read Subsequent Access!®* 35 36

cs# \ o

100 —{Aa\{Te [a o] 0] [TTe s alslz o alolalol\_
o1 —{a\{To s [ i[5 7] TTelslalalzl lols A ls [T]IC
02 —{m\{ il 6 [2 [ 6 [ 2 — [TTe s alaz o e 2[e 2\
| |
| 1

\
108 —{ AT\ 7 s [7 3 rlelsTalsl2[ o7 s7 s\
Phase | ) ddress | Wode |\ oummy o ot o2

Notes
34. A= MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1 or command EEh.
35. Example DLP of 34h (or 00110100).
36. The same sequence is used in QPI mode.
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8.5 Program Flash Array Commands
8.5.1 Program Granularity
8.5.1.1 Page Programming

Page Programming is done by loading a Page Buffer with data to be programmed and issuing a programming command to move data
from the buffer to the memory array. This sets an upper limit on the amount of data that can be programmed with a single programming
command. Page Programming allows up to a page size 256 bytes to be programmed in one operation. The page is aligned on the
page size address boundary. It is possible to program from one bit up to a page size in each Page programming operation. For the
very best performance, programming should be done in full pages of 256 bytes aligned on 256byte boundaries with each Page being
programmed only once.

8.5.1.2 Single Byte Programming

Single Byte Programming allows full backward compatibility to the legacy standard SPI Page Programming (PP) command by allowing
a single byte to be programmed anywhere in the memory array.

8.5.2 Page Program (PP 02h or 4PP 12H)

The Page Program (PP) command allows bytes to be programmed in the memory (changing bits from 1 to 0). Before the Page Program
(PP) commands can be accepted by the device, a Write Enable (WREN) command must be issued and decoded by the device. After
the Write Enable (WREN) command has been decoded successfully, the device sets the Write Enable Latch (WEL) in the Status
Register to enable any write operations.

The instruction
m 02h (CR2VI[0] = 0) is followed by a 3-byte address (A23-A0) or
m 02h (CR2VI[0] = 1) is followed by a 4-byte address (A31-A0) or

m 12h is followed by a 4-byte address (A31-A0)

and at least one data byte on SI/I00. Up to a page can be provided on SI/IO0 after the 3-byte address with instruction 02h or 4-byte
address with instruction 12h has been provided. As with the write and erase commands, the CS# pin must be driven high after the
eighth bit of the last byte has been latched. If this is not done the Page Program command will not be executed. After CS# is driven
high, the self-timed Page Program command will commence for a time duration of tpp.

Using the Page Program (PP) command to load an entire page, within the page boundary, will save overall programming time versus
loading less than a page into the program buffer.

The programming process is managed by the Flash memory device internal control logic. After a programming command is issued,
the programming operation status can be checked using the Read Status Register 1 command. The WIP bit (SR1V[0]) will indicate
when the programming operation is completed. The P_ERR bit (SR2V[5]) will indicate if an error occurs in the programming operation
that prevents successful completion of programming. This includes attempted programming of a protected area.

Figure 73. Page Program (PP 02h or 4PP 12h) Command Sequence!®’]

cs# | ) )Y

SCK \ \N
SI_IOO-7|6|5|4|3|2|1|0|A|\\|5|4|3|2|1|0|7|6|5|4|3|2|1|0|7|6|5|4|3|2|1|0|\Y

SO_I01 (\ {

Phase | nstucion | |\ Address [ mpuDawi [ npubaw2 |||

Note
37. A = MSB of address = A23 for PP 02h with CR2V[0] = 0, or A31 for PP 02h with CR2V[0] = 1, or for 4PP 12h.
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This command is also supported in QPI mode. In QPI mode the instruction, address and data is shifted in on 100-103.

Figure 74. Page Program (PP 02h or 4PP 12h) QPI Mode Command Sequencel*®!

cs# | )

sk ] ML L LWL reru e rererre
00—— 4 | o [A3[ W[ 4 [ o] 4 ([ o] 4] o4 of 4] o]
O1t—— 5 [ 1 [A2[ W[ 5 [ 1[5 [ 1[5 [ 1[5 ] 1]5 ] 1]
o2——- 6 | 2 [ A1 W]l 6 | 2T 6 2T 6] 21612186121
03— 7 [ 3 [ A [ W[ 7 [ 3 [ 7z [3 [ 7373 ]7 ]3]
Phase | nstruct. | ) Address | InputD1 | InputD2 | InputD3 | InputD4 |

8.5.3 Quad Page Program (QPP 32h or 4QPP 34h)

The Quad-input Page Program (QPP) command allows bytes to be programmed in the memory (changing bits from 1 to 0). The Quad-
input Page Program (QPP) command allows up to a page of data to be loaded into the Page Buffer using four signals: 100-103. QPP
can improve performance for PROM Programmer and applications that have slower clock speeds (< 12 MHz) by loading 4 bits of data
per clock cycle. Systems with faster clock speeds do not realize as much benefit for the QPP command since the inherent page
program time becomes greater than the time it takes to clock-in the data. The maximum frequency for the QPP command is 133MHz.

To use Quad Page Program the Quad Enable Bit in the Configuration Register must be set (QUAD = 1). A Write Enable command
must be executed before the device will accept the QPP command (Status Register 1, WEL = 1).

The instruction
m 32h (CR2VI[0] = 0) is followed by a 3-byte address (A23-A0) or
m 32h (CR2VI[0] = 1) is followed by a 4-byte address (A31-A0) or

m 34h is followed by a 4-byte address (A31-A0)
and at least one data byte, into the IO signals. Data must be programmed at previously erased (FFh) memory locations.
All other functions of QPP are identical to Page Program. The QPP command sequence is shown in the figure below.

Figure 75. Quad Page Program Command Sequencel*”

cs# | \

owo— 76 [s5[a[3]2]1]o]JA[W[1Jo[4]oJa]oJao]4a4]o[a]o] 4
01 ) [s[1{s]1[s5]1[5]1]5[1]5
102 ) [6[2]6]2]6]2]6]2]6]2]6
103 ) lzl3l7z[3[7[3]7[3]7]3]7
Phase Instruction | Y\ddress | Data1]| Data2 | Data3 | Data4 | Data5][ ..

Notes
38. A = MSB of address = A23 for PP 02h with CR2V[0] = 0, or A31 for PP 02h with CR2V[0] = 1, or for 4PP 12h.
39. A= MSB of address = A23 for QPP 32h with CR2V[0] = 0, or A31 for QPP 32h with CR2V[0] = 1, or for 4QPP 34h.
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8.6 Erase Flash Array Commands
8.6.1 Sector Erase (SE 20h or 4SE 21h)

The Sector Erase (SE) command sets all bits in the addressed sector to 1 (all bytes are FFh). Before the Sector Erase (SE) command
can be accepted by the device, a Write Enable (WREN) command must be issued and decoded by the device, which sets the Write
Enable Latch (WEL) in the Status Register to enable any write operations.

The instruction
m 20h [CR2V[0] = 0] is followed by a 3-byte address (A23-A0), or
m 20h [CR2V[0] = 1] is followed by a 4-byte address (A31-A0), or

m 21h is followed by a 4-byte address (A31-A0)

CS# must be driven into the logic high state after the twenty-fourth or thirty-second bit of the address has been latched in on SI/IO0.
This will initiate the beginning of internal erase cycle, which involves the pre-programming and erase of the chosen sector of the flash
memory array. If CS# is not driven high after the last bit of address, the sector erase operation will not be executed.

As soon as CS# is driven high, the internal erase cycle will be initiated. With the internal erase cycle in progress, the user can read
the value of the Write-In Progress (WIP) bit to determine when the operation has been completed. The WIP bit will indicate a ‘1’. when
the erase cycle is in progress and a ‘0’ when the erase cycle has been completed.

A SE or 4SE command applied to a sector that has been write protected through the Legacy Block Protection, Individual Block Lock
or Pointer Region Protection will not be executed and will set the E_ERR status.

Figure 76. Sector Erase (SE 20h or 4SE 21h) Command Sequence*”

cs# | ) [

S e e e 1 Y s Y I
siioof 7 [ 6 [ 5 [ 4 [ 3 [ 2 [ 1+ ] o[ AW [t 0 }—

(\
SO_I01 \

4T I

Phase | nstrucon roTT \\" Addess
This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in on 100-103.

Figure 77. Sector Erase (SE 20h or 4SE 21h) QPl Mode Command Sequence!*”!

cs# ] \ —
SCLK [ S A A\ O AN B AR B
00— 4 | 0 | a3 ] W 4 | 0 —
ol——— 5 | 1 [ A2 [ W\ [ 5 [ 1 F——
02— 6 | 2 | a1 ] W 6| 2 —
og— 7z | 3 [ A | W | 7 [ 3 -
Phase | nstuctfon |\~ Addess | __

Note
40. A = MSB of address = A23 for SE 20h with CR2V[0] = 0, or A31 for SE 20h with CR2V[0] = 1 or for 4SE 21h
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8.6.2 Half Block Erase (HBE 52h or 4HBE 53h)

The Half Block Erase (HBE) command sets all bits in the addressed half block to 1 (all bytes are FFh). Before the Half Block Erase
(HBE) command can be accepted by the device, a Write Enable (WREN) command must be issued and decoded by the device, which
sets the Write Enable Latch (WEL) in the Status Register to enable any write operations.

The instruction
m 52h [CR2V[0] = 0] is followed by a 3-byte address (A23-A0), or
m 52h [CR2V[0] = 1] is followed by a 4-byte address (A31-A0), or

m 53h is followed by a 4-byte address (A31-A0)

CS# must be driven into the logic high state after the twenty-fourth or thirty-second bit of address has been latched in on SI/IO00. This
will initiate the erase cycle, which involves the pre-programming and erase of each sector of the chose block. If CS# is not driven high
after the last bit of address, the half block erase operation will not be executed.

As soon as CS# is driven into the logic high state, the internal erase cycle will be initiated. With the internal erase cycle in progress,
the user can read the value of the Write-In Progress (WIP) bit to check if the operation has been completed. The WIP bit will indicate
a “1” when the erase cycle is in progress and a “0” when the erase cycle has been completed.

A Half Block Erase (HBE) command applied to a Block that has been Write Protected through the Legacy Block Protection, Individual
Block Lock or Pointer Region Protection will not be executed and will set the E_ERR status.

If a half block erase command is applied and if any region, sector or block in the half block erase area is protected the erase will not
be executed on the 32 KB range and will set the E_ERR status.

Figure 78. Half Block Erase (HBE 52h or 4HBE 53h) Command Sequence!*'- 42

cs# | i\ [
sck | [ L[ LI L I rierererieriveroeri.
scioo 7 | 6 | 5 | 4 | 3 | 2] 1] o] AW [ 11 0

SO_I01 1\

This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in on 100-103.

Figure 79. Half Block Erase (HBE 52h or 4HBE 53h) QPI Mode Command Sequencel*'- 42

cst ] )\ ——
SCLK LW L]
o0o— & T o [ A [ W [ &« [ o }——
101 ——— 5 | 1 [ A2 ] W 5 | 1 —
02— 6 | 2 [ A1 ] W 6 | 2 —
g———- 7 | 3 [ A [ W | 7z [ 3
Phase | nstuotion |\ Addess [

Notes
41. A = MSB of address = A23 for HBE 52h with CR2V[0] = 0, or A31 for HBE 52h with CR2V[0] = 1 or 4HBE 53h.
42.When A[15] = 0 the sectors 0-7 of Block are erased and A[15] = 1 then sectors 8-15 of Block are erased.
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8.6.3 Block Erase (BE D8h or 4BE DCh)

The Block Erase (BE) command sets all bits in the addressed block to 1 (all bytes are FFh). Before the Block Erase (BE) command
can be accepted by the device, a Write Enable (WREN) command must be issued and decoded by the device, which sets the Write
Enable Latch (WEL) in the Status Register to enable any write operations.

The instruction
m D8h [CR2VI[0] = 0] is followed by a 3-byte address (A23-A0), or
m D8h [CR2VI[0] = 1] is followed by a 4-byte address (A31-A0), or

m DCh is followed by a 4-byte address (A31-A0)

CS# must be driven into the logic high state after the twenty-fourth or thirty-second bit of address has been latched in on SI/IO00. This
will initiate the erase cycle, which involves the pre-programming and erase of each sector of the chosen block. If CS# is not driven
high after the last bit of address, the block erase operation will not be executed.

As soon as CS# is driven into the logic high state, the internal erase cycle will be initiated. With the internal erase cycle in progress,
the user can read the value of the Write-In Progress (WIP) bit to check if the operation has been completed. The WIP bit will indicate
a “1” when the erase cycle is in progress and a “0” when the erase cycle has been completed.

ABlock Erase (BE) command applied to a Block that has been Write Protected through the Legacy Block Protection, Individual Block
Lock or Pointer Region Protection will not be executed and will set the E_ERR status.

If a block erase command is applied and if any region or sector area is protected the erase will not be executed on the 64 KB range
and will set the E_ERR status.

Figure 80. Block Erase (BE D8h or 4BE DCh) Command Sequence!*’!

cs# ] \ —

S [ O e e Y YA Y oy
siicofll 7 [ 6 [ 5 | 4 | 3 | 2 1 1 [ o AW [ 11 0 }—

((
SO_I01 \

Phase [ msweton | W\ Addess

This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in on 100-103.

Figure 81. Block Erase (BE D8h or 4BE DCh) QPI Mode Command Sequence!*’!

cs# | f\ [
SCLK A Y N\ Y A Ay A B A
00— 4 [ o [ A3 | W\ | 4 | o }F——
01 ——— 5 | 1 [ A2 ] W] 5 | 1 —
o2——- 6 | 2 [ At [ N\ | 6 [ 2 F——
o— 7 [ 3 [ A [ N\ [ 7z [ 3
Phase | nstuotion | W\ addess |

Note
43. A= MSB of address = A23 for BE D8h with CR2V[0] = 0, or A31 for BE D8h with CR2V[0] = 1 or 4BE DCh.
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8.6.4 Chip Erase (CE 60h or C7h)

The Chip Erase (CE) command sets all bits to 1 (all bytes are FFh) inside the entire flash memory array. Before the CE command can
be accepted by the device, a Write Enable (WREN) command must be issued and decoded by the device, which sets the Write Enable
Latch (WEL) in the Status Register to enable any write operations.

CS# must be driven into the logic high state after the eighth bit of the instruction byte has been latched in on SI/IO0. This will initiate
the erase cycle, which involves the pre-programming and erase of the entire flash memory array. If CS# is not driven high after the
last bit of instruction, the CE operation will not be executed.

As soon as CS# is driven into the logic high state, the erase cycle will be initiated. With the erase cycle in progress, the user can read
the value of the Write-In Progress (WIP) bit to determine when the operation has been completed. The WIP bit will indicate a “1” when
the erase cycle is in progress and a “0” when the erase cycle has been completed.

A CE command will not be executed when the Legacy Block Protection, Individual Block Lock or Pointer Region Protection set to
protect any sector or block and this will set the E_ERR status bit.

Figure 82. Chip Erase Command Sequence

CS#
SCK I A A S R R N S R R
s 1 s [ s T + T 5 [ & [ + T o [

SO_I01

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 83. Chip Erase Command Sequence QPI Mode

cst— [
SCLK | e R R —
100 { 4 [ 0 I
101 I 5 I 1 |
102 { 6 [ 2 |
103 { 7 [ 3 I
Phase ______________________________Imstuction ____________ [ _____________
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8.6.5 Program or Erase Suspend (PES 75h)

The PES command allows the system to interrupt a programming or erase operation and then read from any other non-erase-
suspended sector or non-program-suspended-page. Program or Erase Suspend is valid only during a programming or sector erase,
half block erase or block erase operation. A Chip Erase operation cannot be suspended.

The Write in Progress (WIP) bit in Status Register 1 (SR1V[0]) must be checked to know when the programming or erase operation
has stopped. The Program Suspend Status bit in the Status Register 2 (SR2[0]) can be used to determine if a programming operation
has been suspended or was completed at the time WIP changes to 0. The Erase Suspend Status bit in the Status Register 2 (SR2[1])
can be used to determine if an erase operation has been suspended or was completed at the time WIP changes to 0. The time required
for the suspend operation to complete is tg, see Table 58 on page 129.

An Erase can be suspended to allow a program operation or a read operation. During an erase suspend, the IBL array may be read
to examine sector protection and written to remove or restore protection on a sector to be programmed. The protection bits will not
be rechecked when the operation is resumed so any changes made will not impact current in progress operation.

A program operation may be suspended to allow a read operation.

A new suspend operation is not allowed with-in an already suspended erase or program operation. The suspend command is ignored
in this situation.

Table 39. Commands Allowed During Program or Erase Suspend

Instruction Instruction Allowed During | Allowed During

Name Code (Hex) Erase Suspend | Program Suspend Comment
READ 03 X X All array reads allowed in suspend
RDSR1 05 X X Needed to read WIP to determine end of suspend process
RDAR 65 X X Alternate way to read WIP to determine end of suspend process
RDSR2 07 X X Elc?rﬁgle;é.o read suspend status to determine whether the operation is suspended or
RDCR1 35 X X Needed to read Configuration Register 1
RDCR2 15 X X Needed to read Configuration Register 2
RDCR3 33 X X Needed to read Configuration Register 3
RUID 4B X X Needed to read Unique Id
RDID 9F X X Needed to read Device Id
RDQID AF X X Needed to read Quad Device Id
RSFDP 5A X X Needed to read SFDP
SBL 77 X X Needed to set Burst Length
WREN 06 X X Required for program command within erase suspend
WRDI 04 X X Required for program command within erase suspend

Required for array program during erase suspend. Only allowed if there is no other

PP 02 X program suspended program operation (SR2V[0] = 0). A program command will be
ignored while there is a suspended program. If a program command is sent for a location

within an erase suspended sector the program operation will fail with the P_ERR bit set.

Required for array program during erase suspend. Only allowed if there is no other

4PP 12 X program suspended program operation (SR2V[0] = 0). A program command will be
ignored while there is a suspended program. If a program command is sent for a location

within an erase suspended sector the program operation will fail with the P_ERR bit set.

Required for array program during erase suspend. Only allowed if there is no other

QPP 32 X program suspended program operation (SR2V[0] = 0). A program command will be
ignored while there is a suspended program. If a program command is sent for a location

within an erase suspended sector the program operation will fail with the P_ERR bit set.

Required for array program during erase suspend. Only allowed if there is no other

4QPP 34 X program suspended program operation (SR2V[0] = 0). A program command will be
ignored while there is a suspended program. If a program command is sent for a location

within an erase suspended sector the program operation will fail with the P_ERR bit set.

4READ 13 X X All array reads allowed in suspend
CLSR 30 X X Clear status may be used if a program operation fails during erase suspend.
EPR 7A X X Required to resume from erase or program suspend.
RSTEN 66 X X Reset allowed anytime
RST 99 X X Reset allowed anytime
Note

44. For all Quad commands the Quad Enable CR1V[1] bit (SeeTable 10 on page 26) needs to be set to “1” before initial program or erase, since the WRR/WRAR
commands are not allowed inside of the suspend state.
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Table 39. Commands Allowed During Program or Erase Suspend (Continued)

Instruction Instruction Allowed During | Allowed During Comment
Name Code (Hex) Erase Suspend | Program Suspend
FAST_READ 0B X X All array reads allowed in suspend
4FAST_READ oc X X All array reads allowed in suspend
DOR 3B X X All array reads allowed in suspend
4DOR 3C X X All array reads allowed in suspend
DIOR BB X X All array reads allowed in suspend
4DIOR BC X X All array reads allowed in suspend
IBLRD 3D X X It may be necessary to remove and restore Individual Block Lock during erase suspend to
allow programming during erase suspend.
4IBLRD EO X X gl{gevypbrggrlg(r:r?r?q?r?éyggrirﬁéngéi:ns%;%setr?gé Individual Block Lock during erase suspend to
IBL 36 X X It may be necessary to restore Individual Block Lock during erase suspend to allow
programming during erase suspend.
41BL E1 X X It may be necessary to restore Individual Block Lock during erase suspend to allow
programming during erase suspend.
IBUL 39 X X It may be necessary to remove Individual Block Lock during erase suspend to allow
programming during erase suspend.
41BUL E2 X X It may be necessary to remove Individual Block Lock during erase suspend to allow
programming during erase suspend.
QOR 6B X X Read Quad Output (3 or 4 Byte Address)**]
4QOR 6C X X Read Quad Output (4 Byte Address)[**]
QIOR EB X X All array reads allowed in suspend[44]
4QIOR EC X X All array reads allowed in suspend[44]
DDRQIOR ED X X All array reads allowed in suspend**]
DDR4QIOR ED X X All array reads allowed in suspendi*4]
MBR FF X X May need to reset a read operation during suspend
SECRP 42 X All Security Regions program allowed in erase suspend
SECRR 48 X X All Security Regions reads allowed in suspend
Note

44. For all Quad commands the Quad Enable CR1V[1] bit (SeeTable 10 on page 26) needs to be set to “1” before initial program or erase, since the WRR/WRAR
commands are not allowed inside of the suspend state.

All command not included in Table 39 on page 87 are not allowed during Erase or Program Suspend. The WRR, WRAR, or SPRP
commands are not allowed during Erase or Program Suspend, it is therefore not possible to alter the Legacy Block Protection bits or
Pointer Region Protection during Erase Suspend.

Reading at any address within an erase-suspended sector or program-suspended page produces undetermined data.

After an erase-suspended program operation is complete, the device returns to the erase-suspend mode. The system can determine
the status of the program operation by reading the WIP bit in the Status Register, just as in the standard program operation.

Figure 84. Program or Erase Suspend Command Sequence

cs#

SCK [ O T D O Y e D
scoo I 7 [ 6 [ 5 | 4 | s | =2 | 1 1 o e
SO_101

Phase oo Instructon a7
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This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 85. Program or Erase Suspend Command Sequence QPI mode

cs#— | —
SOLK | S — —
100 { 4 [ 0 I

101 { 5 [ 1 I

102 I 6 I 2 ]

103 { 7 [ 3 I
Phase . _____________Istucton ____________ 1 _____________

Figure 86. Program or Erase Suspend Command with Continuing Instruction Commands Sequence
b tS- N

r "l
cs# | [ W [
see J[UUUUUUUrUUUU iU Uy

si_loo—{7]e[5]4]3]2[1[o N7 6] 5]4[3]2]1]0} W—17Tel5[4[3[2][1]o}
so \! [7le[5]4[3]2]1 o}
Phase | _ Suspend Instruction |\ | Read Status Instruction ____ Status ____| \)\__ | _ Instr. During Suspend,
Phase W\ """ RepeatStatusRead Until Suspended _ | W\~
8.6.6 Erase or Program Resume (EPR 7Ah)

After program or read operations are completed during a program or erase suspend the Erase or Program Resume command is sent
to continue the suspended operation.

After an Erase or Program Resume command is issued, the WIP bit in the Status Register 1 will be set to a 1 and the suspended
operation will resume if one is suspended. If there is no suspended program or erase operation the resume command is ignored.

Program or erase operations may be interrupted as often as necessary e.g. a program suspend command could immediately follow
a program resume command but, but in order for a program or erase operation to progress to completion there must be some periods
of time between resume and the next suspend command greater than or equal to tgys. See Table 58 on page 129.

The Program Suspend Status bit in the Status Register 2 (SR2[0]) can be used to determine if a programming operation has been
suspended or was completed at the time WIP changes to 0. The Erase Suspend Status bit in the Status Register 2 (SR2[1]) can be
used to determine if an erase operation has been suspended or was completed at the time WIP changes to 0. See Section 6.6.2
Status Register 2 Volatile (SR2V) on page 24.

An Erase or Program Resume command must be written to resume a suspended operation.
Figure 87. Erase or Program Resume command Sequence

Phase ! i
,,,,,,,,, Lo _____ nstruetion . _____

Document Number: 002-18483 Rev. *C Page 89 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.
Figure 88. Erase or Program Resume command Sequence QPI mode

cst | —
soLK I R E— —

100

101

102

103

Phase v Instruction 0

8.7 Security Regions Array Commands

The Security Regions commands select which region to use by address A15 to A8 as shown below.
m Security Region 0: A23-16 = 00h; A15-8 = 00h; A7-0 = byte address

m Security Region 1: A23-16 = 00h; A15-8 = 01h; A7-0 = byte address

m Security Region 2: A23-16 = 00h; A15-8 = 02h; A7-0 = byte address

m Security Region 3: A23-16 = 00h; A15-8 = 03h; A7-0 = byte address

8.71 Security Region Erase (SECRE 44h)

The Security Region Erase command erases data in the Security Region, which is in a different address space from the main array
data. CYRS16B256 (A24 to A10) must be zero for this command.Each region can be individually erased. Refer to Section 6.5 Security
Regions Address Space on page 21 for details on the Security Region.

Before the Security Region Erase command can be accepted by the device, a Write Enable (WREN) command must be issued and
decoded by the device, which sets the Write Enable Latch (WEL) in the Status Register to enable any write operations. The WIP bit
in SR1V may be checked to determine when the operation is completed. The E_ERR bit in SR2V may be checked to determine if any
error occurred during the operation.

The Security Region Lock Bits (CR1NV[2-5]) in the Configuration Register 1 can be used to protect the Security Regions for erase.
Once a lock bit is set to 1, the corresponding Security Region will be permanently locked, Attempting to erase a region that is locked
will fail with the E_ERR bit in SR2V[6] set to “1”.

When the Protection Register NVLOCK Bit = “0”, Security Regions 2 and 3 are protected from program or erase. Attempting to erase
in a region that locked will fail with the E_ERR bits in SR2V[6] set to “1”. See Section 7.7.2.1 NVLOCK Bit (PR[0]) on page 46.

The Password Protection Mode Lock Bit (IRP[2]) allows regions 2 and 3 to be protected from erase operations until the correct
password is provided to enable erasing of these Security Regions. Attempting to erase in a region that is password locked will fail with
the E_ERR bit in SR2V[6] set to “1”.

The protocol of the Security Region Erase command is the same as the Sector Erase command. See Section 8.6.1 Sector Erase (SE
20h or 4SE 21h) on page 83 for the command sequence. QPIl Mode is supported.
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8.7.2 Security Region Program (SECRP 42h)

The Security Region Program command programs data in the Security Region, which is in a different address space from the main
array data. The Security Region is 1024-bytes so, the address bits (A24 to A10) must be zero for this command. Refer to Section 6.5
Security Regions Address Space on page 21 for details on the Security Region.

Before the Security Region Program command can be accepted by the device, a Write Enable (WREN) command must be issued
and decoded by the device, which sets the Write Enable Latch (WEL) in the Status Register to enable any write operations. The WIP
bit in SR1V may be checked to determine when the operation is completed. The P_ERR bit in SR2V may be checked to determine if
any error occurred during the operation.

To program the Security Region array in bit granularity, the rest of the bits within a data byte can be set to “1”.

Each region in the Security Region memory space can be programmed one or more times, provided that the region is not locked.
However, for the best data integrity, it is recommended that one or more 16 byte length and aligned groups of bytes be programed
together and programmed only once between erase operations within each region.

The Security Region Lock Bits (CR1NV[2-5]) in the Configuration Register 1 can be used to protect the Security Regions for
Programming. Once a lock bit is set to 1, the corresponding Security Region will be permanently locked. Attempting to program zeros
or ones in a region that is locked (protected) will fail with the P_ERR bit in SR2V[5] set to “1”. Programming ones in a unprotected
area does not cause an error and does not set P_ERR. (see Section 6.6.3 Configuration Register 1 on page 25 for detail descriptions).

When the Protection Register NVLOCK Bit = “0”, Security Regions 2 and 3 are protected from program or erase. Attempting to program
in a region that locked will fail with the P_ERR bit in SR2V[5] set to “1”. See Section 7.7.2.1 NVLOCK Bit (PR[0]) on page 46.

The Password Protection Mode Lock Bit (IRP[2]) allows regions 2 and 3 to be protected from programming operations until the correct
password is provided to enable programming of these Security Regions 2 and 3. Attempting to program in a region that is password
locked will fail with the P_ERR bit in SR2V[5] set to “1”. See Section 7.7.3 Password Protection Mode on page 47.

The protocol of the Security Region Program command is the same as the Page Program command. See Section 8.5.1.1 Page
Programming on page 81 for the command sequence. QPI Mode is supported.

8.7.3 Security Regions Read (SECRR 48h)

The Security Region Read (SECRR) command provides a way to read data from the Security Regions. The Security Region is 1024-
bytes so, the address bits for CYRS16B256 (A24 to A10) must be zero for this command. Refer to Section 6.5 Security Regions
Address Space on page 21 for details on the Security Regions.

The instruction is followed by a 3 or 4 Byte address (depending on the address length configuration CR2V[0], followed by a number
of latency (dummy) cycles set by CR3V[3:0]. Then the selected register data are returned. The protocol of the Security Region Read
command will not wrap to the starting address after the Security Region address is at its maximum; instead, the data beyond the
maximum address will be undefined. The Security Region Read command read latency is set by the latency value in CR3V[3:0].

The Security Region Read Password Mode Enable Bit (IRP[6]) allows regions 3 to be protected from read operations until the correct
password is provided to enable reading of this Security Region. Attempting to read in region 3 that is password locked will return
invalid and undefined data. See Section 7.7.4 Security Region Read Password Protection on page 48.

Figure 89. Security Regions Read Command Sequence!*®

cs# | ) \\ \
see MM U UUUUwUUTwW U U U U U U LS
siioo Ml 765 4 3 2] o AN 1o [ I §

SO_lo1 \ \ (716543 2[1]o]\{

Note
45. A = MSB of address = A23 for Address length CR2V[0] = 0, or 31 for CR2V[0] = 1.
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This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in and returning data out on 100-103.

Figure 90. Security Regions Read Command Sequence QPI Mode!“!

cst | |\ \! W

00— 4] o fa3[W [4]o0] W—-" 2Tol4o[4olalolf
ot—— 5| 1 [a2]l) [ 5] 1] W—-"_ 5 1[5 151 [s[1]\
o2— 6] 2 [a1]}) [ 6] 2] W—"6T2T6l216l2]6l20f
o3—— 7|3 [AlW][7]3] W—_7 s [7 a7 7 s\
Phase | mstruct. | |\ _Address | Dumdy [ o1 | b2 | D3 | D4 ||\

8.8 Individual Block Lock Commands

In order to use Individual Block Lock, the IBL protection scheme must be selected by the WPS bit in Configuration Register 2 CR2V[2]
= 1. If if IBL protection scheme is not selected CR2V[2] = 0 the IBL commands are ignored.

Individual Block Lock Bits (IBL) are volatile, with one for each sector / block, and can be individually modified. By issuing the IBL or
GBL commands, a IBL bit is set to “0” protecting each related sector / block. By issuing the IBUL or GUL commands, a IBL bit is
cleared to “1” unprotecting each related sector or block. By issuing the IBLRD command the state of each IBL bit protection can be
read.

8.8.1 IBL Read (IBLRD 3Dh or 4IBLRD EOh)
The IBLRD/4IBLRD command allows reading the state of each IBL bit protection.

The instruction is latched into S| by the rising edge of the SCK signal. The instruction is followed by the 24 or 32-Bit address, depending
on the address length configuration CR2V[0], selecting location zero within the desired sector.

Then the 8-bit IBL access register contents are shifted out on the serial output SO/IO1. Each bit is shifted out at the SCK frequency
by the falling edge of the SCK signal. It is possible to read the same IBL access register continuously by providing multiples of eight
clock cycles. The address of the IBL register does not increment so this is not a means to read the entire IBL array. Each location
must be read with a separate IBL Read command.

Figure 91. IBLRD Command Sequence!*’ 48l

cs# | \\ \
sek 1 UMUUUUUrW Ly
sioo W7 e sT4Ts 2]+ o Al T+o N

SO_I01 \! i\ 716][5[4]3]2][1]0]

Phase | Instruction ! ]g _Address “ Dummy Cycles | Output IBL ‘

_ -7 )7 r T | E—

Notes

46. A = MSB of address = 23 for CR2V[0] = 0, or 31 for CR2V[0] = 1.

47. A = MSB of address = 23 for Address length (CR2V[0] = 0, or 31 for CR2V[0] = 1 with command 3Dh.
48. A = MSB of address = 31 with command EOh.
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This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in and returning data out on 100-
103.

Figure 92. IBLRD Command Sequence QPI“% %!

cst ] ) |
so ] LML W L LWL L

oo——"4 T 0 [as[W [ 4]0 1 4 [ ol 4afo]

o1——5 [ 1 [a2[W [ 5[ 1 — 1 s [ 1] 5[]

o2——6 [ 2 [A1[W [ 6 [ 2 1 6 [ 2162 ]

o8——7 [ 3 [ AW 73— 17 [ 3] 7 ]3]

Phase | nstuct_ | |\ Address | \| Dummy | _1BL | RepeatiBL ___
8.8.2 IBL Lock (IBL 36h or 4IBL E1h)

The IBL/4IBL commands sets the selected IBL bit to “0” protecting each related sector / block.

The IBL command is entered by driving CS# to the logic low state, followed by the instruction, followed by the 24 or 32-Bit address,
depending on the address length configuration CR2V[0]. The IBL command affects the WIP bits of the Status and Configuration
Registers in the same manner as any other programming operation.

CS# must be driven to the logic high state after the 24 or 32-Bit address (depending on the address length configuration CR2V[0])
has been latched in. As soon as CS# is driven to the logic high state, the self-timed IBL operation is initiated. While the IBL operation
is in progress, the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit
is a “1” during the self-timed IBL operation, and is a “0” when it is completed.

Figure 93. IBL Command Sequence®®': 52
cs# | (| —

S I Y Y Y e Y Y Y Y Iy
siioof 7 [ 6 [ 5 [ 4 [ 3 [ 2 [ 1 ] o] AW [ 1] 0 }—

SO_I01 (

Phase | mstucion [\ addess

This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in on 100-103.

Figure 94. IBL Command Sequence QPI Model®' 52!

cst | f\ -
scLK N s e N e N\ s I s N
o0o— 4 T o [ A [ W T & | o }——
01 ——— 5 | 1 [ A2 ] W 5 | 1 —
o2———- 6 [ 2 | At [ \ [ 6 | 2 -
o— 7 | 3 [ A [ W [ 7z [ 3 F——-
Phase [ " instuetion |\ " "Addess 1 "

Notes
49. A = MSB of address = 23 for Address length (CR2V[0] = 0, or 31 for CR2V[0] = 1 with command 3Dh.
50. A = MSB of address = 31 with command EOh.
51. A= MSB of address = 23 for Address length (CR2V[0] = 0, or 31 for CR2V[0] = 1 with command 36h.
52. A = MSB of address = 31 with command E1h.
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8.8.3 IBL Unlock (IBUL 39h or 4IBUL E2h)

The IBUL/4IBULcommands clears the selected IBL bit to “1” unprotecting each related sector / block.

The IBUL command is entered by driving CS# to the logic low state, followed by the instruction, followed by the 24 or 32-Bit address,
depending on the address length configuration CR2V[0]. The IBUL command affects the WIP bits of the Status and Configuration
Registers in the same manner as any other programming operation.

CS# must be driven to the logic high state after the 24 or 32-Bit address (depending on the address length configuration CR2V[0])
has been latched in. As soon as CS# is driven to the logic high state, the self-timed IBL operation is initiated. While the IBUL operation
is in progress, the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit
is a “1” during the self-timed IBUL operation, and is a “0” when it is completed.

Figure 95. IBUL Command Sequence!> 54

cs# | ) [

S O Y Y Y 1 A o
soof 7 [ 6 [ 5 | 4 [ 3 [ 2 [ 1+ o] AW [ 1[0 }—

(
SO_l101 \\

Phase | Instruction 77 Tt “’ T address

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, I

This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in on 100-103.

Figure 96. IBUL Command Sequence QPI Model®% 54

cs# ] | ——
SoLK [N e T s e T s s I s SO
00— 4 T o [ A [ W T & [ o }—r
01 ——— 5 | 1 [ A2 ] WO 5 | 1 —
02— 6 | 2 [ A1 ] WO 6 | 2 —
g— 7 [ 3 [ A [ W [ 7z [ 3
Phase | nstuctton |\ Addess |

Notes
53. A = MSB of address = 23 for Address length (CR2V[0] = 0, or 31 for CR2V[0] = 1 with command 39h.
54. A= MSB of address = 31 with command E2h.
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8.8.4 Global IBL Lock (GBL 7Eh)

The GBL commands sets all the IBL bits to “0” protecting all sectors / blocks.

CS# must be driven into the logic high state after the eighth bit of the instruction byte has been latched in on SI. This will initiate the
GBL. If CS# is not driven high after the last bit of instruction, the GBL operation will not be executed.

As soon as CS# is driven into the logic high state, the GBL will be initiated. With the GBL in progress, the user can read the value of
the Write-In Progress (WIP) bit to determine when the operation has been completed. The WIP bit will indicate a “1” when the GBL
is in progress and a “0” when the GBL has been completed.

Figure 97. Global IBL Lock (GBL) Command Sequence

Ph ! i
ase e |ES}FEC}I9F\ 77777777777777777777777 L

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 98. Global IBL Lock (GBL) Command Sequence QPI Mode

cs# | —
soLK | I I E— —
100 { 4 [ 0 I

101 I 5 I 1 |

102 { 6 [ 2 |

103 : 7 I 3 |
Phase . _____________stucon . _____________

8.8.5 Global IBL Unlock (GBUL 98h)

The GBUL commands clears all the IBL bits to “1” unprotecting all sectors / blocks.

CS# must be driven into the logic high state after the eighth bit of the instruction byte has been latched in on SI. This will initiate the
GBUL If CS# is not driven high after the last bit of instruction, the GBUL operation will not be executed.

As soon as CS# is driven into the logic high state, the GBL will be initiated. With the GBL in progress, the user can read the value of
the Write-In Progress (WIP) bit to determine when the operation has been completed. The WIP bit will indicate a “1” when the GBUL
is in progress and a “0” when the GBUL has been completed.

Figure 99. Global IBL Unlock (GBUL) Command Sequence

cs#

SCK [ O T e T e D D e O I T
sco I 7 [ 6 [ 5 | 4 [ s [ 2 [ 1 ] o [N
SO_I01
Phase | nstwfon
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This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 100. Global IBL Unlock (GBUL) Command Sequence QPI Mode

cs#— | —
SCLK | I I R ——
100 { 4 [ 0 I
101 I 5 | 1 |
102 { 6 [ 2 I
103 | 7 I 3 |
Phase | _____________Istucon ______ | _____________

8.9 Pointer Region Command
8.9.1 Set Pointer Region Protection (SPRP FBh or 4SPRP E3h)

The SPRP or 4SPRP command is ignored during a suspend operation because the pointer value cannot be erased and re-
programmed during a suspend.

The SPRP or 4SPRP command is ignored if default Power Supply Lock-down protection NVLOCK PR[0] = 0 or Power Supply Lock-
down protection enabled IRP[1] = 0 or Password Protection enabled IRP[2] = 0 and NVLOCK PR][0] = 0.

The CYRS16B256 device must have 4 Byte addressing enabled (CR2V[0] = 1) to set the Pointer Region Protection register PRPR
(see Section 6.6.10 Pointer Region Protection Register (PRPR) on page 34) this ensures that A24 and A25 are set correcily.

Before the SPRP or 4SPRP command can be accepted by the device, a Write Enable (WREN) command must be issued. After the
Write Enable (WREN) command has been decoded, the device will set the Write Enable Latch (WEL) in the Status Register to enable
any write operations.

The SPRP or 4SPRP command is entered by driving CS# to the logic low state, followed by the instruction, followed by the 24 or 32-
Bit address, depending on the address length configuration CR2V[0], see Section 7.6.3 Pointer Region Protection (PRP) on page 43
for details on address values to select protection options.

CS# must be driven to the logic high state after the last bit of address has been latched in. If not, the SPRP command is not executed.
As soon as CS# is driven to the logic high state, the self-timed SPRP operation is initiated. While the SPRP operation is in progress,
the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit is a “1” during
the self-timed SPRP operation, and is a “0” when it is completed. When the SPRP operation is completed, the Write Enable Latch
(WEL) is set to a “0”. The SPRP or 4SPRP command will set the P_ERR or E_ERR bits if there is a failure in the Set Pointer Region
Protection operation.

For details on the address pointer defining a sector boundary between protected and unprotected regions in the
memory, see Section 7.6.3 on page 43.

Figure 101. SPRP Command Sequence!®> %

cs# | ) [

Notes
55. A = MSB of address = 23 for Address length (CR2V[0] = 0, or 31 for CR2V[0] = 1 with command FDh.
56. A = MSB of address = 31 with command E3h.
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This command is also supported in QPI mode. In QPI mode, the instruction and address is shifted in on 100-103.

Figure 102. SPRP Command Sequence QPI Mode!®": %8l

ost ] \ —
SCLK N s I e T s\ N oy N o
o0o— & [ o [ Aas [ W T & [ o }—
101 ———— 5 | 1 [ a2 | \ | 5 | 1 —
02— 6 [ 2 | At [ W [ e [ 2 fF——-
og——- 7 [ 3 [ A [ N | 7z | 3 F——-

Phase | nstuetfon |\ Address [

8.10 Individual and Region Protection (IRP) Commands

8.10.1 IRP Register Read (IRPRD 2Bh)

The IRP Register Read instruction 2Bh is shifted into SI/I00 by the rising edge of the SCK signal followed by one dummy cycle. This
latency period allows the device’s internal circuitry enough time to access data at the initial address. During latency cycles, the data
value on 100-103 are “don’t care” and may be high impedance.

Then the 16-bit IRP register contents are shifted out on the serial output S0/I01, least significant byte first. Each bit is shifted out at
the SCK frequency by the falling edge of the SCK signal. It is possible to read the IRP register continuously by providing multiples of
16 clock cycles.

Figure 103. IRPRD Command Sequence
cs# | [
ahnhnphphEGREELEELERG IR
sioo 7664 5 2]+ o N

SO_IO1 [7]6]5]al3]2[1]of7]6]5[4]3]2]1]0]

Phase | Instruction DY, Output IRP Low Byte ! Output IRP High Byte !

T T T 4 T 0 9T T L.

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in and returning data out on 100-103.

Figure 104. IRPRD Command Sequence — QPI Mode

cs# |
sCLK I A e N e s N s e O
00— 4 ] 0 ———1 4 | o [ 4 | o |
ot— 5 ] 1 —1 5 | 1 | 5 | 1 |
02— 6 | 2 — 6 | 2 | 6 | 2 |
03— 7] 3 — 7 | 3] 7 ] 3]
Phase | _instuct. | Dummy | __IRPLowByte _ | __IRPHighByte _ |

Notes
57. A = MSB of address = 23 for Address length (CR2V[0] = 0, or 31 for CR2V[0] = 1 with command FDh.
58. A= MSB of address = 31 with command E3h.
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8.10.2 IRP Program (IRPP 2Fh)

Before the IRP Program (IRPP) command can be accepted by the device, a Write Enable (WREN) command must be issued. After
the Write Enable (WREN) command has been decoded, the device will set the Write Enable Latch (WEL) in the Status Register to
enable any write operations.

The IRPP command is entered by driving CS# to the logic low state, followed by the instruction and two data bytes on Sl, least
significant byte first. The IRP Register is two data bytes in length.

The IRPP command affects the P_ERR and WIP bits of the Status and Configuration Registers in the same manner as any other
programming operation.

CS# input must be driven to the logic high state after the sixteenth bit of data has been latched in. If not, the IRPP command is not
executed. As soon as CS# is driven to the logic high state, the self-timed IRPP operation is initiated. While the IRPP operation is in
progress, the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit is a
“1” during the self-timed IRPP operation, and is a “0” when it is completed. When the IRPP operation is completed, the Write Enable
Latch (WEL) is set to a “0”.

Figure 105. IRP Program (IRPP) Command
cs# | [
Sl N N N I I A R 5 R A Y N A A

SO_IO1

Phase ! Instruction ! Input IRP Low Byte ! Input IRP High Byte !

o - - - __rT-___ I ____ . | E—

This command is also supported in QPI mode. In QPI mode, the instruction and data is shifted in on 100-103.

Figure 106. IRP Program (IRPP) Command QPI

cs#~ | [
SCLK | I I I I I I I I I I I I I_
100 ——— 4 I 0 I 4 | 0 [ c [ 8 —
101 —— 5 | 1 | 5 I 1 I D I 9 —
02— 6 | 2 [ 6 [ 2 [ E [ A —
103 ———— 7 | 3 | 7 I 3 I F I B —
Phase [ _____Instruct. ___ | ____IRPLowByte | ____ IRPHighByte _ [ _ ____
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8.10.3 Protection Register Read (PRRD A7h)

The Protection Register Read (PRRD) command allows the Protection Register contents to be read out of SO/IO1. The Read
instruction A7h is shifted into Sl by the rising edge of the SCK signal followed by one dummy cycle. This latency period allows the
device’s internal circuitry enough time to access data at the initial address. During latency cycles, the data value on |00-103 are “don’t
care” and may be high impedance.

Then the 8-bit Protection Register contents are shifted out on the serial output SO/IO1. Each bit is shifted out at the SCK frequency
by the falling edge of the SCK signal. It is possible to read the Protection register continuously by providing multiples of eight clock
cycles.

The Protection Register contents may only be read when the device is in standby state with no other operation in progress.

Figure 107. Protection Register Read (PRRD) Command Sequence
cs# | [
SCK
siooll 7T e 5 4 s 21 o [

SO_l01 {7]6[5[4a]3]2]1]o]7[6]5[4a]3][2]1]0]

Phase | | Instructon by, Register Read L Repeat Register Read |

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in and returning data out on 100-103.

Figure 108. Protection Register Read (PRRD) Command Sequence — QPI Mode

cs# |
SCLK 7 =7 I 1 I »°_1 I
00———— 4 | o +—— 4 | o [ 4 | o ]
o1t——I 5 [ 1 — 5 [ 1+ [ 5 [ 1 ]
o2——7=F 6 | 2 F——1 6 | 2 | 6 | 2 |
o—— 7 | 3 {F— 7 [ 3 | 7 1T 3 ]
Phase | Instuct | Dummy | __RegiserRead | __RegisterRead | __

8.10.4 Protection Register Lock (PRL A6h)

The Protection Register Lock (PRL) command clears the NVLOCK bit (PR[0]) to zero and loads the IRP[6] value in to SECRRP
(PR[6]). See Section 6.6.8 Protection Register (PR) on page 33. Before the PRL command can be accepted by the device, a Write
Enable (WREN) command must be issued and decoded by the device, which sets the Write Enable Latch (WEL) in the Status Register
to enable any write operations.

The PRL command is entered by driving CS# to the logic low state, followed by the instruction.

CS# must be driven to the logic high state after the eighth bit of instruction has been latched in. If not, the PRL command is not
executed. As soon as CS# is driven to the logic high state, the self-timed PRL operation is initiated. While the PRL operation is in
progress, the Status Register may still be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit
is a “1” during the self-timed PRL operation, and is a “0” when it is completed. When the PRL operation is completed, the Write Enable
Latch (WEL) is set to a “0”.

Figure 109. Protection Register Lock (PRL) Command Sequence

CS#

SCK . 1 4 I 1 I L L
sco DI 7 [ [ 5 T+ T 35 T 5 [ 7+ | -+ [l
SO_I01

Prase T e
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This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 110. Protection Register Lock (PRL) Command Sequence — QPI Mode

cst— | —
SCLK | R N E— —
100 { 4 [ 0 I
101 I 5 | 1 |
102 : 6 I 2 |
103 | 7 I 3 |
Phase [ ____________nstucton ___________ [ _____________

8.10.5 Password Read (PASSRD E7h)

The correct password value may be read only after it is programmed and before the Password Mode has been selected by
programming the Password Protection Mode bit to 0 in the IRP Register (IRP[2]). After the Password Protection Mode is selected the
password is no longer readable, the PASSRD command will output undefined data.

The PASSRD command is shifted into Sl followed by one dummy cycle. This latency period allows the device’s internal circuitry
enough time to access data at the initial address. During latency cycles, the data value on SO_101 are “don’t care” and may be high
impedance.

Then the 64-bit Password is shifted out on the serial output SO_lO least significant byte first, most significant bit of each byte first.
Each bit is shifted out at the SCK frequency by the falling edge of the SCK signal. It is possible to read the Password continuously by
providing multiples of 64 clock cycles.

Figure 111. Password Read (PASSRD) Command Sequence
os# ] {\ —
SCK |
stioo 7 TeTsTa T3 2 [ o |

SO_IO1 {7765 a3l 1lol7IWIs5]al3]2]1]0]
102-103 \S
Phase | nstucton oy, Dawt W\ " paas [ ~

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in and returning data out on 100-103.

Figure 112. Password Read (PASSRD) Command Sequence — QPI Mode

cs# | )\
SCLK A s W Y I A

00— 4 [ 0 —— 4 [ o [ 4 W o [ 4 [ o |
ol—— 5 | 1+ +— 5 [ 1 [ 5 W 1+ 1 5 [ 1 1]
02— 6 [ 2 —— 6 [ 2 [ & W 2 [ & [ 2 |
o3—— 7 [ 3 }+— 7 | 3 | 7 W s | 7 1 3 1]
Phase | nstuct_ | Dummy | Datai | A\ """ Dams |
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8.10.6 Password Program (PASSP E8h)

Before the Password Program (PASSP) command can be accepted by the device, a Write Enable (WREN) command must be issued
and decoded by the device. After the Write Enable (WREN) command has been decoded, the device sets the Write Enable Latch
(WEL) to enable the PASSP operation.

The password can only be programmed before the Password Mode is selected by programming the Password Protection Mode bit
to 0 in the IRP Register (IRP[2]). After the Password Protection Mode is selected the PASSP command is ignored.

The PASSP command is entered by driving CS# to the logic low state, followed by the instruction and the password data bytes on SlI/
100, least significant byte first, most significant bit of each byte first. The password is sixty-four (64) bits in length.

CS# must be driven to the logic high state after the sixty-fourth (64") bit of data has been latched. If not, the PASSP command is not
executed. As soon as CS# is driven to the logic high state, the self-timed PASSP operation is initiated. While the PASSP operation is
in progress, the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit
is a “1” during the self-timed PASSP cycle, and is a “0” when it is completed. The PASSP command can report a program error in the
P_ERR bit of the status register. When the PASSP operation is completed, the Write Enable Latch (WEL) is set to a “0”.

Figure 113. Password Program (PASSP) Command Sequence
cst ] \ B

SCK \
siiool 765 4 3 2]1]o0]7]6]5]4]3]2]1]o]7M6el5]4]3]2]1]000

SO_I01 ‘,‘,
Phase | nstuion | PasswordByte! | |\ PasswordBytes |
This command is also supported in QPI mode. In QPI mode, the instruction and data is shifted in on 100-103.
Figure 114. Password Program (PASSP) Command Sequence QPI mode
cs# | ) [
SCLK W
00— 74| o [ 4 [ o [ 4 MWW o [ 4 [ o F——
101 ——— ] 5 | 1 | 5 | 1 | 5 ) 1 [ 5 [ 1 —
02— 6 | 2 | 6 [ 2 ] 6 2 | 6 | 2
103 ——— 7 [ 3 [ 7 [ 3 [ 7 M 3 [ 7 [ 3 F—
Phase "~~~ " [ nstruct. ____| __PasswordByte1 __ ______\\" """ [ PasswordByle8 _| _____
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8.10.7 Password Unlock (PASSU EAh)

The PASSU command is entered by driving CS# to the logic low state, followed by the instruction and the password data bytes on S,
least significant byte first, most significant bit of each byte first. The password is sixty-four (64) bits in length.

CS# must be driven to the logic high state after the sixty-fourth (64™") bit of data has been latched. If not, the PASSU command is not
executed. As soon as CS# is driven to the logic high state, the self-timed PASSU operation is initiated. While the PASSU operation
is in progress, the Status Register may be read to check the value of the Write-In Progress (WIP) bit. The Write-In Progress (WIP) bit
is a “1” during the self-timed PASSU cycle, and is a “0” when it is completed.

If the PASSU command supplied password does not match the hidden password in the Password Register, an error is reported by
setting the P_ERR bit to 1. The WIP bit of the status register also remains set to 1. It is necessary to use the CLSR command to clear
the status register, the software reset command (RSTEN 66h followed by RST 99h) to reset the device, or drive the RESET# and 103
/ RESET# input to initiate a hardware reset, in order to return the P_ERR and WIP bits to 0. This returns the device to standby state,
ready for new commands such as a retry of the PASSU command.

If the password does match, the NVLOCK bit is set to “1”.
Figure 115. Password Unlock (PASSU) Command Sequence

e ] ) ~

ScK \
siioofl 7J6[5]4]3]2]1]o]7]6]5]4]3]2]1]o]7MNe[5]4]3]2]1]0 0

SO_IO1 (‘&‘
Phase | _Instudfion | PasswordByte! _ | \) _ PasswordByles | _
This command is also supported in QPI mode. In QPI mode, the instruction and data is shifted in on 100-103.
Figure 116. Password Unlock (PASSU) Command Sequence QPI mode
Cs# \\

SCLK | | | | | | | | | | ) | | | | | [
oo —— ™ 4| 0 | 4 | 0 [ 4 ) o [ 4 [ 0 —
101 ——— ] 5 | 1 [ 5 [ 1 [ 5 ) 1 [ 5 [ 1 —
102 ———— 6 | 2 [ 6 [ 2 [ 6 ) 2 [ 6 [ 2 F—
103 ———— 7| 3 [ 7 [ 3 [ 7 ) 3 [ 7 [ 3 —

Phase "~ """ [ " instuct_ ____ __PasswordByte1 | ____ §\_ """ [ " PasswordBytes | ____

Document Number: 002-18483 Rev. *C Page 102 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

8.11 Reset Commands

m Software controlled Reset commands restore the device to its initial power up state, by reloading volatile registers from nonvolatile
default values. If a software reset is initiated during a Erase, Program or writing of a Register operation the data in that Sector, Page
or Register is not stable, the operation that was interrupted needs to be initiated again.

m However, the volatile SRP1 bit in the Configuration register CR1V[0] and the volatile NVLOCK bit in the Protection Register are not
changed by a software reset. The software reset cannot be used to circumvent the SRP1 or NVLOCK bit protection mechanisms
for the other security configuration bits.

m The SRP1 bit and the NVLOCK bit will remain set at their last value prior to the software reset. To clear the SRP1 bit and set the
NVLOCK bit to its protection mode selected power on state, a full power-on-reset sequence or hardware reset must be done.

m A software reset command (RSTEN 66h followed by RST 99h) is executed when CS# is brought high at the end of the instruction
and requires tgppy time to execute.

m In the case of a previous Power-up Reset (POR) failure to complete, a reset command triggers a full power up sequence requiring
tpy to complete.

Figure 117. Software / Mode Bit Reset Command Sequence

CS#
SCK I N S O T s R A I S D
scoo I - 1 v [ = [+ [ = [ = [ + | o [

SO_l01

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on I00-103.

Figure 118. Software Reset / Mode Bit Command Sequence — QPI Mode

cs# ™|
SCLK I S ——
100 I 4 I 0 |

101 I 5 I 1 |

102 { 6 [ 2 |

103 I 7 I 3 |
Phase _ _______________ L ___nstuction ___ 1

8.11.1 Software Reset Enable (RSTEN 66h)

The Reset Enable (RSTEN) command is required immediately before a software reset command (RST 99h) such that a software reset
is a sequence of the two commands. Any command other than RST following the RSTEN command, will clear the reset enable
condition and prevent a later RST command from being recognized.
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8.11.2 Software Reset (RST 99h)

The Reset (RST) command immediately following a RSTEN command, initiates the software reset process. Any command other than
RST following the RSTEN command, will clear the reset enable condition and prevent a later RST command from being recognized.

8.11.3 Mode Bit Reset (MBR FFh)

The Mode Bit Reset (MBR) command is used to return the device from continuous high performance read mode back to normal
standby awaiting any new command. Because the hardware RESET# input may be disabled and a device that is in a continuous high
performance read mode may not recognize any normal SPI command, a system hardware reset or software reset command may not
be recognized by the device. It is recommended to use the MBR command after a system reset when the RESET# signal is not
available or, before sending a software reset, to ensure the device is released from continuous high performance read mode.

The MBR command sends Ones on SI/IO0for eight SCK cycles. 101-103 are “don’t care” during these cycles.

8.12 Deep Power Down Commands
8.12.1 Deep Power-Down (DPD B9h)

Although the standby current during normal operation is relatively low, standby current can be further reduced with the Deep Power-
Down command. The lower power consumption makes the Deep Power-down (DPD) command especially useful for battery powered
applications (see Iccq1 and Igc in Section 11.6 DC Characteristics on page 119). The command is initiated by driving the CS# pin low
and shifting the instruction code “B9h”.

The CS# pin must be driven high after the eighth bit has been latched. If this is not done the Deep Power-Down command will not be
executed. After CS# is driven high, the power-down state will be entered within the time duration of tpp (Table 55 on page 124). While
in the power-down state only the Release from Deep Power-Down / Device ID command, which restores the device to normal
operation, will be recognized. All other commands are ignored. This includes the Read Status Register command, which is always
available during normal operation. Ignoring all but one command also makes the Power Down state a useful condition for securing
maximum write protection.

While in the deep power-down mode the device will only accept a hardware reset which will initiate a Power on Reset that will restore
the device to normal operation. The device always powers-up in the normal operation with the standby current of Icc4.

Figure 119. Deep Power Down (DPD) Command Sequence

Cs#
ScK o L L 1 L]

Phase ‘L Instruction

- -

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 120. Deep Power Down (DPD) Command Sequence — QPI Mode

cst ] —
SCLK | 1 1 I
100 { 4 [ 0 I
101 I 5 I 1 I
102 { 6 [ 2 I
103 : 7 I 3 I
Phase . _____________Instrucfion _________ . ______________
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8.12.2 Release from Deep Power-Down / Device ID (RES ABh)

The Release from Deep Power-Down /Device ID command is a multi-purpose command. It can be used to release the device from
the Deep Power-Down state, or obtain the devices electronic identification (ID) number.

To release the device from the Deep Power-Down state, the command is issued by driving the CS# pin low, shifting the instruction
code “ABh” and driving CS# high. Release from Deep Power-Down will take the time duration of tgeg (Table 55 on page 124) before
the device will resume normal operation and other commands are accepted. The CS# pin must remain high during the tgrgg time
duration.

When used only to obtain the Device ID while not in the Deep Power-Down state, the command is initiated by driving the CS# pin low
and shifting the instruction code “ABh” followed by 3-dummy bytes. The Device ID bits are then shifted out on the falling edge of CLK
with most significant bit (MSB) first. The Device ID values for the CY16B Family is listed in and Table 46 on page 115. Continued
shifting of output beyond the end of the defined ID address space will provide undefined data. The command is completed by driving
CS# high.

When used to release the device from the Deep Power-Down state and obtain the Device ID, the command is the same as
previously described, and shown in Figure 123 and Figure 124, except that after CS# is driven high it must remain high for a time
duration of tggg. After this time duration the device will resume normal operation and other commands will be accepted. If the
Release from Deep Power-Down / Device ID command is issued while an Erase, Program or Write cycle is in process (when BUSY
equals 1) the command is ignored and will not have any effects on the current cycle.

Figure 121. Release from Deep Power Down (RES) Command Sequence

cs# | [

SCK [ R s B A B
soo N 7 | 6 | 5 | 4 [ 3 | 2 | 1 1 o e
$0_lof

Phase T T T T  Tstuction T o

,,,,,,,,, L - -

This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103.

Figure 122. Release from Deep Power Down (RES) Command Sequence — QPI Mode

cs#- | [
SCLK | I E— ——
100 { 4 [ 0 I
101 I 5 I 1 |
102 { 6 [ 2 I
103 { 7 [ 3 I
Phase __________________ L _____Imstruon ____________ [ ______________

Figure 123. Read ldentification (RES) Command Sequence

cs# | i\ \ [
SCKIIJTJ‘U‘U‘U‘U‘U‘U‘U‘LW_H_H_H_H_H_H_HMM
s icol 7654321 ]o0]23) [1]0}
SO_l01 \! :

7|6I5I4I3I2I1IOI7|\\|1|0|—
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This command is also supported in QPI mode. In QPI mode, the instruction is shifted in on 100-103 and the returning data is shifted
out on 100-103.

Figure 124. Read ldentification (RES) QPI Mode Command

cs# | i\
sk 1 L LI LI LWL rer—
00— 4 [ o [ 23 | 2 | W [ o] 4 17 o] 41 ol 4
Ot——— 5 [ 1 | I [ W | [ 5 [ 1+ | 5 [ 1 | 5
02——— 6 | 2 | I [ W | | 6 [ 2 [ 6 | 2 [ &6
03— 7 [ 3 | I [ VW | | 7 [ 3 [ 7 [ 3 | 7
Phase "~ """ T nstrucion | ________Dummy} " T " "DeviD | _ DeviD | ____
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9. Data Integrity
9.1 Erase Endurance

Table 40. Erase Endurance

Parameter Min Unit
Program/Erase cycles per main Flash array sectors 1K P/E cycle
Program/Erase cycles per Security Registers or nonvolatile register array® {100 P/E cycle
Note
59. Each write command to a nonvolatile register causes a P/E cycle on the entire nonvolatile register array.
9.2 Data Retention
Table 41. Data Retention
L Minimum .
Parameter Test Conditions Time Unit
) ) 10K Program/Erase Cycles 100 Years
Data Retention Time
1K Program/Erase Cycles >100 Years

Contact Cypress Sales or an FAE representative for additional information regarding data integrity.

Document Number: 002-18483 Rev. *C

Page 107 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

10. Software Interface Reference
10.1 JEDEC JESD216B Serial Flash Discoverable Parameters

This document defines the Serial Flash Discoverable Parameters (SFDP) revision B data structure used in the following Cypress
Serial Flash Devices:

m CY16B Family
These data structure values are an update to the earlier revision SFDP data structure currently existing in the above devices.

The Read SFDP (RSFDP) command (5Ah) reads information from a separate Flash memory address space for device identification,
feature, and configuration information, in accord with the JEDEC JESD216B standard for Serial Flash Discoverable Parameters.

The SFDP data structure consists of a header table that identifies the revision of the JESD216 header format that is supported and
provides a revision number and pointer for each of the SFDP parameter tables that are provided. The parameter tables follow the
SFDP header. However, the parameter tables may be placed in any physical location and order within the SFDP address space. The
tables are not necessarily adjacent nor in the same order as their header table entries.

The SFDP header points to the following parameter tables:
m Basic Flash
a This is the original SFDP table. It has a few modified fields and new additional field added at the end of the table.
m 4 Byte Address Instruction
a This is the original SFDP table. It has a few modified fields and new additional field added at the end of the table.
The physical order of the tables in the SFDP address space is: SFDP Header, Basic Flash Sector Map, 4 Byte Instruction.
The SFDP address space is programmed by Cypress and read-only for the host system.

10.1.1 Serial Flash Discoverable Parameters (SFDP) Address Map

The SFDP address space has a header starting at address zero that identifies the SFDP data structure and provides a pointer to each
parameter. One Basic Flash parameter is mandated by the JEDEC JESD216B standard. Optional parameter tables for 4 Byte Address
Instructions follow the Basic Flash table.

Table 42. SFDP Overview Map

Byte Address Description
0000h Location zero within JEDEC JESD216B SFDP space - start of SFDP header
. Remainder of SFDP header followed by undefined space
0300h Start of SFDP parameter
Remainder of SFDP JEDEC parameter followed by undefined space
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10.1.2 SFDP Header Field Definitions
Table 43. SFDP Header
SFDP Byte | SFDP Dword oy
Address Name Data Description
This is the entry point for Read SFDP (5Ah) command i.e. location zero within
00h 53h SFDP space
ASCII “S”
SFDP Header
01h 1st DWORD  |46h ASCII “F”
02h 44h ASCII “D”
03h 50h ASCII “P”
SFDP Minor Revision (06h = JEDEC JESD216 Revision B)
- This revision is backward compatible with all prior minor revisions. SFDP reading
and parsing software will work with higher minor revision numbers than the
software was designed to handle. Software designed for a higher revisions must
04h 06h know how to handle earlier revisions. Example: SFDP reading and parsing
software for minor revision 0 will still work with minor revision 6. SFDP reading and
parsing software for minor revision 6 must be designed to also read minor revision
SFDP Header 0 or 5. Do not do a simple compare on the minor revision number, looking only for
2nd DWORD a match with the revision number that the software is designed to handle. There is
no problem with using a higher number minor revision.
SFDP Major Revision
05h 01h This is the original major revision. This major revision is compatible with all SFDP
reading and parsing software.
06h 01h Number of Parameter Headers (zero based, 01h = 2 parameters)
07h FFh Unused
08h 00h Parameter ID LSB (00h = JEDEC SFDP Basic SPI Flash Parameter)
09h Parameter 06h Parameter Minor Revision (06h = JESD216 Revision B)
0Ah Header 01h Parameter Major Revision (01h = The original major revision - all SFDP software
0 is compatible with this major revision.
1st DWORD - -
Parameter Table Length (in double words = Dwords = 4 byte units) 10h = 16
0Bh 10h
Dwords
och 00h Parameter Table Pointer Byte 0 (Dword = 4 byte aligned)
Parameter JEDEC Basic SPI Flash parameter byte offset = 0300h address
0Dh geader 03h Parameter Table Pointer Byte 1
OEh 2nd DWORD |00h Parameter Table Pointer Byte 2
OFh FFh Parameter ID MSB (FFh = JEDEC defined Parameter)
10h 84h Parameter ID LSB (84h = SFDP 4 Byte Address Instructions Parameter)
Parameter Minor Revision (00h = Initial version as defined in JESD216 Revision
11h Parameter 00h B)
Header - — — - —
1 Parameter Major Revision (01h = The original major revision - all SFDP software
12h 01h - . , ) . : . . e
1st DWORD that recognizes this parameter’s ID is compatible with this major revision.
Parameter Table Length (in double words = Dwords = 4 byte units) (2h = 2
13h 02h
Dwords)
14n 40h Parameter Table Pointer Byte 0 (Dword = 4 byte aligned)
Parameter JEDEC parameter byte offset = 0340h
15h I1-|eader 03h Parameter Table Pointer Byte 1
16h 2nd DWORD |00h Parameter Table Pointer Byte 2
17h FFh Parameter ID MSB (FFh = JEDEC defined Parameter)
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10.1.3

CYRS16B256

JEDEC SFDP Basic SPI Flash Parameter

Table 44. Basic SPI Flash Parameter, JEDEC SFDP Rev B

SFDP Parameter

Relative Byte Address SFDP Dword Name Data Description
Start of SFDP JEDEC parameter
Bits 7:5 = unused = 111b
Bit 4:3 = 05h is volatile status register write instruction and status register is default nonvolatile=
00h E5h 00b
Bit 2 = Program Buffer > 64Bytes = 1
Bits 1:0 = Uniform 4KB erase is supported through out the device = 01b
01h 20h Bits 15:8 = Uniform 4KB erase instruction = 20h
JEDEC Basic Flash
Parameter Dword-1 Bit 23 = Unused = 1b
Bit 22 = Supports DOR Read, Yes = 1b
Bit 21 = Supports QIO Read, Yes = 1b
02h FBh Bit 20 = Supports DIO Read, Yes = 1b
Bit19 = Supports DDR, Yes = 1b
Bit 18:17 = Number of Address Bytes, 3 or 4 = 01b
Bit 16 = Supports Fast Read SIO and DIO Yes = 1b
03h FFh Bits 31:24 = Unused = FFh
04h FFh
05h FFh
06h JEDEC Basic Flash FFh Density in bits, zero based,
Parameter Dword-2 128Mb = 07FFFFFFh256Mb = OFFFFFFFh512Mb = 1FFFFFFFh
07h 128MbOFh
07h 256Mb1Fh
512Mb
08h 48h Bits 7:5 = number of QIO Mode cycles = 010b
Bits 4:0 = number of Fast Read QIO Dummy cycles = 01000b for default latency code
09h JEDEC Basic Flash EBh Fast Read QIO instruction code
0Ah Parameter Dword-3 08h Bits 23:21 = number of Quad Out Mode cycles = 000b
Bits 20:16 = number of Quad Out Dummy cycles = 01000b for default latency code
0Bh 6Bh Quad Out instruction code
och 08h Bits 7:5 = number of Dual Out Mode cycles = 000b
Bits 4:0 = number of Dual Out Dummy cycles = 01000b for default latency code
0Dh JEDEC Basic Flash 3Bh Dual Out instruction code
OEh Parameter Dword-4 88 h Bits 23:21 = number of Dual I/0O Mode cycles = 100b
Bits 20:16 = number of Dual /O Dummy cycles = 01000b for default latency code
OFh BBh Dual I/O instruction code
Bits 7:5 RFU = 111b
Bit 4 = QPI supported = 1b
10h FEh Bits 3:1 RFU = 111b
. Bit 0 = Dual All not supported = Ob
JEDEC Basic Flash
11h Parameter Dword-5 FFh Bits 15:8 = RFU = FFh
12h FFh Bits 23:16 = RFU = FFh
13h FFh Bits 31:24 = RFU = FFh
14h FFh Bits 7:0 = RFU = FFh
15h FFh Bits 15:8 = RFU = FFh
JEDEC Basic Flash
16h Parameter Dword-6 FFh Bits 23:21 = number of Dual All Mode cycles = 111b
Bits 20:16 = number of Dual All Dummy cycles = 11111b
17h FFh Dual All instruction code
18h FFh Bits 7:0 = RFU = FFh
19h FFh Bits 15:8 = RFU = FFh
JEDEC Basic Flash
1Ah Parameter Dword-7 48h Bits 23:21 = number of QPI Mode cycles = 010b
Bits 20:16 = number of QPI Dummy cycles = 01000b for default latency code
1Bh EBh QPI Fast Read instruction code (Same as QIO when QPI is enabled)
1Ch 0Ch Sector type 1 size 2*N Bytes = 4KB = 0Ch (for Uniform 4KB)
1Dh JEDEC Basic Flash 20h Sector type 1 instruction
1Eh Parameter Dword-8 OFh Sector type 2 size 2N Bytes = 32KB = OFh (for Uniform 32KB)
1Fh 52h Sector type 2 instruction
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Table 44. Basic SPI Flash Parameter, JEDEC SFDP Rev B (Continued)

SFDP Parameter

Relative Byte Address SFDP Dword Name Data Description

20h 10h Sector type 3 size 2”N Bytes = 64KB = 10h (for Uniform 64KB)

21h JEDEC Basic Flash D8h Sector type 3 instruction

22h Parameter Dword-9 00h Sector type 4 size 2'N Bytes = not supported = 00h

23h FFh Sector type 4 instruction = not supported = FFh

24h 21h Bits 31:30 = Sector Type 4 Erase, Typical time units (00b: 1 ms, 01b: 16 ms, 10b: 128 ms, 11b: 1
s)=RFU =11b

25h 5Ah Bits 29:25 = Sector Type 4 Erase, Typical time count = RFU = 1_1111b (typ erase time = count +1
* units = RFU = 11111)

26h C1th Bits 24:23 = Sector Type 3 Erase, Typical time units (00b: 1 ms, 01b: 16 ms, 10b: 128 ms, 11b: 1
s) =16ms = 01b

Bits 22:18 = Sector Type 3 Erase, Typical time count = 1_0000b (typ erase time = count +1 * units
=17*16ms = 272ms)
Bits 17:16 = Sector Type 2 Erase, Typical time units (00b: 1 ms, 01b: 16 ms, 10b: 128 ms, 11b: 1
s)=16ms = 01b
JEDEC Basic Flash ?its 25:11 =_Sector Type 2 Erase, Typical time count = 0_1011b (typ erase time = count +1 * units
Parameter Dword-10 = 12716ms = 192ms)

Bits 10:9 = Sector Type 1 Erase, Typical time units (00b: 1 ms, 01b: 16 ms, 10b: 128 ms, 11b: 1 s)
=16ms = 01b
27h FEh Bits 8:4 = Sector Type 1 Erase, Typical time count = 0_0010b (typ erase time = count +1 * units =
3*16ms = 48ms)
Bits 3:0 = Count = (Max Erase time / (2 * Typical Erase time))- 1 = 0001b
Multiplier from typical erase time to maximum erase time = 4x multiplier
Max Erase time = 2*(Count +1)*Typ Erase time

Binary Fields: 11-11111-01-10000-01-01011-01-00010-0001
Nibble Format: 1111_1110_1100_0001_0101_1010_0010_0001
Hex Format: FE_C1_5A_21

28h 81h Bits 23 = Byte Program Typical time, additional byte units (Ob:1us, 1b:8us) = 1us = 0b
Bits 22:19 = Byte Program Typical time, additional byte count, (count+1)*units, count = 0101b,
29h E4h (typ Program time = count +1 * units = 6*1us =6us

Bits 18 = Byte Program Typical time, first byte units (Ob:1us, 1b:8us) = 1us = Ob

Bits 17:14 = Byte Program Typical time, first byte count, (count+1)*units, count = 0111b, (typ
Program time = count +1 * units = 8*1us = 8us

Bits 13 = Page Program Typical time units (Ob:8us, 1b:64us) = 64us = 1b

Bits 12:8 = Page Program Typical time count, (count+1)*units, count = 00100b, (typ Program time
= count +1 * units = 5*64us = 320us)

Bits 7:4 = N = 1000b, Page size= 2"N = 256B page

2Ah ) 2%h Bits 3:0 = Count = 0001b = (Max Page Program time / (2 * Typ Page Program time))- 1
JEDEC Basic Flash Multiplier from typical Page Program time to maximum Page Program time = 4x multiplier
Parameter Dword-11 Max Page Program time = 2*(Count +1)*Typ Page Program time

Binary Fields: 0-0101-0-0111-1-00100-1000-0001
Nibble Format: 0010_1001_1110_0100_1000_0001
Hex Format: 29_74_81

256Mb = 1110_0010b = E2h
Bit 31 Reserved = 1b

Bits 30:29 = Chip Erase, Typical time units (00b: 16 ms, 01b: 256 ms, 10b: 4 s, 11b: 64 s) = 64s =
2Bh E2h 256Mb 11b
Bits 28:24 = Chip Erase, Typical time count, (count+1)*units, count = 00010b, (typ Program time =
count +1 * units = 3*64s = 192s
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Table 44. Basic SPI Flash Parameter, JEDEC SFDP Rev B (Continued)

SFDP Parameter

Relative Byte Address SFDP Dword Name Data Description
2Ch CCh Bit 31 = Suspend and Resume supported = Ob
Bits 30:29 = Suspend in-progress erase max latency units (00b: 128ns, 01b: 1us, 10b: 8us, 11b:
2Dh 83h 64us) = 8us= 10b
Bits 28:24 = Suspend in-progress erase max latency count = 00100b, max erase suspend latency
2Eh 18h = count +1 * units = 5*8us = 40us
Bits 23:20 = Erase resume to suspend interval count = 0001b, interval = count +1 * 64us =2 *
64us = 128us
Bits 19:18 = Suspend in-progress program max latency units (00b: 128ns, 01b: 1us, 10b: 8us,
11b: 64us) = 8us= 10b
Bits 17:13 = Suspend in-progress program max latency count = 00100b, max erase suspend
latency = count +1 * units = 5*8us = 40us
Bits 12:9 = Program resume to suspend interval count = 0001b, interval = count +1 * 64us =2 *
64us = 128us
Bit 8 = RFU = 1b
JEDEC Basic Flash Bits 7:4 = Prohibited operations during erase suspend
Parameter Dword-12 = xxx0b: May not initiate a new erase anywhere (erase nesting not permitted)
+ xx0xb: May not initiate a page program anywhere
2Fh 44h + x1xxb: May not initiate a read in the erase suspended sector size
+ 1xxxb: The erase and program restrictions in bits 5:4 are sufficient
= 1100b
Bits 3:0 = Prohibited Operations During Program Suspend
= xxx0b: May not initiate a new erase anywhere (erase nesting not permitted
+ xx0xb: May not initiate a new page program anywhere (program nesting not permitted)
+ x1xxb: May not initiate a read in the program suspended page size
+ 1xxxb: The erase and program restrictions in bits 1:0 are sufficient
= 1100b
Binary Fields: 0-10-00100-0001-10-00100-0001-1-1100-1100
Nibble Format: 0100_0100_0001_1000_1000_0011_1100_1100
Hex Format: 44_18_83_CC
30h 7Ah
31h 75n Bits 31:24 = Erase Suspend Instruction = 75h
JEDEC Basic Flash Bits 23:16 = Erase Resume Instruction = 7Ah
32h Parameter Dword-13 7Ah Bits 15:8 = Program Suspend Instruction = 75h
Bits 7:0 = Program Resume Instruction = 7Ah
33h 75h
34h F7h Bit 31 = Deep Power Down Supported = supported = 0
Bits 30:23 = Enter Deep Power Down Instruction = B9h = 1011_1001b
35h A2h Bits 22:15 = Exit Deep Power Down Instruction = ABh = 1010_1011b
Bits 14:13 = Exit Deep Power Down to next operation delay units = (00b: 128ns, 01b: 1us, 10b:
36h D5h 8us, 11b: 64us) = 1us = 01b
Bits 12:8 = Exit Deep Power Down to next operation delay count = 00010b, Exit Deep Power
Down to next operation delay = (count+1)*units = 3*1us=3us
JEDEC Basic Flash Bits 7:4 = RFU = Fh
Parameter Dword-14 Bit 3:2 = Status Register Polling Device Busy
= 01b: Legacy status polling supported = Use legacy polling by reading the Status Register with
37h 5Ch 05h instruction and checking WIP bit[0] (O=ready; 1=busy).
Bits 1:0 = RFU = 11b
Binary Fields: 0-10111001-10101011-01-00010-1111-01-11
Nibble Format: 0101_1100_1101_0101_1010_0010_1111_0111
Hex Format: 5C_D5_A2_F7
38h 22h Bits 31:24 = RFU = FFh
Bit 23 = Hold and WP Disable = not supported = 0b
39%h Féh Bits 22:20 = Quad Enable Requirements
= 101b: QE is bit 1 of the status register 2. Status register 1 is read using Read Status instruction
3Ah 5Dh 05h. Status register 2 is read using instruction 35h. QE is set via Write Status instruction 01h with
two data bytes where bit 1 of the second byte is one. It is cleared via Write Status with two data
bytes where bit 1 of the second byte is zero.
Bits 19:16 0-4-4 Mode Entry Method
= xxx1b: Mode Bits[7:0] = A5h Note: QE must be set prior to using this mode
+ x1xxb: Mode Bits[7:0] = Axh
+ 1xxxb: RFU
=1101b
. Bits 15:10 0-4-4 Mode Exit Method
ég%i%g?%%vzﬁs_?s = xx_xxx1b: Mode Bits[7:0] = 00h will terminate this mode at the end of the current read operation
+ xx_1xxxb: Input Fh (mode bit reset) on DQ0-DQ3 for 8 clocks. This will terminate the mode prior
38h FEh to the next read operation.

+ 11_x1xx: RFU

= 111101

Bit 9 = 0-4-4 mode supported = 1

Bits 8:4 = 4-4-4 mode enable sequences
= 0_0010b: issue instruction 38h

Bits 3:0 = 4-4-4 mode disable sequences
= 0010b: 4-4-4 issues F5h instruction

Binary Fields: 11111111-0-101-1101-111101-1-00010-0010
Nibble Format: 1111_1111_0101_1101_1111_0110_0010_0010
Hex Format: FF_5D_F6_22
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Table 44. Basic SPI Flash Parameter, JEDEC SFDP Rev B (Continued)

SFDP Parameter

Relative Byte Address SFDP Dword Name Data Description
3Ch E8h Bits 31:24 = Enter 4-Byte Addressing
= xxxx_xxx1b:issue instruction B7 (preceding write enable not required
3Dh 50h = xxxx_1xxxb: 8-bit volatile bank register used to define A[30:24] bits. MSB (bit[7]) is used to
enable/disable 4-byte address mode. When MSB is set to ‘1’, 4-byte address mode is active and
3Eh F8h A[30:24] bits are don't care. Read with instruction 16h. Write instruction is 17h with 1 byte of data.

When MSB is cleared to ‘0’, select the active 128 Mb segment by setting the appropriate A[30:24]
bits and use 3-Byte addressing.
+ xx1x_xxxxb: Supports dedicated 4-Byte address instruction set. Consult vendor data sheet for
the instruction set definition or look for 4 Byte Address Parameter Table.
+ 1xxx_xxxxb: Reserved
=10100001b
Bits 23:14 = Exit 4-Byte Addressing
= xx_xxxx_xxx1b:issue instruction E9h to exit 4-Byte address mode (Write enable instruction 06h
is not required)
= xx_xxxx_1xxxb: 8-bit volatile bank register used to define A[30:24] bits. MSB (bit[7]) is used to
enable/disable 4-byte address mode. When MSB is cleared to ‘0’, 3-byte address mode is active
and A30:A24 are used to select the active 128 Mb memory segment. Read with instruction 16h.
Write instruction is 17h, data length is 1 byte.
+ xx_xx1x_xxxxb: Hardware reset
JEDEC Basic Flash : xx_x1xx_xxxxb5 Software reset (see bits 13:8 in this DWORD)
Parameter Dword-16 xx_1xxx_xxxxb: Power cycle

+ x1_xxxx_xxxxb: Reserved
+ 1x_xxxx_xxxxb: Reserved
3Fh Ath = 1171100001b
Bits 13:8 = Soft Reset and Rescue Sequence Support
= x1_xxxxb: issue reset enable instruction 66h, then issue reset instruction 99h. The reset enable,
reset sequence may be issued on 1,2, or 4 wires depending on the device operating mode
= 010000b
Bit 7 = RFU =1
Bits 6:0 = Volatile or Nonvolatile Register and Write Enable Instruction for Status Register 1
= xxx_1xxxb: Nonvolatile/Volatile status register 1 powers-up to last written value in the
nonvolatile status register, use instruction 06h to enable write to nonvolatile status register.
Volatile status register may be activated after power-up to override the nonvolatile status register,
use instruction 50h to enable write and activate the volatile status register.
+ x1x_xxxxb: Reserved
+ 1xx_xxxxb: Reserved
=1101000b

Binary Fields: 10100001-1111100001-010000-1-1101000
Nibble Format: 1010_0001_1111_1000_0101_0000_1110_1000
Hex Format: A1_F8_60_ES8

Document Number: 002-18483 Rev. *C Page 113 of 135



o CYPRESS CYRS16B256

~_— EMBEDDED IN TOMORROW

10.1.4 JEDEC SFDP 4-byte Address Instruction Table
Table 45. 4-byte Address Instruction, JEDEC SFDP Rev B

SFDP Parameter
Relative Byte
Address

40h FBh Supported = 1, Not Supported =0
21h 8Eh Bits 31:20 = RFU = FFFh
Bit 19 = Support for nonvolatile individual sector lock write command,
42h F3h Instruction=E3h = 0
Bit 18 = Support for nonvolatile individual sector lock read command,
Instruction=E2h =0
Bit 17 = Support for volatile individual sector lock Write command,
Instruction=E1h = 1
Bit 16 = Support for volatile individual sector lock Read command,
Instruction=EOh = 1
Bit 15 = Support for (1-4-4) DTR_Read Command, Instruction = EEh = 1
Bit 14 = Support for (1-2-2) DTR_Read Command, Instruction = BEh =0
JEDEC 4 Byte Bit 13 = Support for (1-1-1) DTR_Read Command, Instruction = 0Eh =0
Address Bit 12 = Support for Erase Command — Type 4 =0
Instructions Bit 11 = Support for Erase Command — Type 3 = 1
Parameter Dword- Bit 10 = Support for Erase Command — Type 2 = 1
43h 1h FFh Bit 9 = Support for Erase Command — Type 1 = 1
Bit 8 = Support for (1-4-4) Page Program Command, Instruction = 3Eh =0
Bit 7 = Support for (1-1-4) Page Program Command, Instruction = 34h = 1
Bit 6 = Support for (1-1-1) Page Program Command, Instruction = 12h = 1
Bit 5 = Support for (1-4-4) FAST_READ Command, Instruction = ECh
Bit 4 = Support for (1-1-4) FAST_READ Command, Instruction = 6Ch =1
Bit 3 = Support for (1-2-2) FAST_READ Command, Instruction = BCh =1
Bit 2 = Support for (1-1-2) FAST_READ Command, Instruction = 3Ch =0
-1-1)
-1-1)

SFDP Dword

Name Data Description

1

Bit 1 = Support for (1 FAST_READ Command, Instruction = 0Ch =1

-2
-1
Bit 0 = Support for (1-1-1) READ Command, Instruction = 13h = 1

Nibble Format: 1111_1111_1111_0011_1000_1110_1111_1011
Hex Format: FF_F3 _8E_FB

4dh XEBEC 4Byte  |21h Bits 31:24 = FFh = Instruction for Erase Type 4: RFU
45h InstrrL?c?t?ons 52h Bits 23:16 = DCh = Instruction for Erase Type 3 Block
46h Parameter Dword- |DCh Bits 15:8 = 52h = Instruction for Erase Type 2 Half Block

a7h 2h FFh Bits 7:0 = 21h = Instruction for Erase Type 1 Sector
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10.2 Device ID Address Map

10.2.1 Field Definitions
Table 46. Manufacturer Device Type

Byte Address Data Description
00h 01h Manufacturer ID for Cypress
01h 60h Device ID Most Significant Byte - Memory Interface Type
02h 19h (256Mb) Device ID Least Significant Byte - Density and Features
03h Undefined Reserved for future use

Table 47. Unique Device ID

Byte Address Data Description
00h to 07 8 Byte Unique Device ID Sér‘;-tp)gguenizq(l;‘e ID number, see Section 6.3.1 Device Unique ID
08h to OF Additional 8 Byte Unique Device ID Additional bytes for 128-bit unique ID number
10 to 1Fh Undefined Reserved for future use
20h to 37h 24 Bytes OEM Name For OEM Name

10.3 Initial Delivery State

The device is shipped from Cypress with nonvolatile bits set as follows:

m The entire memory array is erased: i.e. all bits are set to 1 (each byte contains FFh).

m The Security Region address space has all bytes erased to FFh.

m The SFDP address space contains the values as defined in the description of the SFDP address space.
m The ID address space contains the values as defined in the description of the ID address space.
m The Status Register 1 Nonvolatile contains 00h (all SR1NV bits are cleared to 0’s).

m The Configuration Register 1 Nonvolatile contains 00h.

m The Configuration Register 2 Nonvolatile contains 60h.

m The Configuration Register 3 Nonvolatile contains 78h.

m The Password Register contains FFFFFFFF-FFFFFFFFh

m The IRP Register bits are FFFDh for Standard Part and FFFFh for High Security Part.

m The PRPR Register bits are FFFFFFh
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11. Electrical Specifications

1.1 Absolute Maximum Ratings'®

Storage Temperature PlastiCc PACKagES. .......c.uii ittt e —65°C to +150°C
Ambient Temperature With POWETr APPIIEQ............uviiiiiiie e e e e e e e rre e e e e aar e e e e e eanreeaeas -65°C to +125°C
[T PSP US PSR -0.5Vto+4.0V
Input voltage with respect to Ground (VSS) B0, ... .. et -05VtoVpp+0.5V
Static discharge voltage (MIL-STD-883, TIM. 3015).......uiiiiieeiiieeeiiee ettt et e e et e e s e e s e e e sneeeesneeeanneeenn >2001V

Output Short Circuit CUITENt BT et en st n e e e eenananen. 100 mA

11.2 Latchup Characteristics

Table 48. Latchup Specification

Description Min Max Unit
Input voltage with respect to Vgg on all input only connections -1.0 Vio +1.0 Vv
Input voltage with respect to Vgg on all I/O connections -1.0 Vio+1.0 \Y
Vpp Current -100 +100 mA

Note
63. Excludes power supply Vpp. Test conditions: Vpp = 3.0 V, one connection at a time tested, connections not being tested are at Vgg.

11.3 Thermal Resistance

Table 49. Thermal Resistance

Parameter Description 36FP Unit

Theta JC Thermal resistance (junction to case) 1.5 °C/W

11.4 Operating Ranges

Operating ranges define those limits between which the functionality of the device is guaranteed.

1.41 Power Supply Voltages

Voo 2.7V to 3.6V

Notes
60. See Section 11.4.3 Input Signal Overshoot on page 117 for allowed maximums during signal transition.
61. No more than one output may be shorted to ground at a time. Duration of the short circuit should not be greater than one second.
62. Stresses above those listed under “Absolute Maximum Ratings” may cause permanent damage to the device. This is a stress rating only; functional operation of the
device at these or any other conditions above those indicated in the operational sections of this data sheet is not implied. Exposure of the device to absolute maximum
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11.4.2 Temperature Ranges
. Spec .
Parameter Symbol Devices - Unit
Min Max
Case Temperature Te Military (M) -55 +125 °C

1.4.3 Input Signal Overshoot

During DC conditions, input or 1/0 signals should remain equal to or between Vgg and Vpp. During voltage transitions, inputs or I/Os
may overshoot VSS to -1.0 V or overshoot to Vpp +1.0 V, for periods up to 20 ns.

Figure 125. Maximum Negative Overshoot Waveform

Vas to Voo [ Y|

10V - — — — — —
-q .
<=20ns
Figure 126. Maximum Positive Overshoot Waveform
<=20ns
- |
Vpp+10V- — — — |— —

Vs to Voo [ N

11.5 Power-Up and Power-Down

The device must not be selected at power-up or power-down (that is, CS# must follow the voltage applied on Vpp) until Vpp reaches
the correct value as follows:

m Vpp (min) at power-up, and then for a further delay of tpy

m Vgg at power-down
A simple pull-up resistor on Chip Select (CS#) can usually be used to insure safe and proper power-up and power-down.

User is not allowed to enter any command until a valid delay of tp|; has elapsed after the moment that Vp rises above the minimum
Vpp threshold. See Figure 127 on page 118. However, correct operation of the device is not guaranteed if Vpp returns below Vpp
(min) during tpy. No command should be sent to the device until the end of tp.

The device draws Ipor during tpy. After power-up (tpy), the device is in Standby mode, draws CMOS standby current (Igg), and the
WEL bit is reset.

During power-down or voltage drops below Vpp(cut-off), the voltage must drop below Vpp(low) for a period of tpp for the part to
initialize correctly on power-up. See Figure 128 on page 118. If during a voltage drop the Vpp stays above Vpp(cut-off) the part will
stay initialized and will work correctly when Vpp is again above Vpp(min). In the event Power-on Reset (POR) did not complete
correctly after power up, the assertion of the RESET# signal or receiving a software reset command (RSTEN 66h followed by RST
99h) will restart the POR process.

If Vpp drops below the Vpp (cyt.off) during an embedded program or erase operation the embedded operation may be aborted and the
data in that memory area may be incorrect.

Normal precautions must be taken for supply rail decoupling to stabilize the Vpp supply at the device. Each device in a system should
have the Vpp rail decoupled by a suitable capacitor close to the package supply connection (this capacitor is generally of the order
of 0.1 pf).
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Table 50. Power-Up / Power-Down Voltage and Timing

Symbol Parameter Min Max Unit
Vpp (min) Vpp (minimum operation voltage) 27 - \Y
Vpp (cut-off) Vpp (Cut Off where re-initialization is needed) 24 - \Y
Vpp (low) Vpp (low voltage for initialization to occur) 1.0 - \
tpu Vpp(min) to Read operation - 300 Ms
tpp Vpp(low) time 10.0 - us

Figure 127. Power-up

Vbp (Max)
[
VDD (Mln) |
- -
tPU Full Device Access
- !
Time

Figure 128. Power-down and Voltage Drop

Vbp (Max)
- |
No Device Access Allowed | —

Voo (Min) |

4>

tPU
Vpp (Cut-off)
VDD (LOW) ‘
tPD
-
Time
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11.6 DC Characteristics
Table 51. DC Characteristics — Operating Temperature Range —55°C to +125°C

Symbol Parameter Test Conditions Min Typ Max Unit
i Input Low Voltage - -0.5 - 0.3 x Vpp \
ViH Input High Voltage - 0.7 xVpp - Vpp+0.4 Vv
VoL Output Low Voltage |lg. = 0.1 mA, Vpp=Vpp min - - 0.2 \%
VoH Output High Voltage |lgy =-0.1 mA Vpp - 0.2 - - V

I Input Leakage Current |Vpp=Vpp Max, V|y=V|y or Vgg, CS# = V|4 - - 4 MA

Output Leakage

ILo Clrrant 9 Vpp=Vpp Max, ViN=Vy or Vs, CS# = Vi - - +4 HA
Serial SDR@5 MHz 10 30
Serial SDR@10MHz 10 30
Serial SDR@20 MHz 10 30
Serial SDR@50 MHz 15 35

| Active Power Su%)ly Serial SDR@108MHz _ 25 45 mA
cc1 Current (READ)! Serial SDR@133MHz 30 50
QIO/QPI SDR@108MHz 25 45
QIO/QPI SDR@133 MHz 30 50
QIO/QPI DDR@30MHz 15 35
QIO/QPI DDR@66 MHz 30 50

Active Power Supply
lcco Current CS#=Vpp - 40 70 mA
(Page Program)

Active Power Supply

lces Current CS#=Vpp - 40 70 mA
(WRR or WRAR)
Active Power Supply —
|cc4 Current (SE) CS#—VDD - 40 70 mA
Active Power Supply _
locs Current (HBE, BE) | ©S#=Vobp - 40 70 mA
RESET#, CS#=VDD; Sl, SCK = VDD or VSS: _
| Standby Current SPI, Dual /O and Quad I/0 Modes 20 200 WA
an urren
sB Y RESET#, CS#=Vpp; SI, SCK=VpporVss: | 50 200 A
QPI Mode H
Deep P D
IbPD O WETEOWN  IRESET#, CS# = Ve, Vin = GND or Ve - 2 200 HA
Power On Reset
lPoR Corrent oo RESET#, CS#=Vpp; SI, SCK = Vpp or Vgs - 15 35 mA

Notes
64. Typical values are at Tp; = 25°C and Vpp = 1.8 V.
65. Outputs unconnected during read data return. Output switching current is not included.

11.6.1 Active Power and Standby Power Modes

The device is enabled and in the Active Power mode when Chip Select (CS#) is Low. When CS# is high, the device is disabled, but
may still be in an Active Power mode until all program, erase, and write operations have completed. The device then goes into the
Standby Power mode, and power consumption drops to Igg.

11.6.2 Deep Power Down Power Mode (DPD)

The Deep Power Down mode is enabled by inputing the command instruction code “B9h” and the power consumption drops to Ippp.
In DPD mode the device responds only to the Resume from DPD command (RES ABh) or Hardware reset (RESET# and 103 /
RESET#). All other commands are ignored during DPD mode.
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12. Timing Specifications
121 Key to Switching Waveforms

Figure 129. Waveform Element Meanings

7777777777777777777 \r- - -~ -~ -~ -~ -"-"-" " "\~ -~ -~ -~ - - - - - - ---T - TTAArr- - - - T TAr - T T T T\
Input  Valid at logic highorlow | High Impedance , Anychange permitted | Logic high ) Logic low )
,,,,,,,,,,,,,,,,,,, S - __ e ________________dJv______Jv______xuv
7777777777777777777 X S A N A
Output  Valid at logic highorlow  High Impedance |, Changing, state unknown | Logic high , Logic low
R R A L 4w

12.2 AC Test Conditions
Figure 130. Test Setup

Device
Under
Test
— ¢,
Table 52. AC Measurement Conditions
Symbol Parameter Min Max Unit

C. Load Capacitance - 15/ 30168 pF
- Input Pulse Voltage 0.2xVpp 0.8 Vpp \
- Input Timing Ref Voltage 0.5 Vpp \%
- Output Timing Ref Voltage 0.5 Vpp \Y

Notes
66. Load Capacitance depends on the operation frequency or Mode of operation.
67. AC characteristics tables assume clock and data signals have the same slew rate (slope). See Section 55 SDR AC Characteristics on page 124 note 76 for Slew
Rates at operating frequencies.

Figure 131. Input, Output, and Timing Reference Levels

Input Levels Output Levels
o
05xVpp - — — _ _Y_ _ TimingReferencelevel — ~ \/ _
0.2 x Vpp 0.0V

- 0.5V
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12.2.1 Capacitance Characteristics
Table 53. Capacitance

Parameter Test Conditions Min Max Unit
Cin Input Capacitance (applies to SCK, CS#, RESET#, |03 / RESET#) 1 MHz - 8 pF
Court Output Capacitance (applies to All I/O) 1 MHz - 8 pF

12.3 Reset

If a Hardware Reset is initiated during a Erase, Program or writing of a Register operation the data in that Sector, Page or Register is
not stable, the operation that was interrupted needs to be initiated again. If a Hardware Reset is initiated during a Software Reset
operation, the Hardware Reset might be ignored.

12.3.1 Power On (Cold) Reset

The device executes a Power-On Reset (POR) process until a time delay of tp has elapsed after the moment that Vpp rises above
the minimum Vpp threshold. See Figure 127 on page 118, Table 50 on page 118. The device must not be selected (CS# to go high
with Vpp) during power-up (tpy), i.e. no commands may be sent to the device until the end of tpy,.

RESET# and 103 / RESET# reset function is ignored during POR. If RESET# or |03 / RESET# is low during POR and remains low
through and beyond the end of tp;, CS# must remain high until tgy after RESET# and 103 / RESET# returns high. RESET# and 103
/ RESET# must return high for greater than tgrg before returning low to initiate a hardware reset.

The 103 / RESET# input functions as the RESET# signal when CS# is high for more than tcg time or when Quad or QPI Mode is not
enabled CR1V[1] = 0 or CR2V[3] = 0.

Figure 132. Reset low at the end of POR

vee | W
L tPU. N
I' ) i
rese™ D If RESET#is low attPUend |

I—tRH—-I
CS# - \! CS# must be high at tPU end |

Figure 133. Reset high at the end of POR

vce _] “

tPUY
RESET# _— If RESET# i high at tPU end
tPUY
CS# - “ \ CS# may stay high or go low at tPU end

Figure 134. POR followed by Hardware Reset

VCC ’ \\
L P + tRs—.|
RESET# (| I

tPUY
>

cs+ I |

v
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12.3.2 RESET # and 103 / RESET# Input Initiated Hardware (Warm) Reset

The RESET# and 103 / RESET# inputs can function as the RESET# signal. Both inputs can initiate the reset operation under
conditions.

The RESET# input initiates the reset operation when transitions from V| to V,_for > tgp, the device will reset register states in the
same manner as power-on reset but, does not go through the full reset process that is performed during POR. The hardware reset
process requires a period of tgpy to complete. The RESET# input is available only on the SOIC 16 lead and BGA ball packages.

The 103 / RESET# input initiates the reset operation under the following when CS# is high for more than tcg time or when Quad or
QPI Mode is not enabled CR1V[1] = 0 or CR2V[3] = 0. The 103 / RESET# input has an internal pull-up to Vpp and may be left
unconnected if Quad or QPI mode is not used. The tcg delay after CS# goes high gives the memory or host system time to drive 103
high after its use as a Quad or QPI mode /O signal while CS# was low. The internal pull-up to Vpp will then hold 103 / RESET# high
until the host system begins driving 103 / RESET#. The 103 / RESET# input is ignored while CS# remains high during tcg, to avoid
an unintended Reset operation. If CS# is driven low to start a new command, |03 / RESET# is used as 103.

When the device is not in Quad or QPI mode or, when CS# is high, and 103 / RESET# transitions from Vy to V,_for > tgp, following
tcs, the device will reset register states in the same manner as power-on reset but, does not go through the full reset process that is
performed during POR.

The hardware reset process requires a period of tgpy to complete. If the POR process did not complete correctly for any reason during
power-up (tpy), RESET# going low will initiate the full POR process instead of the hardware reset process and will require tp to
complete the POR process.

The software reset command (RSTEN 66h followed by RST 99h) is independent of the state of RESET # and 103 / RESET#. If
RESET# and 103 / RESET# is high or unconnected, and the software reset instructions are issued, the device will perform software
reset.

Additional notes:

m If both RESET# and |03 / RESET# input options are available use only one reset option in your system. |03 / RESET# input reset
operation can be disable by setting CR2NV[7] = 0 (See Table 11 on page 27) setting the I03_RESET to only operate as 103. The
RESET# input can be disable by not connecting or tying the RESET# input to V. RESET# and 103 / RESET# must be high for tgg
following tpy or tgrpy, before going low again to initiate a hardware reset.

m When 103 / RESET# is driven low for at least a minimum period of time (tgrp), following tcg, the device terminates any operation in
progress, makes all outputs high impedance, and ignores all read/write commands for the duration of tgpy. The device resets the
interface to standby state.

m If Quad or QPI mode and the 103 / RESET# feature are enabled, the host system should not drive 103 low during tcg to avoid driver
contention on 103. Immediately following commands that transfer data to the host in Quad or QPI mode, e.g. Quad I/O Read, the
memory drives |03/ RESET# high during tcg to avoid an unintended Reset operation. Immediately following commands that transfer
data to the memory in Quad mode, e.g. Page Program, the host system should drive 103 / RESET# high during tcg, to avoid an
unintended Reset operation.

m If Quad or QPI mode is not enabled, and if CS# is low at the time 103 / RESET# is asserted low, CS# must return high during trpy
before it can be asserted low again after tgy.

Table 54. Hardware Reset Parameters

Parameter Description Limit Time Unit
Reset Setup - .
fRs Prior Reset end and RESET# high before RESET# low Min 50 ns
tRPH Reset Pulse Hold - RESET# low to CS# low Min 100 ps
trp RESET# Pulse Width Min 200 ns
trH Reset Hold - RESET# high before CS# low Min 150 ns

Notes
68. RESET# and 103 / RESET# Low is ignored during Power-up (tpy). If Reset# is asserted during the end of tp, the device will remain in the reset state and tgy will
determine when CS# may go Low.
69. If Quad or QPI mode is enabled, |03 / RESET# Low is ignored during tcg
70. Sum of tgrp and tgry must be equal to or greater than tgpy
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Figure 135. Hardware Reset using RESET# Input

RESET# \ Any prior reset [ \ /

LtrRH J L RH—]
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Figure 136. Hardware Reset when Quad or QPI Mode is not enabled and 103 / RESET# is Enabled
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Figure 137. Hardware Reset when Quad or QPI Mode and 103 / RESET# are Enabled
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12.4 SDR AC Characteristics
Table 55. SDR AC Characteristics

Symbol Parameter Min Max Unit
Fsck R SCK Cl_ock Frequency for READ and 4READ DC 50 MHz
' instructions
SCK Clock Frequency for the following dual and quad
Fsck, ¢ commands: QOR, 4QOR, DIOR, 4DIOR, QIOR, DC 133 MHz
4QIOR
Psck SCK Clock Period 1/ Fsck - -
twhs tcH Clock High Time 50% Pgck £5% - ns
twis teL Clock Low Time 50% Pgck ¥5% - ns
tcrT. toLcn | Clock Rise Time (slew rate)l”® 0.1 - Vins
tcrT, tchol | Clock Fall Time (slew rate)7® 0.1 - Vins
¢ CS# High Time (Any Read Instructions) 20 - ns
cs CS# High Time (All other Non-Read instructions) 50 - ns
tcss CS# Active Setup Time (relative to SCK) 3 - ns
tcsH CS# Active Hold Time (relative to SCK) 5 - ns
tsu Data in Setup Time 3 - ns
tHp Data in Hold Time 2 - ns
. 872l
ty Clock Low to Output Valid - 6173 ns
tho Output Hold Time 1 - ns
Output Disable Timel™! 8
tois Output Disable Time (when Reset feature and Quad - 20751 ns
mode are both enabled)
twps WP# Setup Timel" 20 - ns
twen WP# Hold Timel™] 100 - ns
Top CS# High to Deep Power Down Mode - us
Tres CS# High to Release from Deep Power Down Mode - ps
t QIO or QPI Enter mode, time needed to issue next 15
QEN - . ps
command
t QIO or QPI Exit mode, time needed to issue next _ 1 s
QEXN command H
Notes

71.Only applicable as a constraint for WRR or WRAR instruction when SRPO is set to a 1.

72. Full Vpp range and CL=30 pF.

73. Full Vpp range and CL = 15 pF.

74. Output HI-Z is defined as the point where data is no longer driven.
75. tp)s require additional time when the Reset feature and Quad mode are enabled (CR2V[7] = 1 and CR1V[1] = 1).

76. tcrT, toLcn Clock Rise and fall slew rate for Fast clock (133 MHz) min is 1.5 V/ns and for Slow Clock (50 MHz) min is 1.0 V/ns.
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12.4.1 Clock Timing
Figure 138. Clock Timing
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12.4.2 Input / Output Timing

Figure 139. SPI Single Bit Input Timing
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Figure 140. SPI Single Bit Output Timing
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Figure 141. SDR MIO Timing
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Figure 142. WP# Input Timing
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12.5 DDR AC Characteristics
Table 56. DDR AC Characteristics 66 MHz operation
Symbol Parameter Min Max Unit

Fsck R SCK Clock Frequency for DDR READ instruction DC 66 MHz

Psck R SCK Clock Period for DDR READ instruction 1/Fsck - ns

tert Clock Rise Time (slew rate) 1.5 - V/ns

teft Clock Fall Time (slew rate) 1.5 - Vins

twhs tcH Clock High Time 50% Pgck -5% - ns

twi teL Clock Low Time 50% Pgck -5% - ns
CS# H?gh T?me (Read Instruct.ions) 20

tcs CS# High Time (Read Instructions when Reset feature 50 - ns
is enabled)

tcss CS# Active Setup Time (relative to SCK) - ns

tsu IO in Setup Time - ns

tHp 10 in Hold Time - ns

. g[77]

ty Clock Low to Output Valid - 6l78] ns

tho Output Hold Time 1 - ns

tois Output Disable Time ' _ 8 ns
Output Disable Time (when Reset feature is enabled) 20

to skew First 10 to last 10 data valid time - 6007 ps

No;es

77. Full Vpp range and CL = 30 pF.
78. Full Vpp range and CL = 15 pF.
79. Not tested.

12.5.1 DDR Input Timing

Figure 143. SPI DDR Input Timing
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12.5.2 DDR Output Timing
Figure 144. SPI DDR Output Timing
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12.5.3 DDR Data Valid Timing using DLP

Figure 145. SPI DDR Data Valid Window
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The minimum data valid window (tpy) and ty, minimum can be calculated as follows:
tpy = Minimum half clock cycle time (tc 4*%) - torr®®? - tig_skew™"

ty _min =tyo *+ tio_skew * toTT
Example:

W66 MHz clock frequency = 15 ns clock period, DDR operations and duty cycle of 45% or higher
Oty =0.45xPSCK=0.45x15ns =6.75 ns

W to7 calculation®! is bus impedance of 45 ohm and capacitance of 37 pf, with timing reference of 0.75 V¢, the rise time from 0 to
1 or fall time 1 to 0 is 1.4/ x RC time constant (Tau)®% = 1.4 x 1.67 ns =2.34 ns

A to7r = rise time or fall time = 2.34 ns.
H Data Valid Window
Otpy = tcLr - tio_skew - torT=6.75 ns - 600 ps - 2.34 ns = 3.81 ns
B t,, Minimum
Oty _min =tyo *+ tio skew * torT=1.0 ns + 600 ps + 2.34 ns = 3.94 ns

Notes
80. toy is the shorter duration of tg or toy.

81.t0 skew is the maximum difference (delta) between the minimum and maximum ty, (output valid) across all 10 signals.

82.torT is the maximum Output Transition Time from one valid data value to the next valid data value on each 10.

83.to7T is dependent on system level considerations including:
a. Memory device output impedance (drive strength).
b. System level parasitics on the I0s (primarily bus capacitance).
¢. Host memory controller input V| and V|_levels at which 0 to 1 and 1 to O transitions are recognized.

d. to7T is not a specification tested by Cypress, it is system dependent and must be derived by the system designer based on the above considerations.
84.tpy is the data valid window.

85. Tau = R (Output Impedance) x C (Load capacitance).
86. Multiplier of Tau time for voltage to rise to 75% of Vc.
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12.6 Embedded Algorithm Performance Tables

Table 57. Program and Erase Performance

Symbol Parameter Min Typ!®”] Max Unit
tw Nonvolatile Register Write Time - 145 750 ms
tpp Page Programming (256 Bytes) - 300 1,200 V&
tap1 Byte Programming (First Byte)! - 50 60 us
tgpo Additional Byte Programming (After First Byte)® - 6 20 us
tse Sector Erase Time (4KB physical sectors) - 50 200 ms
tHBE Half Block Erase Time (32KBphysical sectors) - 190 363 ms
tge Block Erase Time (64KB physical sectors) - 270 725 ms
tce Chip Erase Time - 140 360 sec
Notes

87. Typical program and erase times assume the following conditions: 25°C, Vpp = 3.0 V; 10,000 cycles; checkerboard data pattern.
88. The programming time for any OTP programming command is the same as tpp. This includes IRPP 2Fh, PASSP E8h and PDLRNV 43h.

89. For multiple bytes after firs byte within a page tgpn = tgp4 * tgp2 * N (typical and tgpy = tgpq = tgpo * N (max), where N = number of bytes programmed.

Table 58. Program or Erase Suspend AC Parameters

Parameter Typical Max Unit Comments
Suspend Latency (tg) - 40 V& The time from Suspend command until the WIP bit is 0.
Resume to next Suspend (tgrns) 100 - us Is the time needed to issue the next Suspend command.
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13. Ordering Information

13.1  Ordering Part Number

The ordering part number is formed by a valid combination of the following:

CYRS 16 B XXX -133 FZ M B

Document Number: 002-18483 Rev. *C

Screening Type
B = 100% Burn-in

Temperature Range / Grade
M = Military (-55°C to +125°C)

Package Type
FZ = 36-Lead Ceramic Flatpack (36FP)

Speed
133 =133 MHz

Density
256 = 256 Mb

Voltage
B=3.0V

Device Technology
16 = 65 nm Floating Gate Process Technology

Device Family

Cypress RadStop Memory
RS = Rad Stop

PT = Prototype

WT = Wide Temp
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14. Physical Diagrams
141 36-Lead Ceramic Flatpack (36FP)

Pin 1 Indicator *\‘
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|
SIDE VIEW
DIMENSIONS NOTES:
SYMBOL
MIN NOM MAX 1. ALL DIMENSIONS ARE IN MILLIMETERS.
A 2.54 - 2.95
b 0.38 - 0.48
c 0.08 - 0.18
D 23.12 - 23.62
E 12.82 - 13.08
E2 9.78 - 10.04
E3 1.52 BSC
1.27 BSC
L 9.97 - 10.09
Q 0.63 - 0.89
5 ot - - 002-26946 *A
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15. Other Resources

15.1

BCD

Command

DDP

DDR

Flash

High
Instruction
Low

LSB

MSB

N/A

Nonvolatile
OPN

QPI
Page
PCB

Register Bit
References

Sector

SDR

Write

Document Number: 002-18483 Rev. *C

Glossary

Binary Coded Decimal. A value in which each 4 bit nibble represents a decimal numeral.

All information transferred between the host system and memory during one period while CS# is low. This includes
the instruction (sometimes called an operation code or opcode) and any required address, mode bits, latency cycles,
or data.

Dual Die Package = Two die stacked within the same package to increase the memory capacity of a single package.
Often also referred to as a Multi-Chip Package (MCP).

Double Data Rate = When input and output are latched on every edge of SCK.

The name for a type of Electrical Erase Programmable Read Only Memory (EEPROM) that erases large blocks of
memory bits in parallel, making the erase operation much faster than early EEPROM.

A signal voltage level 2 V| or a logic level representing a binary one (“17).

The 8 bit code indicating the function to be performed by a command (sometimes called an operation code or
opcode). The instruction is always the first 8 bits transferred from host system to the memory in any command.

A signal voltage level <V, or a logic level representing a binary zero (“0”).

Least Significant Bit = Generally the right most bit, with the lowest order of magnitude value, within a group of bits
of a register or data value.

Most Significant Bit = Generally the left most bit, with the highest order of magnitude value, within a group of bits of
a register or data value.

Not Applicable. A value is not relevant to situation described.
No power is needed to maintain data stored in the memory.

Ordering Part Number = The alphanumeric string specifying the memory device type, density, package, factory
nonvolatile configuration, etc. used to select the desired device.

Quad Peripheral Interface
256 Byte length and aligned group of data.

Printed Circuit Board

In the format: Register_name[bit_number] or Register_name[bit_range_MSB: bit_range_LSB]

Erase unit size; depending on device model and sector location this may be 4KB, 32KB or 64KB
Single Data Rate = When input is latched on the rising edge and output on the falling edge of SCK.

An operation that changes data within volatile or nonvolatile registers bits or nonvolatile Flash memory. When
changing nonvolatile data, an erase and reprogramming of any unchanged nonvolatile data is done, as part of the
operation, such that the nonvolatile data is modified by the write operation, in the same way that volatile data is
modified — as a single operation. The nonvolatile data appears to the host system to be updated by the single write
command, without the need for separate commands for erase and reprogram of adjacent, but unaffected data.
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15.2 Link to Cypress Flash Roadmap

www.cypress.com/product-roadmaps/cypress-flash-memory-roadmap

15.3 Link to Software

www.cypress.com/software-and-drivers-cypress-flash-memory

15.4 Link to Application Notes

Www.cypress.com/appnotes
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16. Document History

Document Title: CYRS16B256, Radiation Tolerant 256 Mb (32 MB), 3.0 V Serial NOR Flash Memory
Document Number: 002-18483

ECN No. Submission

Rev. Date Description of Change
** 5790126 06/29/2017 |Initial release.
A 6518909 04/12/2019 Updated Radiation Data on page 1.

Updated package diagram.

Updated template.
*B 6711011 11/21/2019 |Added Table 32.

Updated Theta JC value to 2.78 in Table 49.

Removed PRELIMINARY document status.
Updated Radiation Data in Features.

Updated Release Date in Table 1.

Added “Static discharge voltage (MIL-STD-883, TM. 3015)” in Section 11.1 Absolute Maximum
C 7039284 | 01/07/2021 |Ratings® on page 116.
Updated Thermal Resistance (Theta JC) to 1.5 C/W in Table 49.

Updated Max. values for Igg, Ippp, and lppgg in Section 11.6 DC Characteristics on page 119.
Updated Section 12.5.3 DDR Data Valid Timing using DLP on page 128.
Updated Sales, Solutions, and Legal Information and Copyright information.
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Sales, Solutions, and Legal Information

Worldwide Sales and Design Support

Cypress maintains a worldwide network of offices, solution centers, manufacturer’s representatives, and distributors. To find the office
closest to you, visit us at Cypress Locations.
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© Cypress Semiconductor Corporation, 2017-2021. This document is the property of Cypress Semiconductor Corporation and its subsidiaries ("Cypress"). This document, including any software or
firmware included or referenced in this document ("Software"), is owned by Cypress under the intellectual property laws and treaties of the United States and other countries worldwide. Cypress
reserves all rights under such laws and treaties and does not, except as specifically stated in this paragraph, grant any license under its patents, copyrights, trademarks, or other intellectual property
rights. If the Software is not accompanied by a license agreement and you do not otherwise have a written agreement with Cypress governing the use of the Software, then Cypress hereby grants
you a personal, non-exclusive, nontransferable license (without the right to sublicense) (1) under its copyright rights in the Software (a) for Software provided in source code form, to modify and reproduce
the Software solely for use with Cypress hardware products, only internally within your organization, and (b) to distribute the Software in binary code form externally to end users (either directly or
indirectly through resellers and distributors), solely for use on Cypress hardware product units, and (2) under those claims of Cypress's patents that are infringed by the Software (as provided by
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Software is prohibited.
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OR ACCOMPANYING HARDWARE, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. No computing
device can be absolutely secure. Therefore, despite security measures implemented in Cypress hardware or software products, Cypress shall have no liability arising out of any security breach, such
as unauthorized access to or use of a Cypress product. CYPRESS DOES NOT REPRESENT, WARRANT, OR GUARANTEE THAT CYPRESS PRODUCTS, OR SYSTEMS CREATED USING
CYPRESS PRODUCTS, WILL BE FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE, HACKING, DATALOSS OR THEFT, OR OTHER SECURITY INTRUSION (collectively, "Security
Breach"). Cypress disclaims any liability relating to any Security Breach, and you shall and hereby do release Cypress from any claim, damage, or other liability arising from any Security Breach. In
addition, the products described in these materials may contain design defects or errors known as errata which may cause the product to deviate from published specifications. To the extent permitted
by applicable law, Cypress reserves the right to make changes to this document without further notice. Cypress does not assume any liability arising out of the application or use of any product or
circuit described in this document. Any information provided in this document, including any sample design information or programming code, is provided only for reference purposes. It is the
responsibility of the user of this document to properly design, program, and test the functionality and safety of any application made of this information and any resulting product. "High-Risk Device"
means any device or system whose failure could cause personal injury, death, or property damage. Examples of High-Risk Devices are weapons, nuclear installations, surgical implants, and other
medical devices. "Critical Component" means any component of a High-Risk Device whose failure to perform can be reasonably expected to cause, directly or indirectly, the failure of the High-Risk
Device, or to affect its safety or effectiveness. Cypress is not liable, in whole or in part, and you shall and hereby do release Cypress from any claim, damage, or other liability arising from any use of
a Cypress product as a Critical Component in a High-Risk Device. You shall indemnify and hold Cypress, its directors, officers, employees, agents, affiliates, distributors, and assigns harmless from
and against all claims, costs, damages, and expenses, arising out of any claim, including claims for product liability, personal injury or death, or property damage arising from any use of a Cypress
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Cypress's published data sheet for the product explicitly states Cypress has qualified the product for use in a specific High-Risk Device, or (ii) Cypress has given you advance written authorization to
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