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The ZigBee USB Virtual Gateway Reference Design (RD-0002-0201) is designed to
demonstrate ZigBee gateway functionality with the following Silicon Labs ZigBee refer-
ence designs:

+ Lighting Reference Designs (RD-0020-0601 and RD-0035-0601)
» ZigBee Contact Sensor Reference Design (RD-0030-0201)
» ZigBee Capacitive Sense Dimmer Switch Reference Design (RD-0039-0201)

This user's guide refers to software release version 1.0.0.
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Describes ZigBee USB Virtual Gateway
Reference Design.

Provides step-by-step instructions for the

installation and configuration process.
Explains the ZigBee Gateway tabs.

Offers troubleshooting solutions and
references for common issues.
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1. Introduction

The ZigBee USB Virtual Gateway Reference Design (RD-0002-0201) is designed to demonstrate ZigBee gateway functionality with Sili-
con Labs ZigBee reference designs, such as Lighting Reference Designs (RD-0020-0601 and RD-0035-0601), ZigBee Contact Sensor
Reference Design (RD-0030-0201), and ZigBee Capacitive Sense Dimmer Switch Reference Design (RD-0039-0201). The Virtual
Gateway runs on Ubuntu Linux, and is available for Windows and OS X host operating systems within a Virtual Machine. The Virtual
Gateway includes a web server that presents a user interface to a desktop or mobile web browser. The web browser can run on the
Virtual Machine or on a device on the local area network (LAN). A typical ZigBee system configuration with the Virtual Gateway is
shown in the figure below.
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Web Browser

ZigBee Devices

ZigBee

ZigBee USB Virtual Gateway
Web Browser

J—
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Figure 1.1. Typical ZigBee Virtual Gateway Configuration
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2. Installation and Configuration

1. Install VirtualBox.

The ZigBee Virtual Gateway runs on Ubuntu Linux within a Virtual Machine for Windows or OS X. To begin, download and install
VirtualBox 4.3.12. The installed executable is titled Oracle VM VirtualBox Manager.

VirtualBox 4.3.12 for Windows: http://download.virtualbox.org/virtualbox/4.3.12/VirtualBox-4.3.12-93733-Win.exe
VirtualBox 4.3.12 for OS X: http://download.virtualbox.org/virtualbox/4.3.12/VirtualBox-4.3.12-93733-OSX.dmg

Note: Do not install or use any other version of VirtualBox.

2. Download the Virtual Appliance.
Download the Virtual Appliance .zip file from Silicon Labs and extract to a temporary directory. Notice the terms “Virtual Appliance”
and “Virtual Machine” will be used interchangeably throughout this user’s guide.

3. Install the Virtual Appliance.
a.Launch Oracle VM VirtualBox Manager and import the Virtual Appliance ("File" — "Import Appliance").

&= [ 1
E] ]
=
m

Help
[@F  Virtual Media Manager... Ctri+D
| {5l Irmport Appliance... Cri+]
(74 Export Appliance.. Ctri+E
455 Preferences... Ctrl+G
W Ext Ctrl+0}

Figure 2.1. Import Appliance

b. Select the build.ovf file in the unzipped Virtual Machine folder and press “Next”.

Appliance to import

VirtualBox currently supports importing appliances saved in the Open Virtualization Format
(OVF). To continue, select the file to import below,

C:\Downloads\SiliconLabsloTSolutionsyM-0. L. O‘I,build.ovﬂ_ @]

[HideDemﬁJﬁonJ L Mext ]I Cancel

Figure 2.2. Import Appliance File Selection
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c. Accept the default Appliance settings and select “Import.”

]
@ Import Virtual Applia

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-
dicking on the items and disable others using the check boxes below.

Description Configuration

Virtual System 1

Q:? Mame SiliconLabsloTSelutionsVM-0.1.0-RC3
= Guest 05 Type [#4 Ubuntu 32 bit)

{J cru 1

& ram 512 MBE

@ ovp

p USE Controller

[7] reinitislize the MAC address of all network cards

[RestoreDeﬁuhs][ Import ]

Figure 2.3. Import Appliance Settings

4.Install ZigBee USB Virtual Gateway Hardware.

Plug the ZigBee USB Virtual Gateway Hardware into an available USB port.

Figure 2.4. ZigBee USB Virtual Gateway Hardware
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5. Select the ZigBee USB Virtual Gateway Hardware.

From the Virtual Box manager, select "Machine" — "Settings", select "USB", and add a USB Device Filter for the Silicon Labs CEL
EM3588 ZigBee USB stick, as shown in the figure below. This setting will persist through power cycles.

= General USBE
E| Systern

Display
[] Enable USB 2.0 (EHCI) Controller
Storage o
LUSE Device Filters

B Avdio Silicon Labs CEL EM3588 Zigbee USB Stick, Long Range [0100]
Ié,li--| MNetweork

@ Serial Ports
& use

[l Shared Folders

Enahle USE Controller

Figure 2.5. Select the ZigBee USB Virtual Gateway Hardware
6. Configure the Network.

From the Virtual Box manager select "Machine" — "Settings", then "Network". Change the “Attached to:” selection from "NAT" to
"Bridged Adapter" and select the desired network adapter “Name:”. This setting will persist through power cycles.

,@, General Network

m System
Display Adapter 1 | Adapter 2 | Adapter 3 | Adapter 4 |

Storage Enable Network Adapter

B udi 2 [aacmc e

@i-l MNetwark 3 Mame: [I.ntel(R,} Dual Band Wireless-AC 7260

@ Serial Ports % Advanced
ﬁ? UsB Adapter Type: |Intel PRO/1000 MT Desktop {32540EM)

[l Shared Folders Promiscuous Mode: [Deny

MAC Address: | 080027383780
Cable Connected

Port Forwarding

Figure 2.6. Attach to Bridged Adapter and Select Name of the Desired Adapter

silabs.com | Smart. Connected. Energy-friendly. Rev. 0.1 | 4




UG129: ZigBee® USB Virtual Gateway Reference Design (RD-0002-0201) User's Guide
Installation and Configuration

7.Run the Virtual Appliance.

Launch VirtualBox 4.3.12, select the virtual appliance, and press “Start”. After configuration steps 1-5, it's possible to move directly
to this step the next time you launch the virtual appliance.

Eile Machine Help

W | =|v

New Setbingsl Start |Discard

Figure 2.7. Run the Virtual Appliance

8. Confirm the ZigBee USB Virtual Gateway Hardware is selected.

Right-click to open the USB devices menu on the Virtual Machine system tray and confirm the "Silicon Labs CEL EM3588 ZigBee
USB Stick" is selected.

PiArt USE Optical Mouse [0100]
Broadcom Corp 5880 [0101]
CHNOYTTI248744 GAZGEADND | aptop Integrated Webcam HO [2506]
v Silicon Labs CEL EM3588 Zigbee USB Stick, Long Range [0100]

Dell USE Entry Keyboard [0104]

Unknown device 8087:07DC [0001]

Figure 2.8. Select the ZigBee USB Virtual Gateway Hardware

9. Confirm network connectivity.

The adapter will indicate a successful connection by displaying the icon, as shown below.

= 1Ty €4 10:30AM R silabs {1

Figure 2.9. Network Connection Successful
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3. Run the ZigBee Gateway

To launch the ZigBee Gateway, double-click the icon on the desktop. The first time the gateway is launched, you will be directed to
localhost: 3001/update to accept a license agreement and install software. You can return to this page to check for periodic updates.
After software is installed, you will be directed to localhost.

ﬁ onlat

Machine View Devices Help
Ubuntu Desktop

ee Gatew

Figure 3.1. Launch the ZigBee Gateway

3.1 Setup

In the Network Maintenance section of the Setup tab, confirm that “ZigBee Network: Up” is shown, and if not, refer to Section 4. Trou-
bleshooting for possible solutions. On first boot the PAN ID is randomly assigned, the channel is set to 11, and the power is set to 20
dBm. This configuration can be changed in the "Extended Network Form Settings" section, and on subsequent boots the settings are
restored. The PAN ID is a 16-bit number expressed in hexadecimal format, the channel can be set to any valid ZigBee channel (11-26),
and the valid power level range is —20 dBm to 20 dBm. Note that range checking is enforced.

Network Maintenance

ZigBee Network: Up

Channel: 11
Pan: OxC3FD
Power(dBm): 20

Reform MNetwork &5

Figure 3.2. Network Maintenance
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Select the “+ Device” button and initiate the network join procedure for the desired devices. The lighting demo board enters join mode
by pressing S1 ten times rapidly, the contact sensor by pressing S1 for more than two seconds, and the dimmer switch by pressing S3
for more than two seconds. Additional information can be found in the user's guide for each device. Devices will appear in the list with
their name, unique device ID, and state. The name is reported by each device and the unique device ID is assigned each time the
device joins a ZigBee network.

If a device is on a network and communicating with the gateway, its state will be labeled as “joined”. A device failing to respond will be
labeled “unresponsive”. The request to leave the network is sent by selecting the “X” next to the device, and will be labeled "leave sent"
if there is no response from the device. Devices may become unresponsive or indicate leave sent because they are asleep, turned off,
or out of range. When the device wakes, turns on, or comes back into range, the unresponsive device will be labeled as “joined” and a
device labeled “leave sent” will be removed from the device list.

The ZigBee Contact Sensor Reference Design (RD-0030-0201) will indicate open/close state, active/alarm state, temperature, and the
join/leave-sent/unresponsive state. The open/close state is sent by the contact sensor immediately upon change of state to indicate the
magnet away (open) or near (closed) the reed switch. The alarm state is sent by the contact sensor immediately upon change of state
when the tamper alarm is activated by pressing button S1 for more than four seconds and then releasing.

The ZigBee Lighting Demo Board Reference Design (RD-0020-0601 and RD-0035-0601) will present a toggle button to toggle the state
of the light and indicate the join/leave-sent/unresponsive state. The toggle button sends the ZCL light toggle command.

The ZigBee Capacitive Sense Dimmer Switch Reference Design (RD-0039-0201) will show the joined/leave sent/unresponsive state.

Attached Devices

Dimmer - 0XD7E3 - (Joined) x

Contact Sensor - 0x7EBB - (Joined) o
Open Alarm Enabled 76.28 °F

Dimmable Color Light - 0xF58E - (Joined) o

'S Toggle Light
+ Device
Figure 3.3. Attach Devices

The USB Virtual Gateway Reference Design allows the user to create rules to bind one device to another. To create a rule, select the
“+ Set Rule” button, choose the desired input node and output node, and select “Bind”. Multiple rules can be set for both Input Nodes
and Output Nodes. For example, both the contact sensor and dimmer switch input nodes can bind to the dimmable color light, shown
below. If two input nodes send a command to an output node, the commands are executed in the order received.

Device Binding Rules

Dimmer - 0xD7E3 - (Joined) - Dimmable Color Light - 0xF58E - (Joined)
Contact Sensor - 0x7EEB - (Joined) - Dimmable Color Light - 0xF58E - (Joined)

+ Set Rule Clear Rules

Reverse Contact Sensor Logic

Figure 3.4. Device Binding Rules
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3.2 Home

The home tab duplicates the setup information and offers extended information with the Show Extended Info button. An HA Color Light
also shows on/off and dimming, color temperature, and hue/saturation controls. The extended information includes:

* Node EUI

+ Gateway EUI

* Node State (joined, leave sent, unresponsive)
* Firmware version

* Firmware Image type

» Manufacturer ID

* OTA bytes sent

» Updating indicator (via OTA)

» Endpoint 1 device ID

 Available OTA images list

Available OTA update images are located here: /opt/SiliconLabsGateway/webserver/ota avail file

Note: The OTA update process will take approximately ten minutes for non-sleepy devices and up to several hours for sleepy devices.

Note: Only one device should be in the "Attached Device" list prior to beginning the OTA update process.

 Control Panel

SILICON LABS

x 2

v
Dimmer - 0xD7E3 - (Joined) Contact Sensor - 0x7EBB - (Joined) Dimmable Color Light - 0xF58E - (Joined)

Open Alarm Enabled 76.28 °F {z

Show Extended Info Brightness: 50%
Show Extended Info m

&
Color Temperature: 3500K

Show Extended Info

Figure 3.5. Home Tab
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3.3 Diagnostics
The diagnostics tab offers a network test and logging options.

The network test sends rapid on/off commands to a selected light in order to determine several key performance metrics of the ZigBee
network. It is configured by selecting the desired light, setting the period (ms) and iterations, and selecting “Run Network Test”. The test
measures network throughput and RF conditions. The “Refresh Log” button will update the test output tab.

The result is shown in the Test Output log tab, and the log file is located here: /opt/SiliconLabsGateway/webserver/logs/Customer
Test.log

The backend output tab displays all web server command routing. The “Console Log Streaming” option enables log updates to the
backend output tab. The “Advanced Callback Logging” option enables extra statistic logging such as: message time stamps, acknowl-
edgement errors, link quality (LQI), and receive signal strength (RSSI). In typical use, logging this information is not necessary, and
disabling this option reduces gateway overhead.

The backend output log file is located here: /opt/SiliconLabsGateway/webserver/logs/GatewayTransport.log

The gateway output tab shows all ZigBee gateway commands and data. The “Console Log Streaming” option enables log updates to
the gateway output tab. In typical use, logging this information is not necessary, and disabling this option reduces gateway traffic and
overhead. The gateway output tab can also be used to send command line interface (CLI) commands.

The gateway output log file is located here: /opt/sSiliconLabsGateway/logs/gateway.log

3.4 About

The About tab shows all versions and displays the web server IPv4 address for the purpose of connecting a mobile handset, tablet, or
another computer to the gateway.

Note: The “Running on IP” address is updated when refreshing the browser window.

3.5 Shutdown

To properly close the gateway, from the Virtualbox Manager select "Machine" — "Close" as shown in the figure below, or close the web
browser and all active terminal windows on the desktop.

- SiliconLabsloTSolutionsVM-0.1.0-RC16 [Running]

[Machine] View Devices Help

{23  Settings... Host+5
() Take Snapshot... Host+T
= Take Screenchot... Host+E
@ Session Information... Host+M
@ Disable Mouse Integration Host+I
(#] Insert Ctrl-Alt-Del Host+ Del
[I[] Pause Host+P
(©) Reset Host+R
@ ACPIShutdown Host+H
%¢ Close.. Host+ 0

Figure 3.6. Shutdown
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4. Next Steps

The ZigBee USB Virtual Gateway Reference Design (RD-0002-0201) is designed to demonstrate ZigBee gateway functionality with Sili-
con Labs ZigBee reference designs such as Lighting Reference Designs (RD-0020-0601 and RD-0035-0601), ZigBee Contact Sensor
Reference Design (RD-0030-0201) and ZigBee Capacitive Sense Dimmer Switch Reference Design (RD-0039-0201). For next steps,
refer to the user’s guides for each of these reference designs.

The ZigBee USB Virtual Gateway is also designed as a reference to demonstrate the software functions and can be used as a baseline
for further development and porting to a Linux platform. To aid in the understanding of the software architecture, refer to the figure be-
low.

Virtual Machine

Ve ™
Mosquitto Node Mongo
MQTT Broker Backend Server Database
./
)
Gateway React Web
Api‘ﬁf:gon Frontend Ul Browser
o J

ZigBee NCP

ZigBee Network

Wi-Fi Web

Devices Coprocessor Adapter Browser

Host Machine Remote Device

Figure 4.1. Software Architecture

The virtual machine environment includes the EmberZNet Pro ZigBee stack binaries and server software source code. To modify the
binaries it is necessary to acquire a ZigBee development kit EM35x-DEV. You can learn more about purchasing and using a ZigBee
development kit at: https://www.silabs.com/products/wireless/zigbee/Pages/zigbee-getting-started.aspx. The server source code is
available for study and maodification within the virtual machine. The directory structure is as follows:

/opt/SiliconLabsGateway/bin/siliconlabsgateway

ZigBee gateway manager executable (source available from Silicon Labs)
/opt/SiliconLabsGateway/webserver

Backend node.js source files, interpreted by npm
/var/www

Webserver react.js source files, served by Apache
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5. Troubleshooting

5.1 ZigBee Network Down

Confirm the ZigBee USB Virtual Gateway Hardware is available, as shown in the figure below.

PieArt USE Optical Mouse [0100]
Broadcom Corp 5880 [0101]
CHOTYYTT7 248744 GA3GRADD Laptop Integrated Webcam HD [3506]
v Silicon Labs CEL EM3588 Zigbee USB Stick, Long Range [0100]

Dell USE Entry Keyboard [0104]

Unknown device B087:07DC [0001]

Figure 5.1. Confirm ZigBee USB Virtual Gateway Hardware Availability

If the ZigBee USB Virtual Gateway Hardware does not appear as an option, or if an error such as shown in the figure below, it may be
in use by the Windows or OS X host operating system. Close the Virtual Machine and Oracle VM VirtualBox Manager, remove the
ZigBee USB Virtual Gateway Hardware, and confirm in Device Manager (Windows) or System Information (OS X) that the device is no
longer present. If not, repeat steps 7—9 from Section 2. Installation and Configuration.

Failed to attach the USE device Silicon Labs CEL EM3588
Zigbee USB Stick, Long Range [0100] to the virtual
machine SiliconLabsIoTSolutionsVM-0.1.0.

LISE device

‘Silicon Labs CEL EM3588 Zigbee USB Stick, Long Range'
with UUID {Z228b9hcr-Icsd-#hos S8ds-a 5 198400 120dt is busy
with a previous request. Please try again later.

[* Details

Figure 5.2. Error Condition

5.2 Unable to Add Devices

The ZigBee end node may not be in the active network search state. Refer to the user's guide for each device and verify network
search mode.

5.3 Unable to Remove Devices

When attempting to remove ZigBee end nodes by selecting the “X” next to the device name, the message “leave sent” may appear but
the device remains in the device list. The device may be powered down or out of range, and unable to acknowledge the request. Once
powered up and in range, the end node will acknowledge the request to leave and disappear from the device list.
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