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1. Introduction

SynapsdPortal is a standalone software application that runa standard PC. Using a USB or

RS232 interface, it connects to any node in the BNWireless Network and becomes a graphical user
interface (GUI) for the entire network. UsiRgrtal, you can quickly and easily create, deploy,
configure, and monitor SNAP-based network applacegi Once connected, tRertal PC has its own
unique SNAP Network Address and can participathkén'SNAP network as a peer.

It is also possible faPortal to connect to your SNAP network through the SNAR@t application
(instead of a direct USB or RS-232 connection)sTdiiows you to develop, configure, and deploy
SNAP applications over the Internet.

Along with this document there are several otheinrdacuments you need to be aware of:

Start with an “Evaluation Kit Users Guide”

Each evaluation kit comes with its own Users Guiete. example, the EK2500 kit comes with the
EK2500 Evaluation Kit Users Guide(*EK2500 Guide’), and the EK2100 kit comes with the
EK2100 Evaluation Kit Users Guide(*EK2100 Guide).

Each of these guides walks you through the bagiosmacking your evaluation kit, setting up your
wireless nodes, and installifprtal software on your PC. You should start with on¢éhose manuals,
even if you are not starting with an EK2500 or EBQXKit. (Synapse SNAP nodes and even their
componenRF Enginesare also sold separately, as well as bundledew#tuation kits.) These
manuals are available from the support forum.

There is also a companion manual to this userdegguheSNAP Reference Manual In theSNAP
Reference Manualyou can find detailed information about the SNABtpcol and how to use it.

About This Manual

Thismanual assumes you have read and understood #igteK2100 Guideor theEK2500 Guide
It assumes you have installed fPertal software, and are now familiar with the basicslistovering
nodes, uploading SNAPpy scripts into them, androdlitig and monitoring them frorRortal.

Other Important Documentation
Be sure to check out all of the SNAP documentation:

There is a separate user manual on Syngpgd”connecSNAPconnecllows you to monitor and
control your nodes from remote locations, over TEP/

There is a wealth of valuable information in 8lAP Hardware Technical Manual This document
covers every jumper and every connector of evgrg tf node included in the evaluation kit.

For your convenience, much of the information ata# in theSNAP Hardware Technical Manual

has been broken down into individual “Quick Staytiildes. For example, there iSB171 Proto
Board Quick Start and aSN132 SNAPstick Quick Start
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There is also a dedicated support forurhtgt://forums.synapse-wireless.com

In the forum, you can see questions and answetegby other users, as well as post your own
guestions. The forum also has examples and Apjditétotes, waiting to be downloaded.

You can download the lateSNAP Portal, andSNAPconnectoftware from the forum. You can also

download the latest documentation from the foruroluding theEK2500andEK2100guides. (You
might want to do this if you bought standalone mesdunstead of buying a kit.)
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2. The Portal Environment

Portal is the desktop environment used to configure apdoy aSNAPnetwork. It also provides a
user-customizable interface to aid in developingry®NAPpy scripts. All oPortal’s windows can be
resized, relocated, and enabled/disabled to cordithe environment as needed.

StartingPortal for the first time showRortal's default window configuration:

gl Synapse Portal-6: default.swn

File Miew Cotiog

Main Toolbar

||| Node Info ¢ |

EE | | Active Nodes v | ; b L ! X
Network Address | Device Image Link Quality | Device Type
= Portal 00.00.01 Portal

Firmware Yersion:

Platform;
Network Address:
MAC Address:
Device Image:
Image CRC:
Image Size:
License:

Channel:

Node Views Windo\ Network ID: Node Info Windov

Path

Mo path infarmation collected
Info

In wour Portal script, use
remoteflode. setColumniname, value)
to display information here

| Eventlog |
Time .Event 1 .Device 1 Type 1 Yalue

Z2009-10-09 14;44;40 Loading conF\‘guration From file; C:.lDocuments and Settingsimgent’ My Documents|Portal|defaulk. swn
2009-10-09 14:44:41 USED: Found

Event Log Window

Ready W, synapse-wireless.com RPCs in Queus: 0 Disconnected

From this user interface you can connect to a SHAdRye node and start viewing and configuring
your SNAP network. The nodes in your network wél displayed in th&lode Viewswindow as they
start responding to queries madeRwytal. Selecting a node by clicking on it in tNede Views
window will display detailed information about thaide over in th&lode Info window. Finally, the

Event Log window displays event message about things that bacurred in the system and in the
SNAP network.

The remainder of this document is a reference gu@d! of thePortal GUI elements. Each of
Portal’s windows, toolbars, and options will be descrilmethe next sections. For a more tutorial-like
introduction toPortal, please see tHeK2100 or EK2500 Users Guide
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3. SNAP Node Views

The starting point for managing SNAP nodes isNlbde Viewstab. If this window is not already
open, you can click oxiew, then choos®lode Views window Alternatively, you can click on thes
icon on the toolbar.

You will notice that théNode Viewswindow has its own toolbar.

MNode Yiews
lj_l = s | e | ||.ﬁ.ctiver'-lu:|des j

TheNode Viewstabbed window lets you look at your nodes in foiffierent ways:

= Report View
1 Icon View
=l List View

iz Tree View

These four options provide different views of teng network information.

Click on the-=) Change to Report Viewutton in theNode Viewsoolbar (not the main toolbar).
Several columns of information are shown about emde found.

Mode Yiews

PN
(|_|)_/ = |2 | e | . ||.ﬁ.ctive Modes j
Flode | Mebwork Address | Device Image | Link, Quality | Device Tvpe |
= Partal 00.00.08 Partal
_ McastCounker oo.13.88 McastCounker 4% Phiaka
&' Eridge 00.2F.Al McaskZounter R Stick,
5 Mode ZE.01.23 ZicMcaskiCkr F7% Mone

TheNode column shows aiton and anamefor each node. Both the icon and name can be edang
by the user. What you see here are just the detauls.

)
W is used withirPortal to generically represent any SNAP node.
—~

is used within th&ortal user interface to represdportal itself.

(RememberPortal is able to participate in the network as if it werwireless node.)
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The name for the node is assigned when the nddstisliscovered, and can come from three possible
sources:

» As of version 2.1, it is possible to assign a naon& node

* If you don’t give a node a name, it will use theneaof any loaded script

* If no name given and no script load@artal will use “Node” as a base name

If more than one node would have the same namael lwasthis arrangement, a trailing numeric
identifier is appended to the base name so thabadks have unique names. This Roatal
requirement. You can rename your units but eacrenamst be unique.

TheNetwork Address column shows the three-byte Network Address fehe®de. The Network
Address is simply the last three bytes of the n@d#AC Address, and is not user definable.

TheDevice Imagecolumn shows the SNAPpy script/image loaded iheodevice. If there is no script
loaded into the node, then this field is blank.ibthat this field tracks the currently loadedscif
you upload a different script into a noaliéer it has been discovered/named, then this columrean
different from theNode column.

TheLink Quality column shows a snapshot of tlaglio receive level. By default, it is expressed as a
percentage, with 0% (-95 dBm) representing the wstgBossible signal and 100% (-18 dBm)
representing a maximum strength signal. (You carsttstem preferences to display the direct signal
strength in the system preferences. See sectionrdre details.)

It is important to understand three things aboeatdisplayed Link Quality:

1) Normally this fieldis not continuously refreshedRortal does not “poll” nodes unless you tell it
to. Youcanuse the™' Broadcast PING button to update the Link quality fields of altiae units.
There is also &efreshbutton you can click on to force a refresh ofray node’s Link Quality.
This button is on thdlode Info toolbar, and is covered in section 4. Finallyré¢his a = Watch
Nodesbutton that essentially turns on automatic brosigengs.

2) The value shown is based on the received sigreign of the most recent messagen any
other wireless noddt does notrepresent the signal strength betwPental and the node. (It
not an indication of the USB or RS232 quality betw@ental andPortal's bridge node.)

3) Itis possible thaat the timetheLink Quality field was read from the unit, it hawbt yetreceived
any radio messages from any other node. In this, @agalue of O will be reported. This does not
mean the unit has a faulty radio; it simply hasdwte any radio communications yet. This is most
often seen with the node that is acting as a “le’idgr Portal, becausé®ortal can be interacting
with thisdirectly attachedhodewithoutnecessarily generating aradio traffic.

TheDevice Typecolumn shows one of the non-volatile (NV) configiion parameters of the unit.
Device Type is simply a second string label that loa applied to a node. Unlike tNede Name this
label does not have to be unique, and is often tesebow what job or role a node is filling. This
parameter can also be read by SNAPpy scripts, altpa single script to act differently on different
nodes, simply by setting the Device Type of eadtterappropriately.
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You may notice the text for one of the nodellise This isPortal's way of showing which node it
thinks is its bridge onto the SNAP network.

NOTE - If you change cabling on nodes it is possible itktPortal. The blue highlighting is only
accurate when you first discover your SNAP netw(@rku can us&etwork = New
Configuration... to force a re-discovery.)

Clicking on the=Z] Icon Viewbutton brings up the following representation ofiynetwork.
| Mode Yiews }:'-_

;:_i !j-__l 2 | = | . |I.ﬁ.ctive MNodes ;!
@ @ @
= W W W
Portal McastCounter BEridge Mode

In this view only the Node Icon and Node Name &i@ns.

Clicking on'=l List Viewbrings up another alternate view of your network.
Mode ¥Yiews ¢

=] ._||j H |_¢Jr = |. ||P.|:I:iveN|:n:Ies j

= Portal
? McastCounker
? Bridge
? Mode

This view shows the same information asltdwn View, but comes in handy when you have a large
guantity of SNAP nodes in your network.

Clicking on 2 Tree Viewbrings up the next Node View option.
Mode Yiews
a2 a=]E
= = Portal (00.00.08)
= Unknown Path
5 Mode (CE.01,23)
& Bridge (00,2F.A1)
% McastCounter (00,13,86)

ckive Modes

The tree view can show a hierarchical represematidiow nodes reach each other. By default,
Portal does not collect the path information to displdulatree view of a SNAP network. However
theTrace Routebutton, described later, can assist in gettingitifiormation.

The 2 Watch Nodesutton has already been mentioned briefly. ThisomutogglesPortal's “Node

Watcher” (automatic periodic polling of nodes)ydiu need to “see” nodes coming and going, you can
turn on the Node Watcher instead of manually cligkit' Broadcast PINGperiodically. To
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accommodate increased network trafifortal extends its timeout for listening for ping repl®sone
second wheBroadcast Pings on. You can set this timeout (the Ping Resp&@psead) from the
Properties window.

The“ Trace Node Routebutton enablePortal to collect path information about currently digpd
nodes. This option is only available while in theetview mode. Ondeortal has collected the path
information on how to reach each node the tree vidi\be updated:

Mode ¥iews ¢

) |2 e | |
= = Portal (00.00.08)
=& Eridge {00,2F.A1)
= Mode (CE.01.23)
& McashCounter (00,13, 8E)

In this example network we can see that nodes CE3(dnd 00.13.8B route packets through the
bridge node, 00.2F.Al, to reaPlortal. As nodes are spread apart and it is necessanpftas to

“hop” through other nodes, the tree view can becoroee and more branched. This view enables you
to see a snapshot of how nodes route messageglheaah other through the SNAP mesh network.

The -** Change Colordgutton brings up a color selection dialog usedhange the text and/or
background colors of these views. You might needlotthis if you are using your own custom icons.
Be careful to not set the text and background sdieithe same (or similar) colors, or you will het
able to read your text against the background.tékiefor the bridge node remains blue regardless of
how you set the text color.

The last control in thdlode Viewdoolbar is a drop-down selector box that lets ghoaose to see only
the Active Nodesor All Nodes. Both views are identical as long as all nodesoatme and
communicating.

With the filter set to showll Nodes, whenPortal sees that a unit has stopped responding, it will b
grayed-out in all three views.

_Nude Yiews
=) 6= g |- Al Modes

— B S @./
W W W

Portal McaskZounter Bridge Mode

With the filter set to show onlictive Nodes whenPortal sees that a unit has stopped responding it
will be completely removed from all three views.
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! Mode Yiews .‘KII /

-|j EE Tf: |3 ==t ot | Gikive Modes /

= ) /

Portal McaskZounter Bridge

Screenshots are only shown for then View, but the other views behave similarly.
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4. SNAP Node Configuration

The configuration of an individual node, includitig Portal node, can be viewed and changed from
theNode Infotab.

If the Node Infotab is already visible withiRortal, selecting a node in tidode Viewdab will
display that specific node’s info in tiNode Infotab.

If the Node Infotab is not already visible, you can show it byngsfiew = Node Info Windowor by
double-clicking on the desired node in thede Viewdab.

Starting in the upper left-hand corner, tede Infotab shows the:
* “Logical name” of the | e
node

, QTG BIXD
* Firmware (or '
software, for the W!E-‘ﬁs*co““ter
. —— Firmware Version: 2.4.9 B
Portal node) version ) phatiorm: e st
and type, |f SpeC|al E Network Address: 41.4D.59 th--eyalBase
(Debug AES-]_28) MAC Address:  00;1C:2C:00:00:41:40:59 = - MeastCounter
! Device Image: MesstEouer buttonEvent(pinNum, isSet) <-- GPIN

° Some netWOI‘k Image CRC: %0005 changel edPattern()

1 i 5 o defaultTimerHandler() <-- 10ms Timer
configuration Il_'nage Size: 3656 bytes (6%) e
parameters LI:EIISE.;: Permanent )

. Channe s

reportButtonCount{)

* DeVICG Image and Network ID: 0x1C2C - setButtonCount{newCount}
Image CRC fOI’ Path woostartupEvent() <-- Startup
remote nOdeS, or fimer 100msEvent{currentMs) <-— 100ms Timer

. pe {#} S t
Image Modified date SRS
for Portal images

i Image Size Mo path information collected
information, g :

. . . In your Portal script, use

|nd|Cat|ng hOW mUCh remoteNode, setColumn{name, value)
. . to display information here

space is in use in the |

node for SNAPpy scripts

» License information (Permanent or Demo)
* Some more network configuration parameters

The left-hand side continues wiath andinfo panes. The right-hand side shows a tree vieweof th
callable scripted functions.

1 On RF300 and RF301 hardware, which features eattenemory on an Si100x platform, Portal will disptavo

numbers. The first refers to the internal memocspin use, and the second refers to the extguaaksn use. Internal
memory is used for global variables, lists of fimws, lists of constants, and other overhead daide external memory is
used for constant data, variable data, script gggrand other overhead. If you find you are onbivgler of running out of
internal memory, you can reduce the number of @mtstin use, reduce the number of functions in yoagram, or
reduce the size of your function names to recooaresspace.
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Network Configuration Parameters

There are four network configuration parametBistwork Address, MAC Address, Channel, and
Network ID.

SNAPMAC addresses are standard 64-bit IEEE MAC addresses. MACems@ss are assigned to the
node at the factory.

TheNetwork Addressis the three-byte identifier that is actually udgdhe SNAP wireless protocol.
It matches the last three bytes of the eight-byfeOvaddress.

There are 16 allotte@hannels for Synapse products. In the 2.4 GHz band usddruhe 802.15.4
specification, each channel maps to a particulacifipation channel. For nodes in the 900 MHz range
these are logical channels, each of which usesgeraf 25 frequencies. See the SNAP Reference
Manual for more details on the frequencies useddnh of these configurations.

The SNAPNetwork ID can be thought of as a “logical channel.” Thishlitinteger may be assigned
any hexadecimal value from 0x0001 through OxFFF&i€es in a SNAP network must share both
the same Channel and same Network ID in order nanmonicate. This allows multiple SNAP
networks to share the same channel if requiredoagh it is preferred to place independent networks
on separatphysicalchannels to reduce collisions.

Node Info — Tasks Pane
There are ten toolbar options in this pane. (Nicara active for thé&ortal node.)

' Ping — poll a node for connectivity.

o &) Traceroute— collect path information to the node.

« “Z Refresh— poll a unit for the values shown in the Nodelteb.

» L# Upload SNAPpy Image program a node with a new script. (This but®labeledChange
Portal Base Filefor thePortal node.)

» L& Erase SNAPpy Image remove previously loaded script. (This buttotaiseledClear
Portal Base Filefor thePortal node.)

» L4 Export SNAPpy Image- export a SNAPpy image as a .SPY file.

» .« Change Configuration Parameters more on this below.

o o Intercept STDOUT- divert the node’s script output Rortal.

« @& Change Icon- substitute an alternate PNG graphic file asthe’s icon.

« =l Rename Node- replace the node’s current logical name.

* % Remove Node remove the node from the varidisde Views

* @ Reboot Node- reboot the node.

2 Ping
Clicking on this action caus@rtal to make a quick connectivity test to the seleciede. Observe
the Event Log for confirmation of Ping activity.

ThePing action is not available for tHeortal node.
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A Broadcast Pingcommand (seen by allﬂrjodes) is also availableeortal toolbar, here:

.'.“__. = .;ﬂ’ B ':_;E‘-';-.IJ- |L- _I|_-u_|' ﬁﬁ

«! Traceroute

This action sends a SNAP traceroute packet toulremt node. A traceroute packet collects the

SNAP network address and link quality of each nib@e it travels through to reach its destinatioor. F

example, a traceroute froRortal, at address 00.00.0B, to another node, at ad@€e$8.8B, might

take the following path:

00.00.0Bto 00.2F.A1to 00.13.8Bback t000.2F.Aland finally back t@0.00.0B

This path would be visualized in tRath pane as:

~Path
Partal - 00.00.08 l T

Bricige - 00.2F A1 I a7 %
MeastCounter - 001388 96% i

Tokal Round Trip Time: Sms

The arrows represent a hop in the path where kajlirality information needed to be collected. The
link betweenPortal, 00.00.0B, and the bridge node, 00.2F.A1l, is elkseonnection, which has no
link quality. The 96% link quality shown in the ewrple represents the link quality as received by
node 00.13.8B when sent from 00.2F.Al. Another teagescribe it is the link quality shown is what
the listening node “heard” from the sending node.

Lastly, theTotal Round Trip Timés the time it took for the bridge to send the#r@ute request and
then receive the response back. You might notiaette time varies between traceroute requests to
the same node. This is due to external factors asghesh network route discovery, network
collisions in a crowded channel, random backoffyaiting for another node to finish transmitting.

TheTracerouteaction is not available for tHeortal node.

= Refresh

Clicking on this action will poll the node for tleformation shown on thBode Infotab. Check the
Event Log for confirmation oRefreshactivity.

TheRefreshaction is not available for tHeortal node.

L4 Upload SNAPpy Image

Clicking on this action will bring up a dialog b@¥owing you to choose which script to upload into
the node.
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McasiCounter - SNAPpy Image

3

Please select the SMAPRy image wou wauld like ta uplaad.
This operation is service affecting,

Flashbug. py
FlexiBase. py
FlexiFlasher. oy
gpshimea. py
apsaimple. oy
hardTime, pu
hexSupport, py
iZcTesks. py
ledCycling. pw
ledToggle.py
LinkQualityRanger, py
loopback. pry
lawpawer . oy
lunarLander.p

McastCaunter.py

Ok, H Cancel H Preview ]

A node can only contain one script at a time, hatdcript can actually consist of multiple souiitasf

using the Python “import” functionality.

If you are not sure which script you want, you clok on thePreviewbutton to take a quick look at

the currently selected script. Cli€K when you are
%]

o~
Gample SMAPpy f£ile for Evaluation Kit Boards (Bridge, End Dewice, Pr 3
Press the select-switch on any dewice to increment counter on all

McastCounter. py

# Usze Synapse Evaluation Board definitions
from synapse.evalBase import *

secondCounter = 0
buttonCount = 0

llef startupEvent {):
""This is hooked into the HOOE_STARTUP ewent"™™
print "Begin startup”

< |

|

done looking at it.

Once the script has been chodeartal will tell the node to erase any previous script] ghen upload

the new script to the node.
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Snappy Upload E| Snappy Upload E|

Erasing previous SMAPDy image. .. Upload progress:
| | i |
Elapsed time :  0:00:00 Elapsed time :  0:00:04

Cancel Cancel

When the entire script has been uploaded to the Rodal will automatically reboot the node, which
in turn will cause the node to execute any sciiteccontained within the HOOK_STARTUP event
handler of that script.

If you click on the name of a script within thede Infowindow, an editor window containing that
script will be opened for you.

For thePortal node, this action is nam&hange Portal Base FileThePortal node is not restricted
to SNAPpy scripts, and can run any Python scriperé&fore the button opens a standard Windows
dialog allowing you to browse to the Python scapyour choice.

For more information about SNAPpy scripting, pleesesult theSNAP Reference Guide

L4 Erase SNAPpy Image
Clicking on this action will erase any currenthatted (and running) script from the selected node.

NOTE - You do not have to manually erase a previous stoiftiad a new ondortal will do this for
you. This button has been added so that misbehaengts can be shut down while you work on
making corrections to them.

For thePortal node, this action is nam&tlear Portal Base File

L= Export SNAPpy Image

This toolbar option allows you to export the SNARjgyipt as a SNAPpy Export (.SPY) file. The
.SPY files are used to save the current local adfiie script as a compiled script ready to uplimad
node. For exampl&§NAPconneatannot upload .py files because it requires thiptscto already be
compiled. This option allows you to create the 3saey .SPY file foSNAPconnedb upload to your
nodes. Another use for the .SPY files is if you Wanprovide a script to another userRurtal
without giving them the source code.

TheExport SNAPpy Imageaction is not available for tHeortal node, becaudeortal can run Python
scripts that are not valid in another node.
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~+ Change Configuration Parameters
Clicking on this task will bring up the followingabbed) dialog box:

Mode - Configuration Parameters @
Network | Device | Multi-cast | UART | Mesh | Security

Metwork ID Ox1c2c
Channel 4
Radio Unicast Retries | 5

R adio LG Threshold 127

| o | Cancel Refresh

From this dialog box, you can view and edit the ftpmation Parameters of the current SNAP Node.

Configuration Parameters are also known as NoniW®Rarameters, or NV Parameters, and they are
described in detail in the SNAP Reference Manual.

You can see the different NV Parameters broken doywategory by clicking on one of the six
named tabs within the dialog box.

TheNetworktab lists parameters relating to general radioaijms.
TheDevicetab lists parameters relating to node “identignt some hardware features.
TheMulti-cast tab lists parameters relating to multicast commaimns.

TheUART tab lists parameters relating to the bufferinglatia received from the system’s universal
asynchronous receiver/transmitter(s) for serial momications.
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TheMeshtab lists parameters relating to the mesh routapabilities of the node.

Synapse nodes communicate with each other using reasng. This means that any unit can
communicate with any other unit (they areladjical peers within the mesh), even though in some
cases units that are out of radio range of eaddr otiight have to pass messages through intermediate
nodes to do so. Only units that are within radiegeaof each other can communicate diregilyygical
peers).

The necessary “route discovery” and “packet forwagtinecessary to make this work are all done
automatically by the node.

There are severdesh Routing TimeoutsThe default values should cover most network lamgies.
Be careful if changing these values on remote nogmscould make it impossible to communicate
with the node remotely.

Contact Synapse Customer Support for assistanbetuviing these timeout parameters.

There are also several “non-timeout” parametergerRe theSNAP Reference Manuafor
information about using them.

The Securitytab lists parameters relating to encryption. Sgex Encryption Type of O for no
encryption, 1 for AES-128 encryption, or 2 for Basncryption. If encryption is enabled, the
Encryption Key must be exactly 16 characters l@amgl can be any combination of text string and
hexadecimal values.

NOTE — Not all nodes support AES-128 encryption. Thidegsermined by the SNAP firmware
currently loaded into the node. However all nodesimg firmware version 2.4 or newer will have
Basic encryption available.

To change one or more of the editable fields, tiys¢ the replacement value(s) in before clicking on
OK. The new values will be sent to the node and dtore

TheChange Configuration Parameteraction is not available for tHeortal node.

7 Intercept STDOUT

Script output (from “print” statements) normallyegoto the “data sink” specified by the script itsel
For example, the script might be outputting texseaal port 2.

For testing purposes, it is sometimes handy tefogpt” the script output from the node (which migh
be remotely located), and display it wittRortal instead.

Clicking on this action will send the necessary omands to the node to accomplish this.

The intercepted text will appear in tRertal Event Log

Lighter: hella, warld!
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In the above example, the script digrant “hello, world!” The node name (“Lighter”) was pre-
pended byPortal, providing an easy way to see which node printedéxt.

You must specify which types of messages you want yiode to redirect tBortal using the
Preferencesvindow available from the File menu in Portal. Yaan have your nodes send STDOUT,
error messages, both, or neither toRloetal log. If you have both thimtercept STDOUTand

Intercept ERRORcheckboxes unchecked on theeferencesvindow, no output from the node will

be redirected to theortal log.

Thelntercept STDOUTaction is not available for tifeortal node.

& Change Icon

You can replace the default icBortal uses to represent each node with your own 60x68 fiisis.
This might be used to make it easier to track winiocties are serving what purpose. The graphic is
only associated with the node whitertal is aware of the node. If you remove the node ftioen
network, you will need to reassign your graphimicto it.

I Rename Node

The default “logical name” for a node with no napmevided by the user, and no script loaded is
“Node” (for the first one found) or “NodeX” (for #sequent nodes), where “X” is a number (starting
at 2) that represents the order in whiatrtal discovered the nodes.

TheRename Nodection allows you to choose your own name for @enanstead of using the default
name assigned Bortal. This “given name” is stored in the node itsatf NV Parameter 8), and will
automatically be reported WBortal (instead of “Node”) ifPortal re-discovers the node in the future.

Node names may not contain spaces, punctuationyos@ecial characters other than underscore. You
should not specify a node names longer than 64actes.

# Remove Node

Clicking on this action will remove the node frd®ortal, including removing the node from thimde
Views

Be aware that if the node really does still extsuill be re-discovered biportal on the next broadcast
ping.

TheRemove Nodaction is not available for tHeortal node.

@ Reboot Node
Clicking on this action will bring up the followingrompt.
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Reboot [%|

] Reboot, are you sure?
. Warning: Mode activity will be interrupted during reboaok

[ Yes l [ Mo ]

If you really do want to reboot (restart) the nosigectYes otherwise seledto.
TheReboot Nodection is not available for the Portal node.

Node Info — “SNAPpy Scripts” Section
The right hand side of tHeode Infotab shows a tree view of all the callable fundiarnthin that
node.

Mode Info
RS LLE 2 BT XD
,--m Firmware Version: 2.4.9 | -
@ Platform: RF200 [ Builtn
E Network Address: 41.4D.59 {+t--gyalRase
MAC Address: 00: 1C: 2C:00:00:41: 40: 59 = McastCounter
Device Image: McastCourter ~huttonEvent{pinMum, is5et) <-—- GPIN
Image CRC: %0905 ~changel edPatterni)
Image Size: 3656 bytes (5%) wodefaulfTimerHandler i < — 10ms Timer
o doEverySecond()
License: Permanent ?
s incrementCount()
Channet: 4 oo reportButtonCount()
Network ID: 0x1C2C s oatBUHonCount{newCount)
Path e etartupEvent() <-— Startup
~timer 100msEvent{currentMs) <-—- 100ms Timer
[*h - sevenSeament
Mo path information collected
Info

In your Portal script, use
remoteMode, setColumni{name, valug)
to display information here

TheBuiltin functions represent the core SNAPpy feature setaae functions that can be called from
Portal even when no user script has been uploaded iatodtle. These same functions are also

always available for ussithin scripts.

Refer to theSNAP Reference Guiddor details on these built-in SNAPpy functions.
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The other branch(es) of the tree view show(s) tlleaded script's name, with all of the callable
functions implemented by that script. (If the strpports other scripts, each imported script’s
functions will be shown under that script’s naméhie tree. In this example, the McastCounter script
imports both the evalBase and sevenSegment sgripts.

Hovering the mouse cursor over the links in anybineof the tree will bring up a short tool-tip drat
function, if one has been defined.

NOTE - for this to be useful for the functions defined/our scripts, be sure to put a Python “doc
string” as the second line of your function defonis. For example:

def mySuperFunction():
"This is the text that will appear as a tool- tip™
pass

Clicking on any function name in the tree will caule selected node to execute that function.

If the function takes parameters, a dialog box palp up and prompt the user for the needed values.

writePin. {...]

pir |

isHigh |

[ Ok II Cancel ]

In the above example, clicking on the writePinf)dtion has brought up a dialog box asking for “pin”
(which 1O pin), and for a Boolean (True or Falsalue to make the pin high (True) or low (False).

Once you fill in the values, click on tl@K button to invoke the functioon the actual node
This can be very useful for learning the builtimétions, as well as for testing and debuggingsri

Portal is a Node Too

Most of this section has been focused on uBiogal to interact with remote SNAP nodes. However,
Portal itself can function as a node on the network. Mahthe actions available in the toolbar work
with thePortal node, with exceptions and clarifications notedvaho

If you selectPortal in theNode Viewsgpane, théNode Info pane will show info similar to the
following.
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Mode Info 3¢

OB LB B XD

Portal
=, Software Version: 2.4, 10

Platform: Fortal

Hetwork Address: 00.00.01

MAC Address: M A
Device Image:

Image Modified:

Image Size: M A

License: M/A

Channek M A

Network ID: M/
Path

Mo path information collected
Info

In your Portal script, use
remoteMode . setColumn{name, value)
to display information here

If a Portal script has been loaded, you will see it in Broetal Modulesfunction tree as well. You can
invoke any functions defined in that script by kirgy on them, just as you can with the functions

defined in the remote SNAP nodes.
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5. Portal Tools

The main toolbar provides quick acces®twtal's tabbed windows. These windows can be shown,
hidden, or rearranged to suit a variety of operaionodes. Some of the toolbar buttons invoke
immediate commands instead of opening new tabbedomis.

Gie #a sl =k

l." New Script
Clicking on this button will open a neladit Window containing a new (empty) source file.
NewScriptlpy X

=RERERe) 1|«
1

The default name of the script will be “NewScriptwhere “X” is a trailing number to enforce
uniqueness.

The Edit Windowis described in section 6.

Open File

Clicking on this button will bring up a file choasgialog, from which you can select a previously
saved source drortal configuration file.
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Open File E]

Lok, ir; |_";| sPhapse vli .G 5 o -

=7

o

(€ A CAT24C128, 0y
My Recent ™ evalBase.py
Documents  hardTime. py

= 7 hexSupport. py

L% ALTC2412.py

Deskiop = M41T8L py

. nvparams,py
. pinakeup.py

r P,
.._J' Py

A
i Dincumieiits * switchboard, py
™ svsInfo,py

-8

My Compriter
'\;2 File narne: e
Py MNetwork, | Files of type; | SWN and PY Files [, swn:".py] v.

Source (.py) files can be SNAPpy scripts (thesengoyour SNAP nodes) or full Python files (these
can be loaded into yourortal).

A Portal configuration specifies things like which nodes available in the network and which
Python script is currently loaded as thartal base file Portal configurations are saved in files having
a .SWN extension (Synapse Wireless Network), aadgated using theave Alltoolbar button.

‘5 Save All

This toolbar button will initiate creation of a .9Wile containing all of the currently active Pdrta
settings. The most recently saved configuratianilll automatically be re-loaded Bortal when it
restarts.

&' Connect Serial Port/ # Disconnect Serial Port

This modal toolbar button is used to connect asdatinect from the attached bridge node. Because
the icon (and its tool-tip) changes when you cohoedisconnect, it also serves as a quick status
indicator.

If your network does not seem to be respondingstisi the first thing to check.
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¢ Broadcast Ping

Clicking on this toolbar button will caug¥ortal to broadcast a special “answer if you hear me”
message to all nodes. When the nodes answer, aeg tfoaPortal did not already know about will
be individually queried for additional informatioviou might use this button if you just added one or
more new nodes to your network.

Broadcast Pingwill only find nodes using the same channel angvagk 1D as your bridge node.

== Node Views

This tab provides a graphical display of the nadd3ortal's internal device directory. Internally,
Portal indexes all nodes by network address. When a md¢wank address is discovered, a
corresponding icon in the Node Map will be created.

Deleting a node (select on the node and then Blewove Nodéom theNode Info tab) removes the
device fromPortal's internal database. This removes all knowledgiefdevice fronPortal. If the
device is subsequently re-discovered, usually \pang, it will reappear in thBlode Map

TheNode Viewspane is covered in section 12.

i Node Info

TheNode Infotab provides node information, a mini-toolbar dommon tasks, and SNAPpy script
information about the currently selected node. éR&j section 13).

1= Event Log

TheEvent Logcaptures real-time event history féortal. All network-affecting activity is recorded
here. Log entries are time-stamped to a 1-secaudutéon.

Events Captured Include:
» Configuration save/load
* Script STDOUT (print statements, errors)
* Status messages
*  RPC communication messages

@ Command Line

TheCommand Linewindow provides interactive accessRortal's Python-based scripting engine.
Using this tool, you can invoke tli¥evice APIlon all discovered and active devices. This isuldef
testing and debugging commands interactively bafaerporating them int®ortal scripts.

Most of what can be done through the command lameadso be done through the other parts of the
GUI. For example, you can type the command:

rpc(\x01\x02\x03’, ‘reboot’)

... Or you can just click on the node'sboot()  function in theNode Infotree.
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Within theCommand Linepane, you can use the up and down cursor arrovesdelect previously
executed commands. Position the cursor on a prslyi@executed command and press the <Enter>
key, and it will be re-displayed (but not execuyet) at the bottom of theommand Linewindow.
You can then edit the recalled command (usingefteahd right cursor keys to move the cursor
horizontally within the command). When the comméne has been edited to your liking, press the
<Enter> key again to execute it.

To re-execute the most recently executed commaard(no changes), just press the keys <Up>,
<Enter>, <Enter>. The first <Enter> chooses thermamd for editing, and the second <Enter>
executes it.

Within theCommand Linewindow, you can typsehell.help() to learn more of the tricks the
Command Linewindow supports.

i+ Data Logger

The Data Logger window gives a strip-chart vievadet of values plotted over time. It is very sienpl
for scripts in nodes to add completely new catexgoof data. Just use a unique name, and you've
created a new strip. You can either send an RP@&ifumcall from your node to Portal’'s address,
invoking thelogData()  function with your desired data, or you can RP@ryaata back to some
other function in Portal, where you can use Pyttaate to evaluate and interpret your data before tha
function invokesogData()

Scaling
Thevertical axisis fixed at 100 units. Since a heterogeneous ciadie of data types may occupy the
same plot, generic units are used. Howeverlaiieata()  function accepts a scaling factor so that
each value can map its full-scale range onto thiced axis. Theéhorizontal axiss a continuous
timeline, with automatic scaling. You can plot nipik values, from the same or multiple nodes. If
you select a data point in the graph, the windoivteli you the point’s data and time.

Ko

kemp: 73 @ 16:25:13 09/16/08

—temp
P
80
Tl
40
20
a
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 Script Scheduler

This button brings up th8cript Schedulewindow, which provides the ability to manage the
scheduling of events (handler subroutines) fronctiveentPortal script.

Script Scheduler ¢

Scheduled Events:

+)

Date:

[4] September 2005
Sun Mon Tue Wed Thu  Fri
1 2 3 4 5
o8 9 10 11 12
14 16 17 18 19
21 22 23 24 25 26
28 29 30

0]

Sat

13
20
27

Skart Time:

4k

Repeats:

Functions:

Normally events irPortal are invoked either by the user (by clicking ondiimn names within the
Node Info pane), or by remote SNAP nodes (via RPC). $tept Scheduleprovides a third
mechanism by which script functions can be invoked.

Note that you must haveRortal script loaded in order to schedule any eventse (Elvent handlers”
are functions already defined by ydewrtal script.)Portal also has to actually be running in order for
the scheduled event to run. It does no good todkdben event to occur at midnight, and then shut
Portal down (or turn your PC off).

The ' and@ buttons at the bottom of the event list are useatid new events and delete existing

ones.
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If you click on the® add button, you will be prompted to provide a ndorehe event.

Erter mew event name

[ Ok H Cancel ]

Enter a unique event name in the dialog box, aicd oh OK. An event with the requested name will
becreated but you still have t@onfigureit.

Click on an event in the list to select it, andrtloenfigure the event'Start Date Start Time and
Repeatability

You choose the eventStart Dateusing the calendar control near the top of theep@here is a
Todaybutton that is a shortcut to scrolling back to ¢herent day (if you have changed it).

You choose th&tart Timeusing the clock control to the right of the calandontrol. There is Blow
shortcut button, but since time marches on you hdile to make some manual adjustmeiftsrt@l
will not allow you to schedule an event in the past

TheRepeatscontrol lets you choose if the event should odgur once (Repeats = Never), or if it
should repeat every minute, every hour, or eveyy ¥au can also choose the special casbrof

Load, which means the event will occur whieartal next loads a configuration containing that event
(for example, aPortal startup).

After you have specifiedthenyou want the event to occur (and any optional ée¢p”), you then
must specifywhatyou actually want to happen.

Script Scheduler ¢ Mode Info Mode Yiews exampleEvents.py b4
Scheduled Events: Date: Start Time: tIJ Q |
M Septemberzooe B |o2:16:37 pu| % [lhow 1 Eldef birthday(}:
Sum Mon Tue Wed Thu Fri Sat z [ print "Happy EBirthday!'"
1 2 3 4 5 3
Repeats:
- 9 11 12 13 4 Sdef everyHight ():
14 15 17 18 19 20 |Mever n' g L print "daily processing should go here!”
21 22 23 24 25 26 27 5
26 29 30 Functions:
w

everyMight

TheFunctions drop-down selector lets you choose any of thetfans defined in the currently active
Portal script. This means you must load the corRmttal script before you can define events that use
that script.
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In the screenshot above, both 8&ipt Schedulepane and &cript Editor pane are shown. You can
see the correlation between thenctions field and the script source code.

When the event has been configured like you wangurse to press tti&ave Evenbutton.

If you change your script after setting a schededeeht inPortal, the script scheduler will continue to
run a cached version of the script until the nemetPortal is started. To ensure the latest version of
your script will run on schedule, be sure to regeartal after making the change.

= Channel Analyzer
Clicking this button will open th€hannel Analyzempane withinPortal.
Channel Analyzer

) o W00

dBrn Flaoar;

ko 1m] Packets Received:tl| > |3 2]

=20

-30

£
]

(Bm)

Signal Strength
&
[

-y
=

do
=

1] 1 2 3 4 ] 5 7 8 g9 m 11 12 13 14 15
Channel

Performing a channel analysis (energy detection)smansumes significant resources on your bridge
node, so the function is only performed on dem#&weformance of other functions witHportal

(such as uploading scripts to a node or runniRgral script) may be significantly affected while the
Channel Analyzer is running. It may be best to pahe analyzer while you perform other functions.

Like many panes, théhannel Analyzempane has its own mini-toolbar.

* The ! Startbutton begins continuous channel scanning.
* Once started, the' Stopbutton can be used to stop it.
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* ThePackets Receivemdicator show the number of energy detection ptckeceived from
the bridge.

* The ¥ Clear Valuesbutton can be used to erase any existing datatarida fresh plot.

« ThelH save Graplbutton can be used to save the currently graphtdas a graphic.

* The® Channel Helpbutton brings up a list of channels with an intdmaof how clear each
channel is. This can help you choose the best @ donyour nodes based on radio traffic in
your environment.

A dBm Floor slider lets you choose a cutoff value for the gespdata. This lets you ignore
low-level signals and focus on stronger ones.

Here is a screenshot taken from a system whilengacgnvas actually in progress. Note that you may
not have as much active traffic as in the examipteve. If you are using nodes in the 900 MHz range,
the Channel Analyzer will show 66 frequencies rathan the 16 channels. See 8/¢AP Reference
Manual for information about how frequencies map to cle@sion 900 MHz SNAP nodes.

-20
-30
40
E
]
S50
=
5 ——
@
=
= [ ] ]
=g ||
o ]
-70
I ] I
. . E:

0 1 2 3 4 5 B 7 8 g 10 1 12 13 14 15
Channel

The colored bars in the chart provide three piet@sformation simultaneously:

1) The horizontal position of each bar tells you ¢hannelon which the signal was seen.
2) The vertical position tells you the signal strenggien for that signal.
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3) The color of each bar tells you the number of timaggnal of that level has been seen (in %
form). A color legend near the top of the pane shgou the scaling.

In the example above, you can see thasth@ngestsignals have been detected on channel 12 (around
-48 dBm), but that thenost frequently seesignal is on channel 6 (at around -87 dBm).

Note that theChannel Analyzertakes “live” readings, and can only detect sigf@s) nodes that are
actuallypowered onawake andcommunicatingat the time of the scan.

You can restart your graph at any time with #eClear Valuesbutton, and you can save as many
graphs as you want using t=b Save Graphoutton.

Be sure to use th2' Stopbutton when you are done. This will give your lgegchode more time to
handle other network traffic.

Clicking onChannel Helpbrings up a dialog similar to the following:

Channel Percent Clear
15 100,00
14 30,01
13 30,91
1z 40,15
11 G642
10 9,44

Q 4,31

=] 0.00

7 95.07
=] 93,15
5 893,76
4 95,00
3 97,35
2 93,57
1 100.00
u] 99,41

From the example chart, you would expect that chbhror channel 15 would be the best choice for
newly deployed nodes (as they are relatively quigit now), followed by channels 0 and 2. You can
click column headers to sort the list to quicklydithe weakest signal seen (most clear channel) or
strongest signal seen (most crowded channel).

# Find Nodes
Clicking on this button will bring up the followinigteractive dialog:
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=101 x|
Channel: I 'I [ al channels Specific Address: I Scan |

[¥lmwve by Febwark | [ Query for LQ and Image Close |

Metwork Address | Channel | Metwark ID | LQ | Device Image |

First choose a specific channel to scan, or chieeRit Channelsflag. Next click theScanbutton.

Portal will switch the bridge node to a special “wildcaietwork ID value that all nodes will
respond toPortal will then broadcast pings on the specified chafoieall channels) and build up a
list of all SNAP nodes that respond.

=101 x|
Channel: I 'I [ al channels Specific Address: I Scan |

Move to my Metwork | [ Query for LQ and Image Close |

Metwork Address | Channel | Metwark ID | LQ | Device Image |
00.8E.20 15 Ox1C2C
00.6E.12 15 Ox1C2C
00.54.46 15 Ox0027
00, 2F.A1 15 Ox1C2C
00, 2E.63 15 OxAAAA

Note that this is an active scan, d&nattal can only find nodes that apewered onandawake If you
check theQuery for LQ and ImagecheckboxPortal will query each found node for its link quality
and to determine what code image the node contdies it completes its node search.
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In the example shown here, five nodes were foun@lmemnel 15, on three separate networks.

Because the broadcast ping process uses (unaclkigeglebroadcast messages, some nodes may not
respond. You may have to hit tBeanbutton more than once to find the node you arkifgpfor.

If the Node Finderlocates a node on a different channel or usinigfereint network 1D tharPortal's
bridge node is using, you can select the node mvitie list and click thiove to my Networlutton.
Portal will then command the node to change channel amdfwork ID as needed.

Press th&€losebutton to close this dialog and resume noratal operations.

If you are looking for a specific node with a knowetwork address, you can use 8pecific Address

textbox to enter its network address. This allows o search for that specific node and move it to
your current network if needed, instead of gettaidgst of all nodes.
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#l Rearranging Windows

The tabbed windows iRortal can be dragged and repositioned on the screedo This, press and

hold the left mouse button while the cursor is posed over the tab label you want to move. While
holding the button down, drag the tab until you adight blue “shadow” indicating a possible new
position for the window. When you've found a suleabew position, release the mouse button and the
move will be complete.

R =A RCFNNES] E R
- ya S
| Nodeiews { Nodelnfo o
= \~_r_—’.. ,'~s _
VLS HEEAR L @ XD -
~ ~ -
M tC t e
castuvounter ~~_
";.T Firmware Yersion: Z.2.14 Debug | =0 = ~ o
9 Platform: RFENgine - BuiltIn S~ -
m Network Address: 00,1386 - evalBase =~ ~ o
MAC Address: 00:1C:2C: 1E:D6100:13: 86 [ MeastCounter S~a -
Device Image:  McastCounter < putbonEvent{pinhblum, isSet) <-- GPIN S~o <
e s e Drag tab as shown =——+—
Image Size: 2674 bytes (26%) ; i .
o incrementCountl)
License: Permanent to move WIndOWS
oreportButtonCaunt(y
Channel: it I setButtonCount{newCount)
Network ID: 0x1C2C o gbarbupEvent() <-- Starbup
Path - timer 1 00msEvent(currentMs) <-- 100ms Timet
Mo path information collected
Infa
In vour Portal script, use
remoteMode, setCalumniname, value)
to display information here
| Ewert Log X_.
'.I'ime. . Event Device [ 'I-'ype ¥alue |
2009-09-29 13:35:02 :QUER\" :Node ersion 52.2. 14,{Sep 08 2009),0,0,1,3,32767,ZI1C2410
2009-03-2913/35:03  |¥M STAT | 003542 =] 1]
2009-09-29 133503 QUERY Lighter Wersion 2.2.13,{Aug 28 2009),0,0,0,0,32767, RFENgine
2009-09-29 13:35:03 WM STAT 001380 0
2009-09-29 13:35:03 QUERY McastCounter Wersion 2.2, 14,(Sep 08 2009),0,0,0,0,32767,RFEngine
2009-09-29 13:35:03 WM STAT 00138h & 0 .
2009-09-29 13:135:03  QUERY McastCounter Wersion 2,2,14,(Sep 08 2009),0,0,0,0,32767, RFEngine —
v
www.synapse-w.ireless.com RPCs in Queue: O Connected: USED [35400]

Window panes may be resized by clicking and dragjtfie horizontal and vertical borders separating
them.

If you have made changes to your window placemedtsézing and wish to ha\rortal return to its
default layout, seledfiew 2 Rearrange to Default Vievand you will be returned to a view with the
Node Viewswvindow on the left, th&lode Info window on the right, and tHevent Logwindow

across the bottom of the screen.
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6. Built-in Editor

Portal includes a built-in code editor, making it anialene solution. The code editor includes useful
features such as line numbering, automatic indiematode folding, and text auto complefipn
making it easy to develop scripts that meet yoadse

Note —If you already have a favorite editor, you can iigestead.

There are several ways to open an editor pane:
* Click on a script name from thidode Info pane
* Use the__ Open Filebutton on the main toolbar
* Use thel.' New Scriptbutton on the main toolbar

Regardless of how you opened it, all the edit wwslavork the same way.
McastCounter.py b4

D |:J | Q) searc i | o« |'I'nr:ﬁle:sread-c-nl\-'
- (it -
2'E| Sample SHAPpy file for Evaluation Kit Boarda (Bridge; End Device, ProtoBoard, and SNAPStick)
% . Press the select-switch on any device to increment counter on all dewvices.
e :
5 i
[
il # Use Synapse Evaluation Board definiticns
B [rom synapse.evalBase import *
5
e § Comment the following ocut if yvou haw
e & (and be =t to call updateSevenSegmentDi
@£ [sc=tHook (HODK 10MS)
.1.3.-E| def defaultTimerHandler():
T4 [ updateSevenSegmentDisplay ()
15

16 secondCounter = 0
37 PuttonCount
18 numPatterns
3% curPattern =

%

20

ik

#3 [@setHook (HOOK STARTUE)

23-"E| def startupEvent():

24 """This is hooked into the HOOK STARTUP -ewent""™

25: global buttonState, buttonTime

28 =
Fr— - i b

A mini-toolbar provides buttons {= Save £l Save Asand  Open File

Next is a search window (<Ctrl-F> is a keyboardrha for this), and al Find Next button.

2 Auto completion of text requires that the synapaétin.py file be present in your scripts diregtof his file is present
when Portal is installed, and you should no moedete or rename it.
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The+” Test SNAPpy Scripbutton lets you validate SNAPpy scripts (only)drefyou try to upload
them into a node. Starting in version 2.2 the platf and version can affect how a script is compiled
for a node. When you click the button to compile $leript, you will be prompted for the platform and
version appropriate for your target SNAP node.therversion, enter the firmware version for your
node (e.g., 2.4.9). Select the platform and thea@pate CPU. (The platform selected can will cohtr
which code is compiled in your script. It matchles Platform specified for the node. If you
exclusively use the “default” platforms specifieg ®ynapse Wireless, the CPU will automatically
default for you. Refer to the platform selectioisgald in the platforms.py file included in the
snappylmages\synapse directory for examples adefeult platform values.)

If you have opened a read-only file, a messagéertdolbar will tell you so. You can perforni
Save Ado create a separate editable copy. This lets twtiwith an existing demo script and make
your own custom variations. If yduy to type characters into the edit window of a reaty file,
Portal volunteers to save the file to a writable copyyou.

Read-only File |E'

< This file is read-onky and changes cannot be saved to this File
w2 Whauld sau like ko save this file as a different name?
[ ves | I Mo I

If you did not mean to be editing the read-onlg,fjust click orNo.
If you dowant to edit a copy of the original read-only fiéddick onYes

The usual file dialog box will allow you to speciftye new file name. The edit window will
automatically switch to editing the newly creatéel. f
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|| MyMcastCounter.py |

E!|E§i_J |c15emch | E”|§fJ

wamar

-] Sample SNAPpy file for Evaluation Kit Boards (Bridge, End Device, ProtoBoard, and SNAPStick)
3 L Press the select-switch on any device to increment -counter on all dewvices.

wamar

§ Use Synapse Evaluation Board definitions
from synapse.evalBase import *

§ Comment the following out ‘if you have your own HOOK 10M5 handler
§ {end be aure to call updateSevenSegmentDisplay() from vour own handler)
@aetHook (HOOK 10MS)
def defaultTimerHandler():
updateSevenSegmentDisplayv ()

secondCounter = 0
buttonCount = 0
numPatterns = 4
curPattern = 0

2 @setHook (HOOK. STARTUR)
E[def startupEvent():
|

MRS e S e slemad Seee sl T TR TVTTTITE e www

|+ = n | r

Be sure td=] Saveyour edits when you are done. Your new scriptlzanploaded into one or more
SNAP nodes using thi# Upload Snappy Imagéutton in theNode Infowindow.
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7. Firmware Updates

The Firmware Version is shown in thiede Info pane for each SNAP node in your network.
Upgrading your devices to a newer version of SN&\Pasy withPortal.

Note —Upgrades use UART1 of tiRF Engine(on engines with more than one UART). This means a
connection to the second serial port (usually R®)28the device being upgraded is required. Note
that theSNAPsticlkcarrier does not support reprogramming. You mustertheRF Enginefrom the
SNAPsticko some other board (like tl#N171 Proto Boardin order to upgrade th&F Enginés
firmware.

Obtaining Firmware

Each new release fortal includes the most current version of the SNAP fiareat the time of that
Portal release Intermediate “firmware only” updates may alscalvailable on th&ynapse Support
Web Site

http://forums.synapse-wireless.com/

Look in theLatest Releasethread on the forum, under tBeftware Release®pic.

Installing new Firmware

First make sure you have R%232connection to the device you are upgrading. Téugiires a
connection to the DB9 connector on the Evaluatibbdard, as the USB connection on that board
connects to UARTO, which is not supported for firare/upgrades.

FromPortal's Optionsmenu, selegFirmware Upgrade...The following dialog box will display:

i N
B SNAP Node Flash Upgrader - el [
Port: COM28 - Bl
Firmware Image: C:'Program Files\Portalifirmware'RF 100_Snapv2.4.5.5f Open..,

Progress:

Press upgrade to start

L -

Portal will list the available COM ports on your systemder thePort dropdown. Manually select the

correct COM port to which that your SNAP node ismected. (You may need to click IIE| Scan
button forPortal to locate your serial connection.)

Select the Firmware Image to be used for the uggrddte that starting with version 2.1, there are
now four types of firmware images from which to choose:
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http://forums.synapse-wireless.com/

* Firmware images with “debug” in the title have exérror checks to help debug user scripts
and configurations. These extra diagnostic cheoksecat the expense of a slight decrease in
speed and SNAPpy image space.

* Firmware images without “debug” in the title do maive these extra error checks, which allow
them to run faster, and have more room for SNAPRmMges.

* Firmware images with AES128 in their name havethaoisupport for AES-128 over-the-air
encryption. These images are not included Wwibintal, but can be ordered separately from
Synapse. (There is an additional charge for AESsLgfport.)

* Firmware images without AES in the title do notgoft AES-128 encryption.

The firmware image names also indicate the versfdhat firmware. For example, 2.4.10 is newer
firmware than 2.4.6, and both are newer than 2.2.16

After choosing the correct firmware image to lopiess theJpgradebutton to begin.

Follow the instructions given in the dialog, whictay have you restart (power-cycle or reset) your
device to complete the process.

Flease restart your device ba skart the upgrade.
Press the reset butkon or power off and back on.

The serial port must be connected to UARTL
af the target RF Engine,

New firmware will be sent to the SNAP node oversbdal connection.
' T |
B SNAP Node Flash Upgrader ii [

Part: com2s

Firmware Image: CtYProgram Files\Portal\firmware'RF 100_SnapV2.4.5.5f

Progress: - —

Device upgrade in progress...

porade Close

Completed |>7~|

i The upgrade completed successfully,
Wiould wou like to upgrade another?

[ Yes ] | Mo J
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ChooseYesto download the same image into another SNAP nadéo to return toPortal.

Troubleshooting

There is a possibility of interruption (power, s¢gonnection, etc.) in the midst of the upgrade
process. This may leave the SNAP node in a staggerthe SNAP application firmware is unusable.
However, upgrade is still possible, since the SNd&Bt-loader firmware is protected in a “locked”
region of the node. Simply restart the upgrade ggscThis time you’ll need tmanually select the
appropriate COM porfor RS232 communication, sin€®rtal won't be able to detect a runniRl
Engineon the serial port.
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8. Menu Options

The following sections will go through the menuiops withinPortal.

File Menu
File Wiew Options Metwork Help
Mewy Scripk
Open File, ..

Save SMAPpy Scripk
Save SMAPpy Scripk As...
Expork SMNAPRy Scripk. ..

Freferences. ..

Exit
I

New Script

TheNew Scriptmenu option will allow you to open a né&ode Editorwindow with a blank script.
This option has the same effect as using..nBlew Scriptbutton on the main toolbar

Open File

This menu option displays a standard open fileogighat will open a SNAPpy étortal script to edit
in a code editor panel. This option has the safeeteds using th_ - Open Filebutton on the main
toolbar.

Save SNAPpy Script

When a code editor panel is currently active tipisam will save the current file. This option hagt
same effect as using tI=l Savebutton in theCode Editortoolbar.

Save SNAPpy Script As

When a code editor panel is currently active tipsom will save the current file as a different
filename. This option has the same effect as uial;4 Save Adutton in theCode Editortoolbar.
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Export SNAPpy Script
This menu option will display the following dialdmpx:

i ™
Export SNAPpy Image - - M

Flease select the SMAPpy image you would like to export

HolidayLightShow. py -
i2cTests.py
ImportShouldFail.py
ledCyding.py
ledTogale. py
LinkQualityRanger.py
lowpower. py
ManyMeter.py
McastCounter.py

T

MewPFinWakeupTest.py
newTimers.py
PAM4555_ledCyding.py

PAM4561_ledCyding.py 'y

platform: RF100 v | eriiore| 24,5 + cpu: MCISOBGTEDA ~

l Ok ][ Cancel H Preview J

w -

This option is similar to thi= Export SNAPpy Imagéutton on the Node Info panel toolbar but this
dialog allows you to manually specify the platfoammd version to use when exporting the script.
Preferences

The preferences dialog box allows you to configliferent options on how you would likeortal to
behave:

x|
Ping TTL: [e
Ping Response Spread: |3—
Data Logger Limit: W

RPC Respaonse Timeout: | anp

Link Quality: ¥ cConvert link quality from dBm to percent

Show Result; [¥ Display the return value when dicking on a function
Auto Port Scan: ¥ automatically start scanning ports for SMAP devices
Discover Modes: ¥ PING nodes on startup

Refresh Mode Info: ¥ Refresh node information automatically

Intercept STOOUT: ¥ when intercepting node output, indude STDOUT
Intercept ERROR: ¥ When intercepting node output, indude ERROR

04 I Cancel
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The following table describes each option inBreferencedialog:

Ping TTL The Time to Live (TTL) value to use whéwrtal sends a broadcast ping
request. TTL is sometimes referred to as hops.

Ping Response SpreadThe time in seconds to request nodes to randotinézebroadcast ping
responses across.

Data Logger Limit The number of data log entries to keep before dngpine oldest entry.

RPC Response WhenPortal sends an RPC command to a node for which it egf@ect
Timeout response (such as a callout, or a ping to the ndis)parameter specifies
how long, in millisecondsRortal will wait for the response before sending
the next packet. If your network requires many htop®ach all your nodes
you may want to lengthen this from the default eadfi 800.

Link Quality Where applicable display link quality as a percgatastead of dBm.

Show Result When a function is clicked in theode Infofunction tree, request that the
node send the return value of that functioRPtotal's event log.

Auto Port Scan At startup havé’ortal automatically start scanning for SNAP bridge nodes

Discover Nodes Automatically havedPortal send a broadcast ping at startup. This does not

preventPortal from discovering who the bridge node is.

Refresh Node Info WhenPortal receives a message from a node not previouslylliean, this
option automatically retrieves the node’s informatiWhen administering a
large SNAP network, you may want to turn this offéduce traffic.

Intercept STDOUT When you select a node and useltitercept STDOUTfunction, any
messages that a node would normally output threugtint statement are
redirected to th@ortal log instead.

If you have both this checkbox and tinéercept ERRORcheckbox
unchecked, thintercept STDOUTfunction does not do anything.

Intercept ERROR When you select a node and useltttercept STDOUTfunction, any error
messages generated by SNAP in the node redirextedRortal log
instead®

If you have both this checkbox and tinéercept STDOUTcheckbox
unchecked, thintercept STDOUTfunction does not do anything.

Exit
This menu option closd®ortal, prompting to save any open and unsaved scrigts fi

% In nodes with firmware older than release 2.4remessages are included in STDOUT automaticatig this option has
no effect.
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View Menu

i Gynapse Portal-6: default.swn
Eilz | Wiew ©Options  Metwork Help
v [Mode Yiews window

w Mode Info window
w Event Log window

» Command Line window
Draka Logger window
Script Scheduler window
Channel Analyzer window

Clear event log window
Clear data logger window

Rearrange to Default Yiew

-
Various Windows
The first seven options in the View menu correspiontholbar options to toggle the display of other
windows:

View Menu Option Toolbar Icon
Node View window o
Node Info window
Event Log window
Command Line window
Data Logger window -
Script Scheduler window
Channel Analyzer window

SEEN =

If a menu item has a check mark next to it, thtBdates the window is currently open.

Clear Windows

TheClear event log windovandClear data logger windowmenu options allow each window’s
respective captured data to be cleared.

Rearrange to Default View

If you have rearranged yo&ortal window layout, this option will rearrange the wawis to the
default layout view.

Options Menu

11 Synapse Portak default.swn
File View | Options Metwork Help
Connection. ..

Firmware Upgrade...

Factory Default MV Params...
Erase SMAPpy Image...

Configure Logging...
Configure Python Library Directory...
Configure Crypto Settings...
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Connection...

This menu option shows the standBaftal connect dialog box. This option has the same effec
using the® button in the main toolbar.

Firmware Upgrade...

This menu option displays the Firmware Upgradeodjab facilitate upgrading your SNAP nodes to a
different version. This is described in furtheraidkin section 7.

Factory Default NV Params...

This menu option displays the Factory Default NVaPas dialog, which allows you to reset all NV
parameters to the defaults as shipped from therfact

Erase SNAPpy Image...

This menu option displays the Erase SNAPpy Imagkdj which allows you to erase the currently
loaded SNAPpy script in your node. This optionseful if your script has inadvertently been
programmed to lock you out of your node over the ai

Configure Logging...

The Logging Configuration dialog enables the camfégion of different logging levels and methods
for Portal.

Logging Configuration E[

Cisplay Logging Level: IDel:uug 'I
File Logaging Lesels IDEl:ILII;I - I
Email Logging Level: I - I

To Email Address: I
|

Email Server; I

Fram Email Address:

Log Unknown Funckions: W Enable Logging of Unknown Funckion Calls

Zancel |

Configure Python Library Directory...

TheConfigure Python Library Directorymenu option display a standard directory dialogj tmo
choose the directory where you have optionallyaltet a local copy of Python. This enables you to
use the power of full desktop Python in y&artal scripts. If you have installed Python in its ddfau
directory, this will likely be something lik€:\PythorNN\Lib, where the NN in PythonNN refers to
the version number of your Python installation.

Configure Crypto Settings...

The Crypto Settings dialog enables the configunatibencryption for théortal node. Beginning
with firmware release 2.4, all serial communicatitween nodes is encrypted when encryption is
enabled, s®ortal must be configured with the same encryption ogtiased in your other nodes.
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Crypto Settings x|
Enabled: [~ Encrypt and decrypt all packets

Type: IEasic - I

Key: I

Reconfigure: [ Reconfigure all active nodes with above settings

| QK I Cancel |

Check the Enabled checkbox to indicate that youtwanse encryption. Select the appropriate
encryption type (eithdBasicor AES128§ if available), and specify a 16-character endoypkey. The
encryption key and the encryption type must matehkiey and type used in your other nodes or they
will not be able to communicate.

The key must be exactly 16 bytes long. You cani§ptte key as a simple string (e.qg.,
ThEeNcRyPtloNKEYy), as a series of hex values (&Ba\x14\x3b\x44\xd7\x3c\x70\xd2\x61\x96\x71
\x91\xf5\x8f\x69\xb9) or as some combination of the (e.g. \XxfbOF\x06\xe4\xfOForty-Two!).
Standard security practices suggest you should esenplicated encryption key that would be
difficult to guess.

If you check the Reconfigure checkb®aqrtal will set all available nodes to use the same iy
settings, using traceroute information to work frtéta outer edges of your network, in. Refer to the
SNAP Reference Manuafor more information about encrypted SNAP networks

Network Menu

41 Synapse Portak default.swn
File WView Options | Metwork Help

Broadcast PING
Find Modes. ..
Generate Topology .DOT File

Change Portal Address...

Mew Configuration
Open Configuration...
Save Configuration As...

Launch SMAP Sniffer...

Broadcast PING

This menu option sends a broadcast PING requéletSNAP network. This option has the same
effect as using thet' Broadcast PINGbutton on the main toolbar.

Find Nodes...

This menu option opens the Find Nodes dialog baetoch for nodes across different SNAP
networks. This option has the same effect as ubi@g Find Nodesbutton on the main toolbar.
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Generate Topology .DOT File

This option generates a topology.dot file to viesnapshot of your SNAP mesh network. This is
accomplished by having the SNAP nodes query forrees that are one hop away and report that
information forPortal.

To view the .DOT file, which is saved in yoBortal documents directory, you will need to use a
.DOT file viewer. There are several freely availablewers on the internet.

Change Portal Address...

This option changes the network address of YRmrtal node. This may be necessary if you have an
environment with multiple computers runniRgrtal where the nodes can interact. If more than one
Portal node has the same network address (the defdd0t@.01), you can have unpredictable results
when nodes attempt to communicate vitirtal.

The valid network addresses fortal range from 00.00.01 through 00.00.0F. It is naessary to
restartPortal for this change to take effect.

New Configuration

This option creates a néortal configuration, which deletes any locally saWattal information.

Your window layout and all your preferences will freserved, however scheduled scripts and saved
node information will be deleted. For example laél hodes in thBlode Viewswill be deleted and a
broadcast ping will be preformed to rediscovernibevork.

Open Configuration...

This option opens a previously saved Synapse Vésd\etwork (.SWN) file that contains saved
information about nodes.

Save Configuration As...

This option saves a Synapse Wireless Network (.S¥Wbhat contains information about your
nodes.

Launch SNAP Sniffer...

The SNAP Sniffer is an external program that hédpsnalyze and debug your SNAP network. Please
consult theSNAP Sniffer Users Guidefor detailed information.

Help Menu

File View Options Metwork l?lp
Portal Reference Manual
EK2100 Users Guide
EK2500 Users Guide
SMAP Reference Manual
SMAP Sniffer Users Guide

SMAP Support Forums

About. ..

Portal Reference Manual

This option will open th&ortal Reference Manual(this document) in your default PDF viewer.
EK2100 Users Guide

This option will open th&K2100 Users Guiden your default PDF viewer.
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EK2500 Users Guide

This option will open th&K2500 Users Guiden your default PDF viewer.

SNAP Reference Manual

This option will open th&NAP Reference Manualn your default PDF viewer.

SNAP Sniffer Users Guide

This option will open th&NAP Sniffer Users Guiden your default PDF viewer.

SNAP Support Forums

This option will open the Synapse Support Forumbsite in your default web browser. This website
is the preferred place to ask any technical questyou may have while using our products.
About

The about dialog displays information about theentrversion oPortal you are running.
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9. Portal API

This section details the API presentedPtirtal Scripts. TheCommand Linewindow ofPortal also
has access to this API.

When a node makes a call t®artal function, two variables are set within the scopthe Portal
function that allow easy identification of and age¢o the calling node. ThemoteNode variable is
set to the calling node’s node object, andrémeoteAddr variable is set to the address of the calling
node. These variable values persist only for tiratthn of the called function. They can be used to
invoke node methods or read node attributes ondle, or to send messages or commands back to
the node.

Node Methods

The following are functions bound to each netwogkide (node) known tBortal, i.e. visible in one
of theNode Viewsor appearing in thBode Info window.

To invoke one of these methods, you must prefixdéngred function name with the a variable
containing a reference to the node that you wamivoke the function on, followed by a “.” characte

For example:
MyNode.getFormattedNetAddr()

In order to get a reference to a node, you carthesemoteNode property in your Portal script. The
variable contains a reference to a node objectiamg/Portal is running a function invoked by an RPC
call from another node.

getColumn( name) Returns the current value stored for the specified
column name

getFormattedNetAddr() Returns this node's network address as a stritigein
format ##.##.##

getFormattedNetworkld() Returns the node’s network ID as a hexadecimadgstri
in the format Ox####

ping( toggleResponding  =True) PINGs the node. ParameteggleResponding

determines how the result of the PING affects todd\
Views and Node Info windows

refresh(  ping =True, Queries the node for information to display inNtsde
toggleResponding  =True) |Info tab.
setColumn( name, Stores the specified value for the specified name
value )
setNvParam( id , Tells the node to set the NV parametkto the
value ) specifiedvalue
setStdoutPortal() Tells the node to redirect its STDOUTRortal's

network address. Whatever the node prints will appe
in thePortal Event Log

linkQualityAsk() Deprecated:Queries the node for its currently link
quality value
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linkQualityPercentVal()

Deprecated:Returns an integer value in the range (
100 based on the node's last known link quality

macAsk() Deprecated:Queries the node for its MAC Address

netParamAsk() Deprecaied: Queries the node for its channel and
network ID

reboot() Deprecated:Tells the node to reboot

versionAsk()

Deprecated:Queries the node for its current versior

|

string

Node Attributes

The following are attributes bound to each netwaelice (node) known tBortal, i.e. visible in one

of theNode Views

Like the node methods, these must be prefixedrafesience to the node you want to examine, and a

“.” character. For example:

print MyNode.channel

Note —These are data fieldsot functionsDo not put parentheses “()” after them.

MyNode.channel returns a number.
MyNode.channel()  returns an error.

channel

An integer corresponding to the node’s channel

isResponding

A boolean value indicating whether the last queag W
successful

lqVal A float value of the node’s last queried link qaali
dBm

name A string that describes this nodeRortal's node views

netAddr A string containing this node’s unformatted network
address

networkld An integer corresponding to the node’s network id

version A string containing the node’s last queried version

Portal Methods

The following methods are independent of SNAP Nodégy provide a system-level interface
betweerPortal scripts and system-wide capabilities.

Because they are not node specific, you do nobptteém with a node name and a “.” character.

Some of these routines do take a node parametercaio specify the correct node in two different

ways:
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* By explicit address

* By node name (the node’s name witRiortal)

Explicit addresses are three-byte stri®@rtal shows node Network Addresses in hexadecimal, but
omits any number base prefixes or suffixe®dftal shows a node’s Network Address as 12.34.56,
then the individual address bytes are 0x12, Ox8d,0x56 (hexadecimal), not 12, 34, and 56

(decimal).

To specify hexadecimal constants within Python MABpy strings, you use a leading “\x”. Going
back to our example, if you want to specify the eadth address 12.34.56, you would use

“X12\x34\x56” in your script.

Portal also assigns names to nodes when it first dissabem. If the node with address 12.34.56 has
a displayed name of “MyNode” then instead of spa@eag an explicit address string, you can just use

the text MyNode instead.

Note —There are nguotation marks used when referencing ndgesamewithin Portal scripts (or

from thePortal command line).

So, assuming node MyNode4 is at address AB.CDhieHdllowing two commands are equivalent:

sendData("\xAB\xCD\xEF", "This is a test")

sendData(MyNode4, "This is a test")

fo

ne

logEvent( message) Log the specifieanessagé¢o the Event Log
logData( name, Plot the specifiedtalueto a named strip chart in the
value , Data Logger window
fullscale =100.0)
mcastRpc( groups, Sends a multicast RPC request to the spedajiedps
LU Parametefunctionis the routine to invoke on each
iU”Ct'O”’ node in the specifiegroups and the remaining
args ) parameters are passed to that routine.
multicastRpc(  ..) The same as the mcastRpc function above but left
backwards compatibility with older version Bbrtal
rpc( node, Sends an RPC request to the specified node. Pat
function functior is the routine to invoke on the node, and tk
¥ args) remaining parameters are passed to that routine.
sendDataModePkt( node, Sendgdatato the specifieshodein a way that mimics
data ) TRANSPARENT MODE. This letPortal insert data
into TRANSPARENT MODE links.
sendEmail( recipients Sends an e-mail containimgsgtext to the specified
sender , recipientsvia the specified (e-maiferver addressed
msg, as if it came fronsender
server )
sendMcastDataModePkt(  group, Sendgdatato the specified multicagiroupin a way
tl, that mimics TRANSPARENT MODE. This leBortal
data ) insert data into TRANSPARENT MODE links.
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sendTraceRouteRequest(
sequence

node,

)

Sends a traceroute request packet to the spenifige

with the specifiedequenc@umber

There are also some commands that must be prdfixéaot.”

root.clearEventLog()

Clears theéPortal Event Log

root.displayTraceFile()

Pops up a tabbed window with the contents of an
internal log file sometimes used in debugging.

root.sendDataModePkt( node, This is the same as the standalone function
data ) sendData() , usesendData() instead
root.setPortalNetAddr( newAddr) [ChangePortal's network address from the default

value of “\x00\x00\x01” (00.00.01portal's network

KOF

address can range from \x00\x00\x01 to \xO00\x00\

There are several commands that are deprecated Syhapse internal use only. They are listed here

only for completeness; yahould not be calling these functions.

cmdDispatcher

Synapse use only

notifyOnComplete() Synapse use only

setup_usb_as_vcp() Synapse use only

setupSynapseUsb() Synapse use only

snappyErrorDecode(  node, Synapse use only
errorMsg )
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